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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ nogaepxkon PoE BeegeHue

PykoBoacTBo nonb3oBarens

MABA 1. BBEOEHUE

Aydumopusi u codep)kaHue

B nanHoMm pykoBoacTBe mpUBOAMTCS onucaHue Touku noctyna DAP-300P, nopsiok HacTpoiliku u
PEKOMEHJJALMHU 110 €€ UCIIOIb30BaHUIO.

HacTosimee pykoBOACTBO MpPEAHA3HAYEHO JJs MOJb30BATENCH, 3HAKOMBIX C OCHOBHBIMH
IPUHLIAIIAMU OPTraHU3alliMd CETEeH, KOTOpbIE CO3[Al0T JOMAIIHIOIO JIOKAJIbHYIO CETh, a TaKXKe
CHUCTEMHBIX aJMHHHCTPATOPOB, KOTOpPBIC YCTAHABIMBAIOT W HACTPAMBAIOT CETH B o¢ucax

KOMITaHUH.

YcrnoeHble 0603HavYeHUs1

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT IOKYMEHTA.
Ilpeosapumenvnasn Ccpimka Ha TIaBy WM pasfen  JaHHOTO — PyKOBOJCTBA
no020moeKa MOJIL30BATEIIS.

«Kpamkoe pyxoeoocmeo
P Py Ccpbuika Ha JOKYMEHT.

nO yCManogKe»
ASMEHUT HasBanue pasjiena MEHIO, MyHKTa MEHIO, KaKOro-JIMOO 3JIeMeHTa
web-uHTepdeiica (mmone, Graxkok, IepeKIoaTeb, KHOIKA U TIp.).
192.168.0.50 Tekct, KOTOpBIH HEOOXOIMMO BBECTH B YKa3aHHOE IIOJIE.
Baxnas wuHpOpMaius, Ha KOTOPYIO HEOOXOAMMO OOpaTHTh
! Hudopmarnus Pop ’ 24 P

BHUMAHUC.

Cmpykmypa OoKymeHma

Inasa 1 COACPIKUT CBCACHUA O HA3HAYCHHUU U OpraHUu3allu JOKYMCHTA.

Inaga 2 conepXUT OINHCAHME TEXHUYECKUX XapakTepucTuk yctpouctBa DAP-300P u ero
BHEIIIHET0 BUJIA, & TAKXKE MEPEUNCICHUE COAECP)KUMOT0 KOMIUIEKTa TOCTaBKH.

Inaea 3 onuceiBaeT npolecc ycraHoBKM Touku goctyna DAP-300P u HacTpoiiku KoMIibroTepa JJist
MOJIKJTFOUEHUs K web-uHTepdeicy ycTpoiicTna.

I'naea 4 conepxut MoaPOOHOE ONMMCAHUE BCEX pa3iejoB MeHIO web-uHTepdeiica.

Inasa 5 conepXuT pekOMEHIAIMH 10 Oe30MacHOMY HMCHOJIb30BaHHI0 ycTpoiictBa DAP-300P u
COBETBHI 110 TOCTPOCHUIO OECTIPOBOTHOI CETH.

Tnaea 6 COACPIKUT CIITMCOK COKpaH.IeHPIfI, HCIIOJIB3YCMBIX B HACTOAIICM PYKOBOACTBC ITOJIb30BATCIIA.
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MABA 2. OB30OP TOYKW OOCTYMNA

O6uwee onucaHue

VYerpoiictBo DAP-300P mpencraBisier coboii GecpoBOJHYIO TOYKY JOCTyHa C IOAJEPIKKOM
peXMMa MaplIpyTU3aTopa. ITO JOCTYITHOE pEIIeHue Ui co3AaHusl OECIIPOBOIHBIX ceTel JoMa U B
oduce.

Hcnonb3yst DAP-300P, Bel cMokeTe OBICTPO OpraHU30BaTh OECIIPOBOIHYIO CETh JIOMa U B odHuce,
NPEAOCTaBUB JIOCTYI K HEW KOMIBIOTEpaM M MOOWJIBHBIM yCTPOWCTBAM MPAKTUYECKH B JIFOOOH
TOUYKe (B 30HE JACHCTBHUS OecripoBomHOW ceTw). Touka mOCTynma MOXKET BBIIONHATH (YHKIHH
0a30BOM CTaHIMHU JI MOAKIIOYEHHs] K OECIpPOBOJHON CETH YCTpPOMCTB, paboTarouuX 10
cragmaptam 802.11b, 802.11g u 802.11n (co ckopocTsio 10 300 M6uT/c).

B ycrpoiicTBe peasin3oBaHO MHOXECTBO (PyHKIMU Jtsi OecripoBogHOro MHTEepdeiica. YCTpoicTBO
MOJICPKUBACT HECKONbKO cTaHmaproB OezomacHoctn (WEP, WPA/WPA2), dunsrparuio
NOJKIIOUaeMbIX ycTpoiicTB o MAC-aznpecy, HECKOJIBKO PEXUMOB paboOThl (TOUKa [OCTYIIa,
MapLIpyTH3aTOP, KIIMEHT), @ TAKXKE [T03BOJIET UCIONb30BaTh TexHomoruu WPS u WMM.

Bo3moxxHOCTh HacTpoiiku rocteBoil Wi-Fi-cetn B pekume MapmipyTusaropa MO3BOIMT Bam
co31aTh OTAEIBbHYIO OECIpPOBOJHYIO CeTh C HHAWBUAYAJIbHBIMH HACTPOWKaMHU O€30MacHOCTH.
VYeTpoiicTBa TOCTEBOH CETM CMOTYT HOAKIIOUUTHCS K MHTepHETy, HO OyayT M30JIMpOBaHBI OT
YCTPOUCTB U PECYPCOB JIOKAJIbHOM CETH TOUKH JOCTYIIA.

Touka nocryma ocHamena WAN-moproM ¢ mojuep:xkkoit Texnonoruu Power over Ethernet (PoE),
4TO TMO3BOJIAET UCHONb30BaTh oauH Ethernet-xkabenb ans nepegaun NaHHBIX M NUTaHUS. B pexnume
«TOUKa JjocTyna» nopt ¢ noaaepxkoid PoE ncnone3yercs B kaduectse LAN-nopra.

B pexume toukm pocrtyna Ber moxkere ucnonb3oBath DAP-300P nmnst cosmanust GecripoBOIHOM
CETHU WJIU MOJIKJIFOYEHUsI K IPOBOAHOMY MapuipyTtuzaropy. B pexxume mapupytuzaropa Bel moxerte
nogkatounte DAP-300P x kabempHomy wim DSL-momemy wnu BwigenenHoit Ethernet-munum,
9TOOBI UCIIONB30BaTh BEICOKOCKOPOCTHOE COCTUHEHHE C CEThI0 MIHTepHET ISl pelieHus IUPOKOTO
Kpyra npogeCCUOHATBHBIX 3a/1a4.

OyHKIUSA «KIMEHT» JOCTyIHAa B OOOMX pPEXUMax U IO3BOJIAET B PEXUME TOUKHU JOCTYIa
ucnonb3oBate DAP-300P B kauyecTBe KiMeHTa OECPOBOJHON CETH M B KayeCTBE MOBTOPUTEIS
OecIpoBOIHOM ceTH, B pe:KUMe MaplIpyTU3aTopa — B KauecTBe nosroputesiss WISP.

s mactporiku Touku poctymnma DAP-300P ucnons3yeTcss mpocToi ¥ yIoOHBIH BCTPOCHHBIM Web-
uHTepdelic (I0CTyIeH Ha PyCCKOM U aHTIIMICKOM S3BIKAX ).

Mactep HacTpoiiku mno3Boiser noiakiaouutb DAP-300P x mpoBomHOMy uin OecrpOBOAHOMY
npoBaiiiepy (B peKUMe «MapIIpyTH3aTOp») 32 HECKOJIBKO MPOCTBIX IIAroB MM OBICTPO 3a4aTh
HEoOXOJMMbIE TTapaMeTphl Ui pabOThl B KaYeCTBE TOUKH JIOCTYIIA, TOBTOPUTEINIS UM KIHEHTa (B
PEKUME «TOUKA TOCTYIa»).

Bb1 nerko mMoxxkere oOHOBUTH BeTpoeHHoe [IO — mpu Hammgmum jgoctyna Kk MHTEpHETY Todka
JIOCTYTIa caMa HaXoJuT MpoBepeHHyo Bepcuto [10 Ha cepBepe oOHOBIeHmit D-Link u yBemomiser
10JIb30BATENSl O TOTOBHOCTH YCTAHOBUTD €T0.
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0630p TOUKM gocTyna

TexHuU4Yeckue xapakmepucmuku

AnnapatHoe o6ecneyeHue

Mpoueccop

MT7628DAN (580 ML)

OnepaTMBHaﬂ namMmaTb

64 MB, BCTpoeHHas B npoLieccop

Flash-namsaTtb

8 Mb, SPI

WHTepdencoi Mopt WAN 10/100BASE-TX ¢ nogaepxkon PoE

Mopt LAN 10/100BASE-TX
WHavkaTopbl MutaHuve / BecnpoBogHas ceTb

WHTepHeT

JlokanbHas ceTb
KHonku KHonka RESET ans Bo3Bpara k 3aBOACKAM HacTpovkam
AHTeHHa [1Be BHYTpeHHWE aHTeHHbI ¢ koadduumeHTom yeunenus 3 obu
Cxema MIMO 2x2

Pasbem nutaHusa

Pa3sbem ans nogknoveHns nuTaHust (MOCTOSIHHbBIN TOK)

MporpammHoe o6ecnevyeHune

Pexumbl paboTbl

Touka goctyna
MapupyTtunsatop

Tunbl nogkntovyeHuss WAN

PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratuueckuii IPv4 / OQuHamuueckuin IPv4
Cratuyeckuin IPv6 / OQuHamuueckuin IPv6

PPPoE + Ctatnyeckun IP (PPPoE Dual Access)
PPPoE + Ounamnyeckun IP (PPPoE Dual Access)
PPTP/L2TP + Ctatuueckui IP

PPTP/L2TP + duHamuyeckuii IP

*

XapaKTepUCTHKH YCTPOHCTBA MOTYT M3MEHSThCS Oe3 yBemomieHus. CM. akTyainbHbIe Bepcuu BHyTpeHHero [10 u

COOTBETCTBYIOIIYIO JOKYMEHTaNUIO Ha caiite www.dlink.ru.
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MporpammHoe obecnevyeHune

CeteBble (hyHKLMM

Mopnepxka ctaHgapta IEEE 802.1X gns nogknioyeHus k cetn MHTepHeT
DHCP-cepsep/relay

PacwmperHas HacTpoika BcTpoeHHoro DHCP-cepeepa

HasHaueHve |Pv6-agpecoB B pexwume Stateful/Stateless, aenernpoBaHue
npecwukca IPv6

AsToMaTuyeckoe nonyyenve LAN IP-agpeca (B pexvmax Touyka JocTyna,
NMOBTOPUTENb, KITMEHT)

DNS relay

Dynamic DNS

Cratuyeckas IPv4/IPv6-mapLupyTusaums

IGMP Proxy

RIP

Mopaoepxka UPNP IGD

Mopnepxka VLAN

Moppepxxka dyHKUMM ping co cTopoHbl BHewwHen cetn (WAN ping respond)
Moppepxka mexaHnama SIP ALG

Mopoepxka RTSP

PesepsuposaHne WAN

HacTtporika ckopocTu, pexuma gynnekca v (yHKLMN ynpaBrieHusi NTOTOKOM
(flow control) B pexume aBTomMaTM4eckoro cornacoBaHusi / PyyHas HacTpolika
CKOPOCTM 1 pexuma aynnekca ans kaxgoro Ethernet-nopra

BcTtpoeHHoe npunoxernve UDPXY

¢yHKLl,VIVI MeXceTeBOro aKkpaHa

MpeobpasoBaHue ceTeBbix agpecos (NAT)

KoHTponb coctosiHus coeamHeHun (SPI)

IPv4/IPv6-cpunesTp

MAC-cuneTp

URL-cunstp

DMZ-3oHa

PyHkumsa 3awmTel oT ARP- 1 DDoS-atak

BupTtyanbHble cepsepbl

BcTpoeHHbIN cepBUC kKOHTeHTHON dunbTpauun AHgekc.DNS

VPN

IPsec/PPTP/L2TP/PPPoE pass-through

YHpaBneHMe U MOHUTOPUHI

JlokanbHbI 1 yAaneHHbIW [ocTyn K HacTpokam no TELNET/WEB
(HTTP/HTTPS)

Web-unHTepdenic HacTpomku u ynpaBneHuss Ha [BYX sA3blkax (PYCCKMn Wu
aHIMUACKNIA)

YBegomneHne o npobrnemax C MOAKIOYEHUMEM W aBTOMaTuM4eckoe
nepeHanpaBsrieHne K HacTponkam

O6HoeneHne MO Toykm gocTyna yepes web-nHTepdenc

ABTOMaTU4eckoe yBedoMIeHe 0 Hannyium Hoson sBepcum MO

CoxpaHeHune u 3arpyska KoHurypauum

Bo3moxHOCTb nepeaayn xxypHana cobbiTuii Ha yaaneHHblh cepsep
ABTOMaTMYECKass CMHXPOHM3auMsa cucteMHoro BpemeHun ¢ NTP-cepepom u
py4Has HacTpoika AaTbl U BpeMeHU

YTunuta ping

Y1unuta traceroute

KnuenT TR-069

SNMP-areHT (npotokon SNMPv2/v3)
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ nopaepxkon PoE

PyKOBO,EI,CTBO nonb3oBarend

0630p TOUKM gocTyna

MapameTpbl 6ecnpoBoAHOro MoAynA

CtaHpapThbl

IEEE 802.11b/g/n

[Onana3oH yactoTt

[uanasoH yacmom 6ydem U3MeHSIMbCS 8
coomeemcmeuu c npasunamu
paduoyacmomHoeo  peaynuposaHusi 8
Baweti cmpaHe

2400 ~ 2483,5 MI'y

Be3onacHocTb
coeauHeHus

6ecnpoBogHoOro

WEP

WPA/WPAZ2 (Personal/Enterprise)
MAC-dwuneTp

WPS (PBC/PIN)

[OononHutenbHble hyHKUMN

PYHKUMA «KMMEHT» B pexume TOukM goctyna (knueHT 6ecnpoBOAHOW ceTw,
nosTopuTenb 6eCnpoBOAHON CeTH)

DYHKUMA  «KIMEHT» B pexvme MapwpyTtusatopa (nostoputens WISP
(6ecnpoBogHoro MiHTepHeT-npoBaiaepa))

WMM (Wi-Fi QoS)

NHdopmauus o nogkntodeHHbIx Wi-Fi-knneHtax

PaclumpeHHble HacTpoviku

locteas Wi-Fi-ceTb / nogaepxka MBSSID

Meproguyeckoe ckaHMpoOBaHWe KaHanoB, aBTOMaTUYeCkuin nepexop Ha bonee
cBobOOAHbIV KaHan

ABTOMaTMYECKOE COrflacoBaHne LUMPUHBI KaHana C YCIoBUSMU OKpYyXatoLLen
cpegbl (20/40 Coexistence)

CkopocTb 6ecnpoBOAHOro coeguHeHus

IEEE 802.11b: 1, 2, 5,5 1 11 M6uTt/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 u 54 MouTt/c
IEEE 802.11n: ot 6,5 o 300 M6wut/c (ot MCSO go MCS15)

BbixogHasi MOLWHOCTb nepegaryuka

MakcumanbHoe  3HayeHue  MoOwHocmu
nepedamyuka b6ydem uU3MeHSMbCS 8
coomeemcmeauu c npasunamu
paduoyacmomHo2o  peaynupoeaHus 8
Baweti cmpaHe

802.11b (TyinuyHasi Npu koMHaTHOM Temnepatype 25 °C)
17 pbwm npwn 1, 11 M6uTt/c

802.11g (TMNM4YHas npu KomMHaTHoN Temneparype 25 °C)
17 nbm npm 6, 54 M6ut/c

802.11n (TNU4YHasi Npu KOMHaTHOM Temnepatype 25 °C)
17 pbm npu MCS0~6
16 obm npu MCS7
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noapepxkoi PoE 0630p TOUKM AocTyna

PyKOBO,EI,CTBO nonb3oBarend

MapameTpbl 6ecnpoBoAHOro MoAynA

YyBCTBUTENBLHOCTbL NPUEMHUKa . 802.11b (TvinuuHast npu PER = 8% gns naketa pasmepom 1000 6awT)
-90 abm npu 1 Méut/c

-90 obm npu 2 Méut/c

-88 obm npu 5,5 M6ut/c

-86 abm npu 11 Méut/c

802.11g (TunnyHas npu PER < 10% ans naketa pasmepom 1000 6aiT)
-82 npbm npun 6 Méut/c

-81 obm npu 9 Méut/c

-79 obm npu 12 Méut/c

-77 pbm npu 18 Méut/c

-74 pbm npu 24 Méut/c

-70 gbm npu 36 MéuTt/c

-66 obm npu 48 Méut/c

-65 obm npu 54 Méut/c

802.11n (TvnuyHas npu PER = 10% ans naketa pa3avepom 1000 6awiT)
HT20

-82 pbm npn MCSO0
-79 obm npu MCSA1
-77 opbm npn MCS2
-74 pbm npn MCS3
-70 obm npn MCS4
-66 abm npn MCS5
-65 nbm npn MCS6
-64 nbm npn MCS7
HT40

-79 pbm npn MCSO
-76 abm npu MCS1
-74 pbm npn MCS2
-71 obm npn MCS3
-67 pbm npn MCS4
-63 abm npn MCS5
-62 nbm npn MCS6
-61 abm npn MCS7

Cxembl mogynauum : 802.11b: DQPSK, DBPSK, DSSS, CCK
802.11g: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM
802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM (HT20 n HT40)

dusunyeckue napameTpbl

Pa3mepbl . 213 x 213 x 38 Mm

YcnoBus JKcnnyaTauuun

MuTtaHue . 48 B, 0,5 A nnu 802.3af PoE
BHewHun apantep nutaHMa 12 B noctosHHoro Toka, 0,5 A
(He BXoOWT B KOMMMEKT NOCTaBKM)

Temnepatypa . Pabouas: ot 0 go 40 °C
XpaHenusi: ot -20 go 65 °C

BnaxHocTb . Mpw akcnnyatauum: ot 10% Ao 90% (6e3 koHaeHcaTa)
Mpu xpaHeHum: ot 5% o 95% (6e3 koHaeHcaTa)
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ nogaepxkon PoE

PykoBoacTBo nonb3oBarens

0O630p TO4YKM AocTyna

BHewHul eud ycmpoticmea

BepxHsaa naHenb

PucyHok 1. Bud eepxHel naHernu.

CBeToamoaHbIN

MHOUKaTOp

3HauyeHue

F'opum nocmosiHHO (KpacHkIU)

[Iuranme BKIIOYEHO, OECTPOBOMHAS CEThH
OTKJIIOUEHA.

Muesaem (kpacHbiti /
MutaHne / cupeHeasnlli)

Ilepenaua nanneix yepe3 Wi-Fi-ceTs.

BecnpoBogHas ceTb
lopum nocmosiHHO

(cupeHesnbit)

becnpoBoaHas ceTh BKJIIOUEHA.

He eopum

IIutanue OTKIIFOYEHO.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE 0630p ToukM gocTyna

PykoBoacTBo nonb3oBarens

3aaHAA NaHennb

©E®  RESET LAN WAN

O ®

PucyHok 2. Bud 3alHel naHesnu.

Ha3BaHue OnucaHue

KHomnka a1t cOpoca HACTPOEK K 3aBOJCKAM yCTAaHOBKaM.

RESET J1st BOCCTAHOBJICHHSI 3aBOJICKMX YCTAaHOBOK HEOOXOAMMO HaXaTh U
yaepxuBarh 10 cekyHa (IIpHU BKJIIOYEHHOM YCTPOWCTBE).

Ethernet-mopt 115t MOAKITIOYEHUST KOMITHIOTEPA WIIM CETEBOTO YCTPOMCTBA.

ITopty cootBercTByeT mHaukatop JloKanbHaa ceTb. Pexwumbl paboThI
WHJUKATOPA:

LAN . YeTpoiicTBO  (KOMITBIOTEP) TMOAKIIOYEHO K
Fopum nocmosiHHO (3er1eHbll)
MIOPTY, COEAUHEHUE YCTAHOBIICHO.

Muzaem (3eneHbiti) [lepenauya nannubix yepe3 LAN-nopt.

He eopum KabGens He MOAKJIFOYCH K ITOPTY.

[Topt ¢ mognepxkoit TexHonoruu PoE g mogxiroueHuss K KOMMYTaTopy,
BblIeleHHOl FEthernet-nmuanu wim noakiaroyeHus kabenpHoro wiam DSL-
Mozema. B pexxume Touku focTyna ucnonb3yercs B kauectBe LAN-nopra.

ITopry coorBerctByer wuHaukatop WHTepHeT. Pexumbl  paboThb
WAN (PoE) MHAMKATOpA:

Fopum nocmosiHHO (3eneHbil) Kabenps mogkitodeH Kk mopry.

Mueaem (3eneHsbiti) [lepenaua nanubix yepe3 WAN-nopr.

He 2opum Kabenb He mOIKITIOUEH.

CtpaHuua 12 n3 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE 0630p ToukM gocTyna

PykoBoacTBo nonb3oBarens

Taxoke Ha 3aJHEN aHEIU TOYKHU JOCTYIIA PACTIONOKEH PA3bEM ITUTAHUS.

Touka nocryna obopyaoBaHa 1ByMsi BHyTpeHHUMHU Wi-Fi-aHTeHHamu.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE 0630p ToukM gocTyna

PykoBoacTBo nonb3oBarens

Komnnekm nocmaseku

[lepen ncnonb3oBaHUEM yCTpPOMCTBa yOeAUTECH, UYTO B KOMIUIEKT ITOCTaBKU BKIIFOYEHO CIIEAYIOIIEE:
* Touka noctynma DAP-300P,
* KPOHIUTEWH IS KPEIJICHUS K CTEHE U MOHTa)XHBIM KOMILIEKT,
* 1okyMeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (Oykier).

JokyMeHnTsl «Pykoeoocmeo nonvzoeamena» u «Kpamkoe pykoeoocmeo no ycmamnogke»
JOCTYIHBI Ha caifte komnanuu D-Link (cM. www.dlink.ru).

' Hcrnonp30BaHNE WCTOYHHMKA MHWTAHUSA C TapaMeTpaMd, OTIMYHBIMU OT YKa3aHHBIX Ha
B yCTPOHCTBE, MOXKET MPUBECTHU K MOBPEKICHUIO VCTPONUCTBA U IIOTEPE TAPAHTHH Ha HETO.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

MABA 3. YCTAHOBKA W MNOAKIKYEHUE TO4YKU
AOOCTYMNA

lMpedeapumenbHasi nod2omoekKa

[lepen moakirOueHHEM YCTPONCTBA MPOUTUTE JAHHOE PYKOBOZACTBO I0JIb30BaTelNsd. YOeaurech, 4To
y Bac umeercs Bce HeoOXoaumoe o00pyoBaHME, a TakKe MHPOpMAIHs IO BCEM HCIOJIb3YEMbIM
yCTpOMCTBaM.

KoMnbrorep nin MoomjibHOe YCTPOiiCTBO

Hacrpoiika u ynpasnenue Toukoid nocryna DAP-300P ¢ momnep:kkoil pexkxuma mapuipyTuzaTopa
(manmee — «TOYKOW JOCTyMa») BBITIOMHSETCS C TOMOINBIO BCTPOCHHOTO web-uHTepdeiica. Web-
uHTepdenc JOCTyIeH B 000H ONepaliuoHHON CUCTEME, KOTopas TTOAIep)KUBaeT web-0paysep.

Bbr Takke Moxere ucnonb3oBarh npuioxkeHue D-Link Assistant m1s MOOMIBHBIX YCTpPOMCTB
(cmaprdonoB mnu mianmetoB) nox ynpasienueM OC Android wmu i10S.
Web-0paysep pas IIK
Jns nocrynma k web-uHTepdelicy HacTpoHKM M yNpaBlIeHHs TOYKH JOCTyNa PEKOMEHIYeTcs
HCITIOJIb30BaTh cleayromme web-opay3epsr mis [1K:

* Apple Safari Bepcuu 8 u BbI1IIE,

* Google Chrome Bepcuu 48 u BbllIIe,

*  Microsoft Internet Explorer Bepcun 10 u BbIIIe,

*  Microsoft Edge Bepcun 20.10240 u Bbime,

* Mozilla Firefox Bepcuu 44 u BhimIe,

*  Opera Bepcuu 35 U BBIILE.
Jns yenemHoi#t pabotsl ¢ web-unTepgeiicom HacCTpOHKU U yIpaBlieHHs B web-Opay3epe IoDKHa
ObITh BKJIIOYEHA HozJsepxkka JavaScript. Yoeaurech, 4To JaHHAs ONIMA HE ObUIa OTKIIOYEHA
JPYTUM MPOrpaMMHBIM obecrieueHreM (HarpuMep, aHTUBUPYCHOHM mporpammont i apyrum 110,

obecreunBaIUM 0e30MacHyt0 paboTy B TIOOAIBHOM CeTH), 3amylleHHbIM Ha Bamem
KOMITBIOTEPE.

IIpoBonHas nim 6ecnipoBoaHas cereBasi kKapta (Ethernet- nim Wi-Fi-aganrep)

JIt060¥i KOMITBIOTEP, UCTIONB3YIONIUI TOUKY JOCTYIMA, H0JKeH ObITh ocHaieH Ethernet- unu Wi-Fi-
aganTepoM (cereBoi kaptoi). Ecim Bamn mopraruBHBIN WM HACTOJIBHBIN KOMIIBIOTEP HE OCHAIICH
oJJOOHBIM yCTpoWcTBOM, ycTaHoBuTe Ethernet- unn Wi-Fi-anantep nepen teM, Kak MpUCTYIUTh K
MCTIOJIB30BAHUIO TOUKH JOCTYyTIA.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

becnipoBogHas cBsI3b

YroObl ycTpolcTBa, 00pa3yromme OeCpOBOIHYIO CETh, MOIIM HCIIOJIb30BaTh TOYKY JOCTYyIa, B
HUX JIOJDKHA OBITh yCTaHOBJICHA OecripoBoHas cereBas kapta (Wi-Fi-aganrep) ctanmapra 802.11b,
g win n. Kpome TOro, /is JaHHBIX YCTPOMCTB HEOOXOAMMO 3aJaTh 3HaUCHUS HICHTHU(UKATOpPA
SSID, Homepa kaHana W MapaMeTpoB OE30MACHOCTH, KOTOpBIC OMpeseiieHbl B web-uHTepdeiice
TOYKH JIOCTYTIA.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ nopaepxkon PoE

YcTtaHOBKa U NOAKIMKOYEeHUEe TOYKU AocTtyna

PyKOBO,EI,CTBO nonb3oBarend

lMoodknryeHue K  MO6GUNILHOMY  ycmpolucmey  4epe3

npuno)xeHue D-Link Assistant

ITogxmrouute aJlaliTep NHUTaHUuA (He BXOAUT B KOMILICKT HOCTaBKI/I) K COOTBCTCTBYIOLIEMY
paspsEMy Ha 33,[[H€I71 MMaHEJIM TOYKU JOCTYyIIA, a 3aTEM — K SHCKTqueCKOﬁ PO3ECTKE.

Yo6enutech, yTo Ha BamemM mMoOuWIbHOM ycTpoicTBe BKItOYeHO coenuHenue Wi-Fi. Ero
MOXKHO BKJIFOUHTBH B HACTPOIKaX MOOUIILHOTO YCTPOMCTRA.

B crniucke goctymHbIX cereld Ha Bamem MOOMIBHOM yCTpONCTBE BbIOEpUTE OECIIPOBOIHYIO
cets DAP-300P.

B otkpriBmiemcst okae BBeauTte kirod cet (cM. WPS PIN Ha Hakmelike co IITpUX-KOJ0M Ha

HIDKHEH TMaHen YCTPOWCTBA) B Ka4€CTBE IMApOJIsA M TMOIKIIOYUTECh K OSCIIPOBOAHONU CETH
DAP-300P.

B mactpoiikax cBoiictB cetu DAP-300P nHa Bamem MoOMIBHOM yCTPOWCTBE B TOJIE
HacTtpounku IP BeiOepute 3Hauenue [Monb3oBaTtenbckue (mis ycrpoiicte Ha OC
Android) umu Bpy4Hyo (114 yerpoiicts na OC i0S)".

B none IP-agpec BBenute 3Hauenue 192.168.0.51. [l ycrpoiicts Ha OC 10S HyXHO
TaK)Ke BBECTM MacKy mnoncern 255.255.255.0. IloarBepaure uM3MEHEHHE HACTPOEK
CeTH.

Ha Bamem MoOwibHOM ycTpoiicTBe 3amyctute mnpuioxenue D-Link Assistant.
[Tpunoxxenue qoctynHo i yerporcTs nox ynpasineHueMm OC Android u i0OS B AppStore u
Google Play.

D-Link Assistant 0nsst Android D-Link Assistant ons iOS

1

Hazpanus nomeit MOTYT OTIIMYAaTbCA B Pa3HbIX BEPCUAX OHCpaHI/IOHHOﬁ CHCTEMBI Ha MOOMIIBHBIX yCTpOfICTBaX.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PyKOBOﬂ,CTBO nonb3oBarens

8. B wmenio mnpuioxenus B pasgere Cnocod6 NOAKMIOYEHUA BoIOEpUTE 3HAYECHHE
MoakntoyeHue no IP-agpecy.

< Cnocob noakntoyeHus

MNpamMoe nogkntoyeHune no Wi-Fi

MogkntoueHune no IP-agpecy wniosa,
yKa3aHHOMY B HacTpomrkax Wi-Fi

) (Camh

MopxoauT AN NOAKIHYEHUS K YCTPOCTBAM,
BbICTYMNatoLWMM B POJIN TOYKM AOCTyna Ans
cmapThoHa

[MogkntoyeHue no IP-agpecy

MopkntoyeHune no IP-agpecy nnu JOMeHHOMY
UMEHW, yKa3aHHOMY B NPUNOXEHUN

) B (amm

F]o,qxo,qm ANA NOAKNHYEeHUA K MOBTOPUTENAM UITKA
yZlaneHHbIM YyCTPOACTBaM

PucyHok 3. Pazden Crnocob nodksro4eHusl.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

9. Ha maBHo# crpanuie npuioxenus Haxmute knonky ASMEHUTb AAPEC.

= &

He HarpeHo ceTert Ans NoAKIHYEHUS K
YyCTPOWCTBY

W3MEHUTb ALLPEC

PucyHok 4. (nasHasi cmpaHuya npuioXeHus.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

10. Ha otkpeiBmieiicsa crpanuiie B mosie BBoga URL-aapeca ycrpoiictBa BBemute [P-ampec
TOYKM JOCTymna (1Mo ymoidaHuio yctaHoBieH [P-agpec 192.168.0.50) u Haxmute

KHOTIKY TIOATBEPKACHUS ().

<  MoaknioveHue no IP-ap... v/

URL-agpec ycTpoincrea

[nsa pobasnexus IP-agpeca nnn JOMeHHOro MMeHM
YyCTpPOWCTBa BBeAUTE 3Ha4YeHue B nosne

PucyHok 5. Cmparuuya Hacmpotiku URL-adpeca ycmpoticmea.

11. Yoeautech, 4T0 MPUIOKEHHE KOPPEKTHO OMPENENIUIO TOUKY JIOCTYIa, K OeCHpOBOJHOU
CeTd KOTOpOW Bbl MOAKIIOYEHBI, M HaxXMUTe KHOMKY OTKPbITb, uTOOBI mepeiith k
HacTpoiKe Bcex HeoOxoauMbIX napamerpoB DAP-300P.

Be1 Moxete npoiitu MacTep HauaiabHON HACTPOMKHM MM AOCPOYHO 3aBEPLIUTh paboTy MacTepa u
HepeiTH B MEHI0O HAcTpOeK (CM. ONMCaHME CTPAHMIl HACTPOEK B COOTBETCTBYIOIIMX pa3/ienax
1aBbl Hacmpoiika mouku oocmyna).
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

Tak xak mepBUYHAs HACTPOWKA TOYKU JOCTyNa BhimonHseTcs yepe3 Wi-Fi-coennnenue, 1o
' cpa3y Mocje M3MEHEHHUs HACTPOEK OecNpOBOJHON CETH TOYKM JOCTYIA, 3aJaHHBIX 1O
®  yMonuyaHuWio, HeoOxonuMo OyneT 3aHOBO YCTAHOBUThL OECHpPOBONHOE COEAMHEHHE,
MCIIOJIb3YS TOJBKO YTO 3aJaHHBIC TAPAMETPHI.

[Tpu cnenyroumx oOpamenusx k DAP-300P uepe3 mpuiiokeHue OyIeT OTKpPBIBATHCS CTpaHHIA
aBTOpu3auuu. Beeaure ums nonps3oBaresns (admin) u 3ananHblil Bamu napois.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

lModknoyeHue K KoMnbrOMepy U e20 HacmpoukKa

MoaknouyeHne kK komnbrotepy ¢ Ethernet-agantepom

1. Tlomxmrouute Ethernet-kabenp k LAN-mopry Touku noctynma u kK Ethernet-amanrepy
Bamero kommerorepa.

2. JIna xommymamopa c¢ noooepyckou PoE: mnonkmounte Ethernet-kabens k PoE-
KoMMyTaropy u K WAN-MopTy TOYKH AOCTYTMIA.

3. /Jlna kommymamopa 6e3 noodeprcku PoE unu mapwpymuszamopa: nonkmounte Ethernet-
Kabesab K KOMMYTaTOpy WJIM MapLIpyTH3aTopy U K arooomy Ethernet-nopry Touku noctyna.

4. TlomkmrouuTe amantep MUTaHUS (HE BXOIUT B KOMIUIEKT TIOCTABKH) K COOTBETCTBYIOIIEMY
pa3beMy Ha 3aJ(Hei TaHEeN TOYKH JJOCTYIIa, a 3aTeM — K 3JICKTPHYCCKON pO3ETKE.

Hanee neooxomumo HacTpouth IP-aapec mns Ethernet-amantepa Bammero kommerotepa.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ nogaepxkon PoE

PykoBoacTBo nonb3oBarens

YcTaHoBKa U NOAKMNO4YeHUE TOUYKMN Aoctyna

Hactpowka IP-agpeca B OC Windows 7

1. Haxwmure kaonky MNyck u nepeiinute B pazaen MNaHenb ynpasneHus.

2. Bsibepure nynkr LleHTp ynpaBneHuMsa cetsamu M obwmum aoctynom. (Eciou manens
yIPaBJICHUS UMEET BHJ «IO Kareropusm» (B BEpPXHEM IPaBOM YIIy OKHA B CIIUCKE
MpocmoTp BriOpan nynkt KaTteropus), seioepute ctpoky lNpocmoTp cocTosiHus
ceTtu u 3aaad noa nyakrom CeTb M UHTEpHeT.)

(F=N(EoR =5

_r 3
uv@ » MaHens ynpaenenua » Bce 3nemeHTel NaHenn ynpasneHns »

HacTpofika napameTpos KOMMNLOTEPa

MapameTpbi
WHAEKCMPOBaHWA
MoaknoyeHWa K
yAaneHHsIM pabounm

Mporpammel No
" YMOAUAHUIO

CsolicTea obo3pesaTtens
TenedoH n Mogem

') ar
=g YcTpoRcTEa W NPUHTEDI

LleHTp noaaepxku

KA LleHTp ynpaeneHva ceTAMM

L -
'J M ODLWMM J0CTYNOM

! SKpaH

4

MNapameTpel Nanok

& Wl

MpucTynan k paboTe

PacnozHaeanue peun

Cucrtema

» B &

}’I'IpaBJ'IeHHe UBETOM

YueTHele 3anucK
nonb3oBaTeneh

-,
e

LleHTp cvHxpoHMsaLmm

k.

LnppoeaHre ancka
BitLocker

=

SNeKTponuUTaHue Q

= [ 44| Moucx & narenu ynpasnerus

MpocmoTtp:  KpynHele 3Hadkm ¥
Iy CK
HepCOHaﬂP’BaLLI"Iﬂ

Mporpammbl 1
KOMMOHEHTHI

Poautensckuii KOHTPOAL

CUeTumKm 1 CpelcTBa
MPOM3BEOAMTENBHOCTH

Vf:TpaHeHme HENMOAa 40K

LleHTp obHOBNEHMA
Windows

LleHTp cneumansHbix
BO3MOXKHOCTER

WpndTh

Asbik 1 PETMOHaNbHBIE
CTaHAapThl

2l

m

PucyHok 6. OkHo lMaHenb ynpaeneHusi.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

3. B MeHIo, pacroiokeHHOM B JICBOM 4YacTH OKHA, BbIOepuTe mNyHKT WM3MeHeHue
napameTpoB aganTtepa.

o
sr € Cete v MHTEpHET # LLEHTP yNpaBneHua ceTamm v oBLmm 4ocTynem

0~

MaHenk ynpaeneHus -
ACMBLUHAR CTREHMLE

MNpocMoTp OCHOBHBIX CBEAEHWIA O CETW W HACTPOMKa NOAKAHYEHWA

QL- * b MpocrMoTp neaHc KapTe
¥npaenenue BecnpoBCAHEIMK = t--\ﬂ_‘_
EETAMM 1 WMuTepHer

WMzreHerve napameTpoe (3ToT KeMAERTEp)

243anTepa
ﬂpDEI‘-.IDTp BKTHEHBIX CETEHW HC,EI.F.-'IF:‘-IEHHE K CETH

V20 EHUTE AONSAHUTENEHEIE B A3HHEIA MOMEHT BBl HE NOAKAHIYEHE! HW K KBKON CETH,
napameTpel oBLEre 4ocTyna

zmeHEHME CETEBBIX napamMeTpoE

':El He-_'rr:cﬁr.e HOQBOrD NOAKNHDYEHHMA WK CETH

HacTpoiika BecnpoecgHerc, LUMPOKSNCACOCHOTD, MCAEMHOTS, MEAMETD MW
YPMN-noantodedua WaK e HACTROAKE MaPLRYTHIATCRa MK TOYKKM ACCTYNa.

'-5. MogknHUUTECA K CETH

MoaknHoYEHME WAK NCETCPHOE NOAKAKYEHHE K BECNPOECAHOMY, NPOEOAHOMY, MOAEMHCMY
CETEEQMY COEAMHEHNKS MAK NogKarodeHme k VPN,

,.':LEICT}'I'I K ¢aﬁnar\.| W NPUHTEREM, PACNoACHEHHBIM HA A0YTWX CETEERIX KOMMOBHITEDEX, AW

- W3IMEHEHMWE N32aMETROE DELLI,EFD AocTyna.
LM, TAECKE

*% Beifop gomMawHed rpynnel v napaMeTpos oBLyero gocryna
Bpanamay3p Windows @

YeTpaHeHWe HenoNaaok
JomaluHas rpynna JuarHocTika W MCNPEBAEHNE CETEBRIX MPOEAEM WAKM NOAYHEHUE CEE4EHUI 08 MCNPAENEHNM,

CeokicTea cGozpesatens

PucyHok 7. OkHo LleHmp ynpaeneHusi cemsimu u o6wjum 0ocmynom.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

4. B OTKpbIBIIEMCS OKHE ILIEIKHUTE IPaBOM KHOMKOM MBIIIKM IO COOTBETCTBYIOLIEMY
MoaknoYeHUro No NoKarbHOW CeTU u BeibeprTe cTpoky CBOMCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

=8 Eoh ==
@Uv| E' » Manene ynpaeneHua » CeTe u MnTeprer » CeTeBbie NOJKNHOUEHMA b - |&’ | | Mouck: Cemesbie nodkaoyerus LB I
YnopagounTe ¥ il‘z >~ [ ':@'

L" MogknroueHne No NOKaNBHO CETH
N
e |
| B OtenouuTs
Cocroanme

AnarHocTnea
9] =
% Hacrpoiika mocTa

Co3aaTe APAbIK
¥aanute

%]
% MNepenmerosats

(5] =
% Ceoiictea

PucyHok 8. OkHo Cemeebie NOOK/IHOYeHUS.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

5. B okue lNopgkntoyeHMe no rnokanbHOM CeTU — cCBOMCTBa Ha Bkiaake CeTb
Beienute crpoky lMpotokon UHTepHeta Bepcumn 4 (TCP/IPv4). Haxmvute KHONKY
CsoucTBa.

' 1

2 TogknHYeHWE No NOKANBHOWA CETH - CEOWCTEA @

CeTe

MogkmoyeHMHeE Hepes:

L
&

QTME'-IEHHI:IE EORMAOHEHTEl HCAONEIYKTCA AT NOGENDYEHME!

M K menT ana ceted Microsoft
.@ MAaHUpoBWKE nakeTos Qo3
.@ Cny#a aocTyna K eainad 1 pMHTEpard ceTel Micro...
wia [TpoTokon MHTepHeTa Bepoud B [TCPAAPYE]
B [Mporokon FiHTepHeTa Bepodd 4 [TCRAPywd]
<t palisep B8 TONONGra KaHaAEHOrD YpoEHA

b OTEETUME 0OHAPYHEHHMA TONOAOMMM KSHANEHOMD YpOEHA

HCTaHOBMTE. . Hoamire CEOHCTEA

OnMcaHqe

Mporokon TCPAF - cTaHoapTHEIA NpoTok.on rnofansHe:
CETEN, DOECNEYHBSIIWME CBASE MEHIY PASNHYHEIRM
B3O EACTEURILL Mb CET Ak,

] ] [ OTreHa

PucyHok 9. OKHO ceolicme noOK/IrHYeHUS 10 JIoKarnbHOU cemu.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

6. YcraHoBWTe Iepekiodatesis B mojokenne Mcnonb3oBaTb crneaywwun agpec u
BBequTe 3HaueHue 192.168.0.51 B mome IP-agpec. Ilone Macka nopceTtu
3aIl0JIHATCSI aBToMaTnuecku. Haxxmure KHOIIKY OK

¥

Ceodictea: MNpotoken MuTtepHeta seponn 4 (TCP/IPw) @

Ofbwme

MapamMeTpel IP MOryT Ha3HaYaTEOA SETOMAaTHYEKM, BCIM CETh
NoAAe#MEEET 3TY BOSMOXKHOCTE. B NpoTHBHOM Cny4ae NapaMeTpbl
IP MoMKHO NONYYUTE ¥ CETEBOMD AAMMHWCTPETOPA.

() Dony4nTe IP-a0pec SBTOMETHYRCKH

(@ Womone3oBaTte cnea yrowwmi IP-anpec:
IP-aapec: 192,168 . 0 . 51
Macka nogceT: 235,255,255, 0

CICHOBHOM LLAKDS:

Monyaute agpec DNS-cepsepa aBToMaTHHEKM
(@ Wnonb30BaTh cneayowme anpeca DNS-cepeepos:

MpeanoYMTaemeld DMNS-cepeep:

AnbTepHaTHEHLIM DNS -Cepeep:

| MoaTEEpAKTE NApEMETPEI MK BEINOAE [ [onoAHTENHO ]

[ Ok ][ OTMeEHa ]

PucyHok 10. OkHo ceoticme npomokona TCP/IPv4.
7. Haxwure kHonky OK B OKHE CBOMCTB MOAKIIFOUCHUSI.

Teneps Bbl Moxere mnonkmouuTbes k web-untepgeiicy DAP-300P s HacTpoiiku Beex

HeoOXOAMMBIX mapaMmerpoB. s mosnydeHus pAocTyna K BHemHed certu (cetu MHrepHer)
HEOOXOIMMO TaKXe yKa3aTh OCHOBHOM 1uTI03 1 aapeca DNS-cepsepos.

CtpaHuua 27 ns 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

Hactpowka IP-agpeca B OC Windows 10

1. Haxwmure kaonky ycK u nepetinure B pazaen MNapameTpsl.

2. Broibepure nynkr CeTb n UHTEpHeT.

Mapamerpsi - O hd

[MapameTpsl Windows

|—|a;",' napameTp

g Cuctema '='5 YcTpolcTea

3KpaH, 3BYK, YSEAOMAEHWA, Bluetooth, npuxTepsl, Ml
nuTaHKe

D Tenedon @ CeTb v MIHTepHeT

Cerzate ycTpoicrso ¢ Android, Wi-Fi, pexum "B camonere”,

iPhone VPN
O —
@ MNepcoHanuzauwna E—  [lpunoxerua
o =—

OoH, 3kpan BNoOKMPOBKM, LEETA YaaneHwe, SHa4EHMA Mo

YMOoA4EHWD, 40N, KOMNOHEHTH

R YueTHble 3anucu f Bpema u a3k

YUeTHEIE AWM 30, NCYTE PacnozHaesHue ronocs

PucyHok 11. OkHo Mapamempsbi Windows.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

3. B pasgene WM3meHeHue ceTeBbIX nNapameTpoB BuiOepure mnyHkTr HacTpowka
napameTpoB aganTtepa.

« Napamerpel — O > |

| (@ TlnasHasn CocTtofHuMe
HaiTu napameTp ps) Bul noaxkntoueHsl K IHTepHeTy
Ecan y BAC AMMWTHEIA TApUOHLIA NAAH, Bbl MOXETe HaCTPOWTE
CeTb 1 WHTepHeT 3Ty CETh KaK NMMWTHOE NOAKNHOUEHWME MW NSMEHUTE ApYTHUE
CBOWCTBA.

I B Cocrosmne M3meHnTE CBOMCTEa NOAKAHYEHNA

@ Wi-Fi Mokazate AoCTYNHLBIE CETK

¥ Ethernet

M3ameHeHWne ceTeBbIX napamMeTpoB

| % HaBop Homepa
@ HacTpoika napaMeTpoB agantepa
ﬂpDC\‘IC-TP CETEELIX 3AanTepoE M M3MEHEHWE NapaMeTpoE
& VPN NoaKMHYeHWA,
;
| o= PexuM «B CAMONETES % MapameTpel 0BLLErO A0CTYNE

OI'I[CIE,ZE," MTE, K K3KWM LaHHBIM Ebl XOTWTE NPEACCTEENTE AOCTYN

- Ana EETEP_ C KOTOPBIMKM YCTAHOBNEHO COSAMHEHME,
) MoBWNEHBIA XOT-CNoT

A CpelcTEO YCTPaHEHMA CETEBLIX HENON3A0K

MCI'IOJ'II}BOEEIHMEII,HHHI:IX AWarHoCTHKA ¥ YCTpaHeHue Npobnem C CaThio.

£ MNpokcn-cepeep MNpocmoTp CBOWCTE CeTH

PucyHok 12. OkHo Cemb u UHmMepHem.
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¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

4. B OTKpbIBIIEMCS OKHE ILEJIKHUTE IPABOM KHOMKOM MBIIIM 1O COOTBETCTBYIOIIEMY
MoAakno4veHUo No noKanbHOW CeTU 1 BriOepuTe cTpoKy CBOMCTBA B MOSBUBIIIEMCS
KOHTEKCTHOM MEHIO.

&F CeTesble NograoYEHNH

4 U 5 Mawens ynpaenenns > Bce 3nemeHTsl naHenn ynpasneHus > CETEBLIE NOQKIHOYEHNA v @
¥nopagouute * OTKNHIUEHWE CETEBOID YCTRPOWCTER JAWarHocTHKa NogrnHoYeHna MepenrMeHoBaHWE NOZKNHIYEHWA
= " -
L- MogknroYeHWe No NOKANBHOA CETKH L- BecnpoBEcgHan ceTe
S = o HeT nogentodeHna
i dﬂ . R
W | % onoumms 4 Qualcomm Atheros AR9235 302.1...
Cocroanmne
AduarHoctnia

HacTpoika mocTa

Co3gate Apnbik
¥Yaanute

[Mepenmenosate

¢ e Q&

CeoiicTea

PucyHok 13. OkHo Cemeeble NOOKIHOHYEHUs.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

5. B oxue MopaknioyeHMe no nokanbHOW CeTU: CBOMCTBA Ha Brianke CeTb BblaenuTe
crpoky IP Bepcum 4 (TCP/IPv4). Haxxmute kHonky CBOMCTBA.

7]

2 [NogknkodeHWe No AoKaNEHOW CETH: CEOMCTER >

Cem Ooctyn

[MNogxnioyeHKe Hepes!

I? Realtek PCle FE Family Contraller

CmMeyeHHEIE KOMMOHEHTE HMCNONEe3YRTCA 2THM Mo QK NHYEHUEM

[ &8 Knment ana cetei Microsoft "
d ’:]EDISU.LHH JOCTYM K ©aidnam 1 npuHTEpan anAa cetei Mi
Il ’I_? Mnanuposwmk naketos (oS

IR 1P sepcun 4 (TCP/1Pvd)

O 4 MNpoTokon MyneTMRREXcopa ceTesoro agantepa (Mai
O 4 Opaieep npoTorkona LLOP (MafkpocogT)

O 4 P sepeim 6 (TCP/IPvE) (¥
£ >

YCTaHOBWTE .. YoaniTe | CeoiicTea
Cnucanue

MpoTorkon TCP/AIP. CTaHnapTHEIR NpoToKon rnofansHe
ceTell, ofecneuMBatLMA CEASE MEXAY DasNHUHEIMK
B3aMMOASACTEYOWAMIA CETAMM.

] Cmaena

PucyHok 14. OkHo ceolicme rnoOKIYeHUsI 110 SIoKaslbHOU cemu.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE YcTaHOBKa M NOAKITIOYEHMEe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

6. YcraHnoBuTe Inepekiodarens B nojokenne Mcnonb3oBatb cneaywowun IP-agpec u
BBequTe 3Hauenue 192.168.0.51 B mome IP-agpec. Ilone Macka nopceTtu
3anonHUTCs apromariuuecku. Haxmure kHonky OK.

CeodcTea: [P seponn 4 (TCP/IPvd) >
Ofwme

MapamMeTpel IP MOXHO HE3HAYETE SBTOMATHHECKH, BCTH CETh
NoAAEQHMESET 5TY BOSMOMHOCTE, B MPOTHMBHOM ClyJas yIHaNTE
napamMeTpel IP y ceTeBoro agMMHWCTPETOPS.

O Many4uTe IP-aapec aETOMaTHYECKH

@ Mnone30BaTE CNeayHoWMA IP-aapec:

IP-agpec: | 192.168 . 0 . 51 |

Macka nogceTh: | 255,255 .255. 0 |

QCHOBHOIM LUMHIE: | . . . |

Many4Te agpec DNS-cepeepa SBTOMaTHYSCKH

@ MononesoeaTe cneayiowme agpeca DMNS-cepeepoB:

MpeanoyuTaeMelr DMNS-cepeep: | . . . |

AnbTepHaTHEHBI DNS-cepsep: | . . . |

[ NoaTeepanTs NapaMeTpel NpH Boixoae [ONoNHUTENBHD

PucyHok 15. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmute kHONIKY 3aKPbITb B OKHE CBONCTB MOKITFOUCHHUSI.

Tenepp Bbl moxere mnoakmounthess K web-untepdeiicy DAP-300P s HacTpoiiku Bcex
HEOOXOAMMBIX TapaMmeTpoB. Jlns momydeHus nOocTyna K BHemHedl cetu (cetw HHTepHer)
HEOOXOMMO TaKXe yKa3aTh OCHOBHOM 1LUTI03 U aapeca DNS-cepBepos.
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PykoBoacTBo nonb3oBarens

NMoaknroueHne Kk komnblotepy ¢ Wi-Fi-apantepom

l. Ina kKommymamopa ¢ noodepyckoi PoE: mnopxmounte Ethernet-kabembp
PoE-xommyTatopy u Kk WAN-1OpTy TOUKHM AOCTYIIA.

2. /Ina Kommymamopa 6e3 noodepycku PoE wunu mapwpymuszamopa: TOIKITIOUUTE
Ethernet-ka0esnp Kk KOMMyTaTOpy WM MapuipyTu3aropy u k mobomy Ethernet-mopry Toukn
JOCTYyTIA.

3. TloaxirounTe ajanTep NMUTaHUS (HE BXOIUT B KOMIUIEKT MOCTAaBKH) K COOTBETCTBYIOLIEMY
pa3beMy Ha 3aJHEH MaHEeIU TOYKU JAOCTYIA, a 3aTEM — K DIIEKTPUYECKOM pPO3ETKE.

4. Yoemutech, uro Wi-Fi-amantep Bamero xkommeioTepa BkiIodeH. Ha mopraTHBHBIX
KOMITBIOTEpAX, OCHAIICHHBIX BCTPOCHHBIM OECHpPOBOJHBIM CETEBBIM aJalTEepPOM, Kak
MpaBUJIO, €CTh KHOIMKA WM TEPEKIIoYarelib, aKTUBUPYIOMHA OECIpPOBOAHONW CETEBOM
amantep (cMm. nokymeHtamuio 1o Bamemy IIK). Ecim Bam kommbioTep ocHaiieH
MOJKIIIOYaeMbIM ~ OECIPOBOJAHBIM ~ CETEBBIM  aJalTepoM, YCTAHOBUTE MPOrpPaMMHOE
o0ecrieueHre, MOCTaBIsIEMOE BMECTE C a/IallTEPOM.

Janee neodxoaumo HacTpouTh Wi-Fi-amanrep.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ nogaepxkon PoE

PykoBoacTBo nonb3oBarens

YcTaHoBKa U NOAKMNO4YeHUE TOUYKMN Aoctyna

Hacrpouka Wi-Fi-agantepa B OC Windows 7

1.

Haxxmure xkHonky MycK u nepetiaute B pazaen MaHenb ynpaBneHus.

2. Bsibepure nynkr LleHTp ynpaBneHuMsa cetsamu M obwmum aoctynom. (Eciou manens
yIpaBICHUSI UMECT BHJ «IIO KaTeropusm» (B BEPXHEM IPaBOM yIIy OKHAa B CITUCKE
MpocmoTp BHIOpan nmyHkT KaTeropwus), seioepure ctpoky [pocmMoTp cocTtosiHusi
ceTtu u 3aaad noa nyakrom CeTb M UHTEpHeT.)

@uv|@ » MaHens ynpaenenua » Bce 3nemeHTel NaHenn ynpasneHns »

HacTpofika napameTpos KOMMNLOTEPa

MapameTpbi
WHAEKCMPOBaHWA

MoaknoyeHWa K

Y YAaneHHBIM paﬁoum M

Mporpammbl no
yMOAUAHWUIO

CsolicTea obo3pesaTtens

TenedoH v mogem

YCTpoWCTBa W NpUHTEPhI

LleHTp noaaepxku

LleHTp YNpaBNeHWA CETAMM

¥ 0bLWMM AocT yrnom

SKpaH

@

MNapameTpel Nanok

Npuctynan k paboTe

PacnozHaeaHwve peun

Cucrtema

BJ'lpaEme HHWE LBETOM

YueTHele 3anucK
nonb3oBaTeneh

LleHTp cvHxpoHMsaLmm

LnppoeaHre ancka
BitLocker

34"IE'KTPO"IL‘1T6-|HE'

S i

—
L
L ——"

F

»

MpocmoTp:
Iy CK
I_Iepco—|an|e13a LHA

Mporpammbl 1
KOMMOHEHTBI

Poautensckuii KOHTPOAL

CUeTumKm 1 CpelcTBa
NPOWSECAWTENBHOCTH

ycrpa HEHWME HENONa 40K

LleHTp obHOBNEHMA
Windows

LleHTp cneumansHbix
BO3MOXKHOCTER

WpndTh

Asbik 1 PETMOHaNbHBIE
CTaHAapThl

KpynHeie sHaqkm =

m

PucyHok 16. OkHo lMaHenb ynpaeneHus.

B MeHIO, pacrmoiioKeHHOM B JICBOH YacTH OKHA, BbiOepuTe mnyHKT W3MeHeHue

napamMeTpoB aganTepa.

B oTKkpbIBIIEMCS OKHE IIEJIKHUTE MPAaBOM KHOMKOW MBIIMIA IO COOTBETCTBYIOIIEMY
BecnpoBogHOMy ceTeBOMY coeAuHEHUI. Yoemutech, uyro Bam Wi-Fi-amanrep

BKJIIOUCH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

B oxne EeCHPOBOAHOG ceTeBoe coeauHeHMe — cBoucTBa Ha Briagke CeTb
Beienute crpoky MpoTtokon UHTepHeTa Bepcumn 4 (TCP/IPv4). Haxmurte KHOIKY

CBoucTtBa.
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DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE YcTaHoBKa M NoAKno4YeHUe TOYKM AocTyna

PykoBoacTBo nonb3oBarens

6. YcraHoBWTe Iepekiodatesis B mojokenne Mcnonb3oBaTb crneaywwun agpec u
BBequTe 3Hauenue 192.168.0.51 B mome IP-apgpec. Ilone Macka nopceTtu
3aloJIHUTCA aBToMarndecku. Haxxmure KHOIIKY OK

¥

Ceoictea: [Npotokon MintepreTa seponn 4 (TCP/IPw) @

Ofbwme

MNapameTpel IP MOryT HA3HEYATECA SETOMATHYEKM, ECIM CETh
NoA0EMHHMBEET 3TY BOSMOMHOCTE, B NpOTHEHOM CNy4Yae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEBOND aAMMHWCTPETOPA.

() Dony4nTe IP-a0pec SBTOMETHYRCKH

(@ Womone3oBaTte cnea yrowwmi IP-anpec:
IP-aapec: 192 .168 . 0 . 51
Macka nogceT: 235,255,255, 0

CICHOBHOM LLAKDS:

Monyaute agpec DNS-cepsepa aBToMaTHHEKM
(@ Wnonb30BaTh cneayowme anpeca DNS-cepeepos:

MpeanoYMTaemeld DMNS-cepeep:

AnbTepHaTHEHLIM DNS -Cepeep:

| MoaTEEpAKTE NApEMETPEI MK BEINOAE [ [onoAHTENHO ]

[ Ok J[ OTMeEHa ]

PucyHok 17. OkHo ceoticme npomokona TCP/IPv4.

7. Haxwmure kHonky OK B 0OkHE CBOHCTB MOIKITFOYEHUSL.

8. UToObl OTKpHITH CIUCOK JIOCTYNHBIX OECIPOBOJHBIX CETEeH, BBIJICIUTE 3HAYOK
0ecnpoOBOHOTO CETEBOTO MOJKIIIOUCHHS M Haxkmure KHOmky [logkniovyeHue K win B

0071aCTH YBEIOMJICHUM, PACTIOJIOKEHHON B MPABOM YacTH TAHETW 3aj7ad, HAOKMHUTE JICBOM
KHOIKOM MBIIIHM Ha 3HAYOK CETH.

Her NCAKAHYEHNA - EcTe ACCTYNHEBIE NO4KAHYEHWA

Sl 16:07

13.10.2011

PucyHok 18. Obnacmb yeedomrieHuli naHesnu 3aday.
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9. B oTKkpeIBmIEMCSI OKHE B CIUCKE JOCTYMHBIX OECIPOBOIHBIX CETEH BBIJCIUTE
OecrpoBoHyI0 ceTh DAP-300P, a 3areM HaxkmuTe kHOnKy MNogkntoyeHue.

Het nogknroderuns *s
I:Ij l | EcTe ACcTynHEIE NOAKAKYYEHNA
BecnpoBCcgHOE CETEECE COEIMHEHME A
wireless router 1"1“.
:;:l MogrntouaTteca i | Dograrouerune I

i SGETCMATHYECKN

LLEHTI‘: YyNpasneHna CETAMK K C'ELLI,I-IP.I ACCTYNOM

PucyHok 19. Cnucok docmynHbix cemed.
10. B otkpeiBmiemcst okHe BBeauTe Kimrod cet (cM. WPS PIN Ha Hakielike co mTpux-KoIoM Ha
HIDKHEH aHenu ycrpoiicTsa) B mosie Knroy 6e3onacHocTu u naxvute kaonky OK.
11. TTogoxaute 20-30 cexyna. Ilocne Toro kak coeanHeHue OyAeT yCTAHOBJIECHO, 3HAYOK CETU
MIPUMET BUJI IIKaJIBI, 0TOOpaXkaroliel ypoBeHb CUTHAJIA.

Tenepp Bbl moxkere mnoakmounthess K web-uaTepdeiicy DAP-300P s HacTpoiiku Bcex
HEOOXOMMMBIX TMapaMeTpoB. [l momyueHuss poctyna K BHemHed cetu (cetu MHTepHeT)
HE0OX0IMMO TaK)Ke yKa3aTh OCHOBHOM IUTIO3 U aapeca DNS-cepBepos.

Ecnu nepBuyHas HacTpoWKa TOYKHM JO0CTyna BeimonHseTcs depe3 Wi-Fi-coennHenue, To
Cpa3y IMocje W3MEHEHHWs HACTPOEK OSCHPOBOIHOW CETH TOYKH JIOCTYIA, 3aJIAHHBIX IO
YMOJIYaHHUIO, HE0OXonnumMo Oy/IeT 3aHOBO YCTAHOBUTH OECHPOBOIHOE COCIMHEHHE,
MCIIOJIb3YS TOJBKO YTO 3aJaHHBIC MAPAMETPHI.
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Hactpoika Wi-Fi-agantepa B OC Windows 10

1. Haxwmure kaonky ycK u nepeiinute B paznen NapameTpbl.

2. Broibepure nynkt CeTb n UHTepHeT.

Mapamerpsi - O hd

[MapameTpsl Windows

g Cuctema |- YcTpolcTea
3KpaH, 3BYK, YSEAOMAEHWA, Bluetooth, npuxTepsl, Ml
nuTaHKe

D Tenedon @ CeTb v MIHTepHeT

Cerzate ycTpoicrso ¢ Android, Wi-Fi, pexum "B camonere”,
iPhone VPN
O =—
j MNepcoHanuzaumsa E—  [lpunoxerua
[;rJ 8—

OoH, 3kpan BNoOKMPOBKM, LEETA YaaneHwe, SHa4EHMA Mo

YMOoA4EHWD, 40N, KOMNOHEHTH

YueTHble 3anucu (T Bpema u a3bik
9 AZE P

YUeTHEIE AWM 30, NCYTE

PacnozHaesHue ronocs

PucyHok 20. OkHo MNMapamempsbi Windows.

3. B pasmene WU3mMeHeHMe ceTeBbIX nNapameTpoB Boibepure nyHkr HacTpouka
napameTpoB aganTtepa.

4. B oOTKppIBHIEMCS OKHE INEIKHUTE NPABOM KHOINKOM MBIIIM IO COOTBETCTBYIOIIEMY
BecnpoBogHOMy ceTeBOMYy coeAMHEeHUK. Yoeautech, uto Bam Wi-Fi-aganrep
BKJIIOUCH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

5. B okue BecnpoBogHoe ceTeBOoe coeAuHeHMe: CcBOMCTBa Ha Bkiaake CeTb
BeiienutTe ctpoky |IP Bepcum 4 (TCP/IPv4). Haxxmure knonky CBOUCTBA.
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6. YcraHnoBwTe Inepekiodarens B mojaokenue Mcnonb3oBatb cneaywowmun IP-apgpec u
BBequTe 3Hauenue 192.168.0.51 B mome IP-agpec. Ilone Macka nopceTtu
3anonHUTCs apromariuuecku. Haxmure kHonky OK.

CeodcTea: [P seponn 4 (TCP/IPvd) >
Ofwme

MapamMeTpel IP MOXHO HE3HAYETE SBTOMATHHECKH, BCTH CETh
NoAAEQHMESET 5TY BOSMOMHOCTE, B MPOTHMBHOM ClyJas yIHaNTE
napamMeTpel IP y ceTeBoro agMMHWCTPETOPS.

O Many4uTe IP-aapec aETOMaTHYECKH

@ Mnone30BaTE CNeayHoWMA IP-aapec:

IP-agpec: | 192.168 . 0 . 51 |

Macka nogceTh: | 255,255 .255. 0 |

QCHOBHOIM LUMHIE: | . . . |

Many4Te agpec DNS-cepeepa SBTOMaTHYSCKH

@ MononesoeaTe cneayiowme agpeca DMNS-cepeepoB:

MpeanoyuTaeMelr DMNS-cepeep: | . . . |

AnbTepHaTHEHBI DNS-cepsep: | . . . |

[ NoaTeepanTs NapaMeTpel NpH Boixoae [ONoNHUTENBHD

PucyHok 21. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmute kHONIKY 3aKPbITb B OKHE CBONCTB MOKITFOUCHHSI.

8. UroObl OTKpBHITH CIHCOK JOCTYIHBIX OECIpPOBOAHBIX CETEW, BBIACIUTE 3HAYOK
0eCIPOBOTHOTO CETEBOrO IMOJKIOUEHUSI W Haxmure kHonky lloakniovyeHue K wiu B
00JIaCTH yBEJOMJICHUH, PacIOIOKEHHON B MPABOW YacTH MaHENIH 3a]ad, HAKMHUTE JIEBOU
KHOIIKOM MBIIIIN HA 3HAYOK CETH.

He NOoAKAHYYEHD: ECTE AOCTYMHBIE NOAKNHIYEHWA

A o Teedl
A S PO a0

PucyHok 22. Obnacmsb yeedomreHul naHesu 3aday.
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9. B orkpeiBleMca okHe bBecnpoBogHoe ceTeBoe MNOAKMKOYEHUE  BhIICIHTE
6ecripoBoaHyto ceTh DAP-300P, a 3aTeM HakMuTe KHONKY NMOAKNIOYNTBLCA.

RD_DLINK
G - -

3almuleHo

D n CAKNHOYaTECA aBTOMaTUYeCK

MoaknounTeca

PucyHok 23. Crnucok docmyrHbix cemed.

10. B otkpeiBIeMcst OkHe BBeauTe Kitou cet (cM. WPS PIN Ha Hakieiike co ITpux-KoJI0M Ha
HIDKHEH maHenu ycrpoiictsa) B moie Knto4 6e3onacHOCTU u Haxxmurte KHONKY [lanee.

11. Pa3permuTe wian 3arpeTuTe IPyTruM YCTPOMCTBaM B 3ToM ceTn oOHapyskuBarh Ba [1K (Ha /
Her).

RD_DLINK

JalULEHD

Bbl xoTUTE paspelurTs ADYTUM KOMIbHOTEDaM W
YCTPOMCTBAM B 3TOM CETM OBHapYXMEATL BaLl
MNk?

PekomeHayeM AenaTth 3TO B AOMALIHEA WK
paBoYeil ceT, a He B 0BLLEeAOCTYTTHBLIC

la Het

PucyHok 24. Napamempsi o6HapyxeHus 1K dpyeumu ycmpoicmeamu.

12. Tlogoxaute 20-30 cexyna. [locne Toro kak coeanHeHUe OyAEeT YCTAHOBJICHO, 3HAYOK CETH
NPUMET BHJ] TOYKU M U30THYTHIX JIMHUH, OTOOPaXKAIOIIMX YPOBEHb CUTHAJIA.

Teneps Bbl Moxere mnonkmouuTbes Kk web-untepdeiicy DAP-300P s HacTpoiiku Bcex
HEOOXOIUMBIX mapameTpoB. [l momyuyeHuMs npoctyma K BHemHed cetu (cetw MHTepHer)
HEOOX0IMMO TaK)Xe yKa3aTh OCHOBHOH 1LTI03 U aapeca DNS-cepBepos.

Ecnau mepBuyHas HacTpoiKa TOYKHM JIOCTyma BeimonHsercs yepe3 Wi-Fi-coennHenue, To
' Cpazy Mocje W3MEHEHHUs HACTPOEeK OECHpOBOIHOW CETH TOYKM JOCTYMA, 3aJIaHHBIX IO
®  yMonuyaHuIo, HeoOxonuMo OyneT 3aHOBO YCTaHOBUThH OECHpOBONHOE COEAMHEHHE,
HCIIOJB3YS TOIBKO YTO 3aJaHHbIC TapaMeTPBhL.
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lMoodknroyeHue Kk web-uHmepdghelicy

[Tocie HACTpOMKHM COEAMHEHUSI ¢ TOYKOW JocTyma Bel mMoxkeTe oOpaTuThes K web-mHTEpdeiicy
HACTPOWKM W YINPABICHUS IS 3aJlaHUs HEOOXOJMMBIX TapaMeTpoB (HACTPOMKH OECIPOBOIHOM
CEeTH, U3MEHEHHUS peKrMa paboThl YCTPONUCTBA, HACTPOUKH MEKCETEBOIO IKpaHa U Ap.)

3amyctute web-0Opaysep (cM. paznen IIpedsapumensnas noozomoska, ctp. 15). B aapecHoi
cTpoke web-Opaysepa BBeaute IP-agpec Toukn nocryna (mo ymonuanuio — 192.168.0.50) u

HaxxmuTe kiasuiry Enter.

C £ 192.168.0.50

PucyHok 25. Beod IP-adpeca DAP-300P & adpecHol cmpoke web-6pay3epa.

Eciau opy noneiTke ODOAKIOYEHUS K web-unTepdeicy TOYKH JI0CTYIa Opay3ep BBLIACT
oumbOKky tuna «Hesozmooicno _omobpasums _cmpanuyyy, YOEOUTECh, UYTO YCTPONCTBO

IIPABUJIBHO HNOAKJIIOYCHO K KOMIILIOTEPY.

Ecnu ycTpoiicTBO emie He ObLIO HACTPOCHO WJIM paHee ObUIM BOCCTAHOBJIEHBI HACTPONKHU 110
YMOIIYaHUIO, TIpU oOpameHnn K web-untepgeiicy oTkpsiBaeTcsi MacTep HayalbHOW HACTPOMKH

(cM. paznen Macmep nauanvHol Hacmpouku, ctp. 47).

Yeaxaemblid aGoHeHT! Bbl B NepBbIfi pas BKMKYMIK YCTPOWCTEO M ANA Toro, YTobel Bel MOrMK HavyaTe NONL30BATLCA
ycnyramu gocTtyna K ceTi ViHTepHeT, Bam HeobXxoaumo ero HacTpoWTb.
[na zanycka MacTepa HaXMWTe KHonky "HauaTte"

HAYATb

PucyHok 26. Cmparuua 3arnycka Macmepa HadasnbHOU HacmpoUKu.
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Ecnu panee Bol HacTponim ycTpoiicTBO, pu oOpaimeHnn K web-uHTepgeiicy OTKpOeTcsl CTpaHHIa
BXO/1a B cucTeMy. Beenure uMs none3zoBarens (admin) B mone UMA nonb3oBaTena u 3a1aHHbIH
Bamu maposis B mosie Maponb, 3arem naxxmure knonky BXO[,.

ABTOpUM3aUWA

Mma nons3osarens

Mapone [

HE‘I'IdeVIJ'IbHOe nmMA ﬂOﬂbSOBaTEﬂH;"I’IapOﬂb
K cpok ,{lEﬁCTBMQ Ceccun MCTek

OcTanock NonbIToK:

4

BXO[ O4YUCTUTB

PucyHok 27. CmpaHuua 8xo0a 8 cucmemy,.

Ecnu nmpu BBOne maposiss Bel HECKOIbKO pa3 BBOIMTE HEMpaBWIIbHOE 3HaueHHe, web-uHTepderic
HeHaoro 6mokupyercs. [logoxxaure oJHy MHHYTY B CHOBA BBEIUTE 3a/laHHBIN Bamu mapois.
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Cmpykmypa web-uHmepdgbeuca

Pexxum paboThI onpenensieT JOCTYITHbBIE pa3ieiibl U CTpaHUIIBI web-uHTepdeiica.

CtpaHuua mHdopMauum o cucteme

Ha crpanune UHcbopmauma o cucteme mpezacrasieHa noapoOHas MHGOPMALUS O COCTOSIHUU
YCTPOUCTBA.

WMHpopmauua o cucteme

MHpopmaumna o cucteme WAN no IPv4
Mogens: DAP-300P Tun coeauHEHWA: Oueamugeckuid [Pvd
AnnapatHas peEnaua: A1 Cratyc: Coegunedo i
Bepcus MO: 302 IP-agpec: 192.168.155.143
Bpema cOoprw: nr 11 okT. 2019 . 16:26:26 MSK
Bepcus Ul: 1.1.0.7951f72-embedded
MpowuzeoguTents: D-Link Russia JlokansHas ceTb
CepHAHEIR HOMED: 1234567890123

LAN IPv4: 192.168.0.50
Tex. NogaepwKa: support@dlink.ru

LAN IPvE: fd01::50/84
OnucaHue: Root filesystem image for DAP-300P

MAC-agpec: af:cbodd:fi-98:6b
Bpema paboTe: 00:34:16

BecnpoBogHsLIe NOaKNoYEHA: -
Pesum paboThi: Router

MpoeoOHLIE NOOEMOYEHNA: 1
Wi-Fi2.4T1Tuy

MopTel LAN
Craryc: Brntoueto @

LAMNT: 100M-Full
BewaHue: Brnouexo @ Y b
OononHUTENEHLIE CETH: 0
ViR ceTH (SSID): DAP-300P-986A Aupexkc.DNS

Be30NacHoCTE: WPA2-PSK @ ﬂH.ﬂ,EKC JT BRniouMTs

- [}
Be3onacHBA JycTpoicTea WY
DeTcrum 0 ycTpoiicTe 'E'

. =]
DE3 33LUMThI 0 ycrpoicte %o

PucyHok 28. CmpaHuuya uHghopmMayuu 0 cucmeme 8 pexume Mapuipymusamopa.
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B pasznene UHdopmauma o cuctemMe ykasaHa MOnelb W almaparHas BEpCUsl YCTPOMCTBA,
BEpCHsI IPOrPaMMHOTO 00eCIeUeHNUS U IPyTHE TaHHbIE.

Jist Toro 4toObl 0OpaTuThCS B TEXHMUYECKYIO moznepkky D-Link (oTmpaButh cooOuieHue 1o
AJIEKTPOHHOM IOYTE), IIEIKHUTE JIEBOM KHOIMKON MBIIIM Ha aJpece TEXHUYECKOW MOIIEPHKKU.
[Tocne HaxaTus OTKpPOETCS OKHO IIOYTOBOW MPOTpaMMbl Ui OTHPaBKM HOBOTO IMChbMa Ha
YKa3aHHBIN ajipec.

JUis Toro 4yToOBl M3MEHHUTh PEXHM pabOThl yCTPOWCTBA, MIEIKHUTE JIEBOM KHOINKOM MBIIIA Ha
Ha3BaHUU pexrMa B cTpoke PeXnmM paboTbl. B oTkphIBIIEMCS OKHE HAKMHUTE CCBUIKY MacTep
Ha4vyanbHOW HACTPOMKMU (moapobHoe ommcanue Macrepa cMm. B pasaene Macmep nHauanbHOU
Hacmpoiku, ctp. 47).

B paznene Wi-Fi 2.4 I'T'y otoOpakarorcsi TaHHBIE O COCTOSIHUM OSCIPOBOIHOM CETH yCTPOWCTBA,
€c Ha3BaHUE W THII CETEBOW ayTEHTU(HKAIIMY, a TAKKE HAJTUYUC TOIMOIHUTEIBHON OeCIpOBOIHON
CeTH.

B paznene WAN npencrasiensl JaHHBIE O THIIE B cTaTyce cyniecTBytomero WAN-coeauHeHuUsI.

B pasnene JlokanbHas ceTb orobpaxaercs IPv4- u IPv6-agpec Ttoukn nmocryma, MAC-anpec
JIOKaJIbHOM CeTH, a TaKKe KOJIMYECTBO MPOBOIHBIX U OECIIPOBOIHBIX KIIMEHTOB YCTPOMCTBA.

B pasnene MopTbl LAN oroOpaxaercs cocrosaue LAN-mopTa ycTpOMCTBA M €r0 PEKHM
nepe/iavn JTaHHbBIX.

B pasnene AAHAekc.DNS mnpencrasiens! nanHsie 0 cocrosiHuu ceppuca SIHaexc.DNS u pexime
ero pabotel. UroObl BritOuuTh cepBuc SHmexc.DNS, cneuHbTe mnepexitouarens BKAYUTB
BIpaBo. Eciin He0OX0MMO, U3MEHUTE PEKUM paboThl CepBHCA.
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CrtpaHuua Hauyano

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha ctpanuiie Hawano mnpejcraBieHbl CCHUIKM Ha CTPAaHHUIBI HACTPOCK, K KOTOPBIM YacTo
oOpartnarorcs moiap30Barenu npu padore ¢ web-untepdericom.

Hauyano

[obpo noxanorars B MHTEpdeIic HacTpoukn ycTpoicTea D-Link!

Ha atoit CTpaHWLE NpeCcTaBNeHbl pa3aenbl, K KOTOPbIM NONbIOBATENMW YacTo oﬁpau.l,aroTcsa nocne I"IepBHHHOI:‘I HaCTpOIﬁKH. MonHbii cnncok pasgenos
OOCTYNEH B MEHHD.

#—— OrpaHvyeHue goctyna

ﬁ URL-cpuneTp % Anpexc.DNS L p Aocty!

[ 1% ¥ becnpoBOOHLIX KITWEHTOR
Bel MmoxeTe ﬁl'IOKHpE)BaTb nocelleHwe BricTpriit DNS-cepeuc ot AHpexca ¢ Bl MoeTe 3a6oKMpoBaTh AOCTYM K
HexenaTenbHblX CauToB No URL—a,upecaM AONCNHATENBHBIMMK EbyHKLI.I.’IRMH )‘CTpOIF!CTB)’ no Wi-Fi [N HEKOTOPbIX

BesonacHoCTH. KAMEHTOB.
MogknioyeHwe —_— . -

I A ~ MHdopmauma o cucteme = Hacrtpoitka Wi-Fi

MynsTUMeOna-ycTponcTs -

CeogHas nHcdopmaums ob ycTpoiicTee. HacTpoiika ocHoBHbIX napameTpos Wi-Fi.
3neck Bbl MOXETE H3MEHUTb MMS CETH,
napameTpel BesonacHocTH U Ap.

BeiGop nopToB ANA NOAKMIOYEHUS
MYNLTUMEMa-YCTPORCTB.

NOCTYMHO B

3arpys

® App Sto:e ® Google Play

PucyHok 29. Cmpa+uuya Ha4aso.

Jpyrvue HaCTpOMKH TOYKH JOCTyNa JOCTYIHBI B MEHIO B JIEBOM YaCTH CTPAHULIBI.
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Pa3penbl MeHIo

ﬂJ’I}I HaCTpOﬁKH TOYKH JOCTYyIIa HCHOHLBYﬁTe MEHIO B JICBOM YacTH CTPAaHUIIbL.

B pasznene HayanbHass HacTpouka Bei mMoxkere 3amycTuth MacTep HadallbHOM HACTPOMKH.
Macrep mo3BoJsIeT HACTPOUTH TOUKY JOCTyMa il paboThl B HY’KHOM Bam pexxume u 3anath Bce
napaMeTpsl, HeoOXoIuMbIe A Havyaja paboThl (moxpobHoe omucanue Mactepa cM. B paszene
Macmep nauanvnou nacmpoiku, ctp. 47).

Ha crpanunax pasmena CTaTUCTUKA MpeiCTaBlICHBI JaHHBIC, OTOOpaKAIOIIHE TEKYIIEe
COCTOSIHME TOUYKH JI0CTyNa (OMKUCaHKMe CTPAHULL CM. B pazzene Cmamucmuka, ctp. 71).

Ha crpanunax pasmena HacTpowka coeAMHEHUM MOXKXHO HACTPOUTH OCHOBHBIC MapaMeTph
LAN-unTepdeiica TOUkr TOCTyIa U CO3/1aTh MOAKIIOYEHUE K ceTH MHTepHeT (onucaHue CTpaHull
cM. B pazzaene Hacmpoiika coedunenuit, ctp. 76).

Ha crpannmax pasgena Wi-Fi moxHO 3a1arh Bce HeoOXoqMMBIE HACTPOWKH OECIPOBOIHON CETH
TOUYKH JIOCTyTa (OnmucaHue cTpanuil cM. B pazaene Wi-Fi, ctp. 96).

Ha crpanunax pasnena [JJOMOMHUTENbHO MOXHO 3aJaTh JONOJHHUTEIbHBIC IMapaMeTpbl TOUKH
JIOCTyTa (OMUCaHue CTPaHUI] CM. B pazaeine /Jonoanumensho, ctp. 121).

Ha crpanumax pasgena MeXceTeBOM 3IKPAH MOKHO HACTPOUTH MEXKCETEBOH 3KpaH TOYKH
JIOCTyTa (OMMCaHue CTPaHUI] CM. B pazaeinie Medxccemesgoit Ikpan, ctp. 151).

Ha crpanuiiax pasmena CMCTeMa npeacrasieHbl GyHKIUU I pabOThl ¢ BHYTPEHHEH CHCTEMOi
TOYKH JOCTyTa (OMMCaHue CTpaHMLl cM. B pazaene Cucmema, ctp. 162).

Ha crpanunax pazaena AHAEKC.DNS MoxHO HACTpOUTh CEpBUC KOHTEHTHOW (HIBTPALIUH
Sunexc.DNS (onucanue ctpanul cM. B pazaene Auodexc. DNS, ctp. 178).

Uto6sl 3aBepmuTh paboTy ¢ web-uHTEpdelicoM TOYKH JOCTYIa, HaXKMHUTE Ha CTPOKY MEHIO
Bbitu.
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YBeagoMmneHus

Web-unrepdeiic Touku 1ocTyna oToOpakaeT yBeJOMJICHHUS B IPAaBOM BEPXHEM YIUTy CTPAHHIIBI.

0

PucyHok 30. YeedomneHus web-uHmepgbelica.

Haxkxmure Ha 3HAUOK, OTOOpa)KAIOMIMK KOJIWYECTBO YBEAOMIICHHA, YTOOBI MPOCMOTPETH TOIHBIH
CIIUCOK, X HAKMUTE COOTBETCTBYIOILLYIO KHOIIKY.
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IMABA 4. HACTPOMKA TOYKU OOCTYNA

Macmep Ha4yanibHOU HacmMpouKu

YroOsl 3amycTuTh MacTep Hada bHON HACTPOMKH, eperaute B pasaen Ha4anbHas HacTpouka.
Ha otkpsiBiieiics crpanuie Haxmure kHonky OK u mokmurech BOCCTAHOBJIEHHS 3aBOICKHX

HACTPOEK yCTPOMICTBaA.

[ns 3anycka MacTepa Ha4yanbHOW HACTPOMKW HeoBX0AMMO BOCCTAHOBWTL 3aBO/ICKUE HACTPOMKN YCTPOWNCTRA.

PucyHok 31. BoccmaHosrneHue 3agodckux Hacmpoek 8 Macmepe.
Ecnu mepBuuHas HacTpoiika TOYKM JOCTyna BeIMONHAETCS depe3 Wi-Fi-coequHenue, yoeaurecs,
yto BBl mogkmroueHsl Kk OecrnpoBomHOW ceth DAP-300P (cM. Ha3BaHWEe OECIPOBOIHON CETH
(SSID) nHa Hakjelke cO INTPUX-KOJOM Ha HMKHEH MaHelu YCTPOHCTBA) M HAXKMHUTE KHOIKY

OANEE.

BoccraHoBnexue 3aBOACKWUX HacTpOekK 3aBepLUeHo

Ecnu Bl nogrnioueHs! no Wi-Fi, yBeauTeck, 4To He NPOM3cLLNG aBTOMaTUYECKOre NeperknioyeHua Ha Apyryo
BecnpoBogHylo CETb.
Wmsa cetw v napons Bol HaipéTte Ha cTMkepe Ha kopnyce Bawero ycTpoicTea.

DANEE >

PucyHok 32. lNpoeepka nodknoveHuUs kK 6ecripogodHoli cemu.

Haxxmure kHonky HAYATD.

YpaxaeMbl aboHeHT! Bl B NepBbId pa3 BKMIOYMIK YCTPOWUCTBO W ANA TOro, YTobkl Bbl MOMK HavyaTk NONL30BATLCA
ycryramun goctyna K cetm MiHTepHet, Bam HeoBxogumo ero HacTpouTs.
[nA sanycka macTepa HaXMWTe KHonKy "Hauate"

HAYATb

PucyHok 33. 3anyck Macmepa.
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Ha otkpeiBuieiics crpanuiie Haxmure KHONKY [JlA, 49TOOBI OCTaBHTH TEKYIIUH sI3bIK web-
uaTepdeiica, wm Haxxmute KHONKY HET, uToOBI BEIOpATh IpyToit SA3bIK.

Il BoswvoxHo, Ball A3bIK Pyccknin?

PucyHok 34. Bbibop si3bika web-uHmepdgbelica.

Bbl MOkeTe JOCPOUYHO 3aBEpIIMTh PadOTy MacTepa W mepeitd B MeHo web-unTepderica. s
sroro Haxmure kuonky PACLUMPEHHBIE HACTPOWMKW. Ha orkpbiBiieiicss cTpaHHIe
U3MCHHTE HACTPOWKH IO YMOJIYAHHWIO: M3MEHHUTE Iapoiib aJMHHHUCTpaTopa B moisix llaponb
aaMuHucTpartopa u lNoaTBepXKAeHMe NaponsA u Ha3BaHUe OCCIPOBOIHOM ceTH B moie MaA
cetu (SSID). 3arem naxmute knonky MTPUMEHUTD.

HacTpoikv no ymon4aHuo
ﬂﬂﬂ Ha4Yyana paéombr HeoOXoOUMO U3MEHUMb HEKOMOopLie Hacmpo&xu no yMom4aHuo.

ypa* ©

(@ Anuna napons dormkra Geimes om 1 do 31 ASCIl cumeona

Wma cetn (SSID)*

DAP-300P-986A

AmA yocTpoRcTaa®

() 3adaiime domenHoe uma ¢ oxoHyaHuem Jocal. [lna docmyna k web-unmepghelicy no domeHHOMy UMeHU & adpecHoli
cmpoke web-Gpaysepa esedume domeHHOe UMA ¢ MoyKol U Kocol Yepmol (Hanpumep, diinkap12ab.local./)

<{ HA3AQ NMPUMEHWUTE

PucyHok 35. IameHeHuUe Hacmpoek o yMon4aHuro.

YToO0BI MPpOAOJIKUTDH HaCTpOﬁKy TOYKHU [JOCTyIla € TIOMOIIbBIO MaCTepa, HaXXMUTC KHOIIKY

NMPOAOITXKUTDb.

CtpaHuua 48 ns 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE HacTpolika Touku goctyna

PykoBoacTBo nonb3oBarens

Bbi60p pexxuma paboTbl ycTponucTBa

UTo0bl MOAKIIOUUTH Baiie ycTpoHCTBO K MPOBOAHOMY HHTEPHET-TIPOBAiAepy, Ha CTpaHUIIC
Pexnm pabotbl yctponctBa B chucke Cnocob6 NOAKMKOYEHUS BhIOEpHTE 3HAYECHHE
MpoBoaHoe noaknto4veHne. 3atem B croucke PeXuM paboTbl BwiOepuTe 3HAYCHHE
MapuwpyTtusatop. B stom pexxume Bbl cmoxkere Hactpouth WAN-coenMHEHHE, 3a/1aTh CBOU
HACTPOMKHU JJI1 OECITPOBOHON CETH yCTpOWCTBa, HacTpouTh LAN-mopT st moakitodeHust [IPTV-
npuctaBku win [P-tenedona u 3amarh COOCTBEHHBIN Mapoib A IOCTyma K web-uHTepdeiicy

YCTPOUCTBA.

D-Link

Building Networks for People

Pexum paboTel ycTpoicTea

Cnocob nogkniueHna
MpoBogHOE NoaKIoYEHUe - Q

Pexum paboTnl 5510

MapLwpyTuzatop -
| |
o g L

< HA3Aq OANEE )

PucyHok 36. Bbibop pexuma pabomel ycmpoticmea. Pexxum Mapwipymu3amop.
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UroObl MONKIIOUUTH Baime ycTpoHCTBO K NPOBOTHOMY MapLIpyTH3aTOpy ISl J00aBICHHS
0ecrpoBOHON CETH K CYIIECTBYIONICH JIOKaIbHOW CeTH, Ha cTpanuie PeXum paboTbl
ycTtpouctBa B croucke Cnocob6 noakntoyeHus Boibepure 3Hadenue [lpoBogHoe
noakntoyveHue. 3arem B criucke PeXXUM paboTbl Boibepute 3HaucHue Tovka goctyna. B
3TOM pexunme Brl cmokete mamenuts [P-anpec nokanpHOTO MHTEpdeEiica, 3a1aTh CBOU HACTPOHKHU
Ui OEeCTIpOBOJHOM CETH YCTPOWMCTBA M 3a7aTh COOCTBEHHBIH Napoib JUIsl JOCTyma K web-
uHTEpeicy yCTponcTRa.

D-Link

Building Networks for People

Pexum pabortsl ycTpoiicTea

Cnocob nogxnoueHns

MposoaHoe NoaKniYeHne - Q

Pexstm paboTel

Touka gocTyna -

< HA3AQ DANEE »

PucyHok 37. Bbibop pexuma pabomsl ycmpoticmea. Pexxum Toyka docmyna.

Uto0bl monkiounTh Barmre ycrpoiicTBo k OecrpoBomHOMY uHTepHET-TipoBaiaepy (WISP), Ha
ctpanuiie PeXXum paboTbl yctpouctBa B crucke Cnocob noAakn4vYeHUst BoiOepuTe
snauenue Wi-Fi. 3atem B ciucke PeXXum paboTbl Beidepute 3naucaue MoBTtoputens WISP. B
3TOM pexume Bbl cMoxere noakiaounTh Baile ycTpoilcTBO K Ipyroil Touke JocTyna, HaCTPOUTh
WAN-coennHeHue, 3aaaTb CBOM HACTPOMKM i OECpoBOJHOW CETH YCTpOMCTBa M 3aJaThb
COOCTBEHHBIN MAPOJIb IS TOCTyNa K web-unTepdelicy ycTpoicTsa.

D-Link

Building Networks for People

Pexxum paboTekl ycTpoicTBa

Cnocob nogrnioyeHns

Wi-Fi - Q

ssiD
PR P -

Pexmm pabotil

MoetopuTens WISP -

< HA3Ag

PucyHok 38. Bbibop pexxuma pabomel ycmpotcmea. Pexxum lNoemopumesnib WISP.
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UroObl mogkimounTh Bamie ycTpoHCTBO K 0ecrpoBOJHOMY MapIIpyTH3aTOpy Ui PACHIMPEHHS
30HBI JICHCTBUS CYIHICCTBYIOIIEH OECIpPOBOMHONW ceTH, Ha CcTpanuie PeXum paboTbl
ycTpounuctBa B ciucke Cnocob6 nogkntoveHus souidepute 3uadeHre Wi-Fi. 3atem B crimicke
Pexxnm paboTtbl Beibepute 3Hauenue MoBTOopUuTEenb. B aToM pexnme Bbl cMOXkeTe M3MEHHUTH
[P-anpec nmokanpHOTO HWHTEpdeiica, MOAKIIOYNTh Bamie ycTpoicTBO K JIpyrol TOYke JOCTYMA,
3a1aTh CBOM HACTPOWKHU JJisi OECIIPOBOAHON CETH YCTPOWCTBA M 3a7aTh COOCTBEHHBIN Mapoib IS
noctyna Kk web-untepdericy ycTpoiicTaa.

Building Networks for People

Pexxum paboThl ycTpoicTea

Cnocob nogrnioyeHna

Wi-Fi - Q

SSI0_Ex
Pexsvm paboTl

MosTOpUTENE - I SSID I I

=Y Y~

< HA3AQ OANEE »

PucyHok 39. Beibop pexuma pabomsl ycmpoticmea. Pexxum Noemopumerns.

UroOwl mpoBoguble 1K, momkiaroueHHble K Bamemy ycTpoHCTBY, MOMyYMJIM JOCTYH K CETH
0ecrpoBOIHOIO MapIpyThu3aropa, Ha crpanuie PeXum paboTbl YCTPOMCTBA B CIIHCKE
Cnoco6 nopgkntoveHua Bsoidepute 3Hauenue WIi-Fi. 3atem B crmcke Pexum pabotbl
BeIOepuTe 3HaucHue KNMeHT. B stom pexume Bbl cmoxkere m3menuts [P-aspec nokalibHOTO
uHTepdeiica, moakIounTh Barne ycTpoilcTBO K Apyroil Touke AOCTyna M 3a1aThb COOCTBEHHBIN
napoJib JUIsl JocTyna K web-unrepdelicy ycrpoiicTaa.

D-Link

Building Networks for People

Pexum paboTthl ycTpoicTBa

Cnocof noaknioyedua

Wi-Fi -

551D
Pexum paboTel
T . w8

< HA3AQ DANEE >

PucyHok 40. Bbibop pexuma pabomel ycmpoticmea. Pexum KnueHm.

[Tocne BeIOOpa pexxuma padotsl HaxxmuTe kHonky JLAJIEE.
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U3meHeHue LAN IPv4-appeca

DTOT mIar JOCTYIEH A pexuMoB ToYKa aocTtyna, lMostopuTtens u KnueHT.

1. YcranoButre ¢uaxkok ABTOMaTuyeckoe HasHayeHue |IPv4-agpeca, uToObI
ycTpoiicTBo aBToMarnyecku nnomydano LAN IPv4-anpec.

Ecnu Bel xotute BpyuHyto HazHauuTh LAN IPv4-anpec DAP-300P, e ycranaBiuBaiite (hiaxok
ABTOMaTuU4yeckoe Ha3Ha4vyeHue IPv4-agpeca wu 3amonmnmre mnons IP-agpec, Macka
noacetn, Uma ycTtpomncTBa u, eciu Heobxomumo, moie IP-agpec wnr3a. Yoeaurech, 4To
Ha3zHadaeMmbl azapec He coBmamaeT ¢ LAN [Pv4-agpecom wmapmipyTtuszaropa, K KOTOPOMY
noJKJIrouaeTcs Bamie ycTpoicTBo.

' IIpu wusmenenun [ AN [Pv4-anpeca DAP-300P moxer mnorpeGoBaThcsl H3MEHEHHUE

B gacTpOeK CEeTEBOM KapThl Balllero KOMIbKTEPA.

JlokanbHas ceTb

D ApTomaTuueckoe HasHaueHue IPvd-anpeca

A\ Asmomamuyeckoe HasHayeHue IPv4-adpeca MakcuMarbHO 3aliULaem om 803MOXHO20 UCMONb308aHUA 00UHaK08bIX
adpecos 8 0dHol NokansHoU cemu. [ns uckmodeHus koHgnukmos IPv4-adpecos e nokansHol cemu cmamuveckue IPv4-
adpeca ycmpolicme He donwrel cognadame ¢ adpecamu u3 duanazoHa adpecos, Ha3Ha4YaeMbIX SbILUECTIORWILM
MapLupymuzamopoM (unu nokansHeim DHCP-cepsepom).

IP-appec”

192.168.0.50

Macka nogcertu®

255.255.255.0

lma ycTpoRcTaa®

dlinkap986a.local

(D 3adatime domeHHoe uma ¢ okoHyaHue .Jocal. na docmyna k web-urmepcbelicy no domMeHHOMY UMeHU & adpecHol
cmpoke web-Opaysepa esedume domMeHHoe UM ¢ MouKol U kocol yepmod (Hanpumep, diinkap12ab.local./)

¢ HA3AQ DANEE )

PucyHok 41. Cmparuya usmeHeHusi LAN IPv4-adpeca.

2. Haxwmure xkHoniky JAJIEE, uro6sr npomomkuth, nin kaonky HA3AL, 4ro0Obl BepHYTHCS
Ha MMPEIBIIYIIYI0 CTPAHUILY.
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Wi-Fi-KnueHT
Orot miar gocrynen s pexxumos Mosroputens WISP, MNosToputensb u KnueHT.

1. Ha crpanune Wi-Fi-knueHT naxmute xnonky BECIMPOBOOHBLIE CETU u B
OTKPBIBIIEMCST OKHE BBIJICIIUTE CETh, K KOTOPOW HEOOXOMMMO MOAKIIOYUTHCSA. I[lpu
BoiencHuu cetu ot Ums cetn (SSID) u BSSID 3amnonHsATCS aBTOMaTHYECKH.

Ecnu Bel He MoXeTe HaliTH HY)KHYIO CeTh B ciicke, Haxmute Ha 3Hadok OBHOBUTb (.).

2. Ecnu nns noaxiiiodeHHs! K BblAelieHHOM Bamu GecripoBogHON ceTu Tpebyercsl mapodib,
BBEIUTE €r0 B COOTBETCTBylomiee moie. Haxmure Ha 3Hadok lMokasaTb (&), uToOBI
0TOOpPa3UTh BBEIEHHBIN MaPOIb.

Wi-Fi-knuneHt

mA cetu (SSID)* CeTesan ayTenTudmKkauma

RD_DLINK WPA2-PSK -

BSSID

74.da:da:0a:8f.c9 * @

® Anuwa napona domxHa 6eims om 8 do 63 ASCII
cumsonoe

Tun wrdrposaHMR®

AES -

BECMPOBOOHLIE CETH

£ HA3AQ1 OANEE >

PucyHok 42. CmpaHuya Hacmpouku Wi-Fi-knueHma.

Ecnu Bel monpkirouaeTech K CKpBITOM ceTH, BBeauTe HaszBaHue cetu B mojie Umsa cetu (SSID).
3arem BbIOEpHTE HeoOxomumoe 3HaueHue B crnucke CeTeBas ayTeHTUdMKaUMA u, eciu
HEOOX0MMO, BBEMTE MApOJIb B COOTBETCTBYIOIIEE MOJIC.

Jlnst TunoB ceteBoii ayrentudukanun Open u WEP Ha crpanune oroOpaxkaroTcs clieayrolue
HaCTPOMKH:

MapameTp OnucaHwue

Tonvko Ons muna aymenmughuxkayuu Open.
BKIOYMTL @naxok g akruBauun WEP-mmdpoBanus. [Ipu yctanoBneHHOM
wndposanne WEP ¢draxkke Ha CTpaHHIIE OTOOPAKAETCS PACKPBHIBAIOIIUICS CIUCOK
Howmep kntoya no ymonyaHuio, daaxox Knrou wmncppoBaHus
WEP kak HEX u getsipe mons Knroy wmndpoBaHus.
Homep kntoya no Homep xirouya (ot 1-ro 10 4-ro), KOTOpBIH OyIeT MCHONB30BaThCS
yMon4yaHuio st WEP-mudpoBanus.
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MapameTp OnucaHwue

Knroy wmncbpoBaHua | YcranoBute (raxok, 4ToOBI 3a1aTh MIECTHAIIATEPUYHOE YHCIO B
WEP kak HEX KauecTBe KJIIoYa IS IU(pPOBaHMUS.

Kmroun miss WEP-mmgposanus. [Ipu mmppoBannm ncnonb3yercs

Kniou wndposaHms KJIF0Y, HOMEp KOTOpPOTo YKa3aH B pacKphsiBaromemcs ciucke Homep

Kno4ya no ymorn4yaHuio. HeoOxoquMo 3amoiHUTH BCE TIONS.

(1-4) Haxxmure wHa 3Hauok [lokasaTb (&), utoObl 0TOOpa3wTh
BBEJICHHBIN KITIOY.

Hns tumoB cereBori ayteHTudukaimu WPA-PSK, WPA2-PSK u WPA-PSK/WPA2-PSK
mixed Ha cTpaHUIE 0TOOPAXKAIOTCS CIICAYIONTUE IO

MapameTp OnucaxHune

[Mapons  gna  WPA-mmdpoBanus. Haxmure Ha  3HaYOK
Maponb PSK .
MNMoka3aTb ( &* ), yTOOBI 0TOOPA3UTH BBEICHHBIH TAPOJIb.

Tun wudpoBaHua Mexanmsm mmdposanus: TKIP, AES win TKIP+AES.

3. Haxwure xnonky JAJIEE, uto6s1 npogomkuts, win kHonky HA3AL, 4To0b1 BepHYTHCS
Ha TPEABIIYIIYIO CTPAHUILY.
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Hactpoika WAN-coeguHeHus

Orort mar gocrymneH st pexxumos MapwpyTtusatop u Nostoputens WISP.

Hacrtpoiika  WAN-cOoeIMHEHHH  TPOM3BONMUTCS B COOTBETCTBMHM _ C _ JAHHBIMM,
[IpeNOCTaBICHHBIMIA OPOBaliepoM aoctyia K cetu MartepHet. IIpexkiae ueM HAacTpauBaTh

coenuHenue, yoenurech, yTo BBl MOXyYMiIn BCO HeoOXomuMyro uHdopManmio. Ecim
Bac Het Takux JAHHbIX, 06[221TI/ITGCB K CBOCMY H[gOBaﬁge[zy.

Ha crpanuiie Tun coeauHeHunss ¢ UHTepHeTOM B croucke TuUn coeAUHEHUA
BbIOEPUTE TUI COEOUHEHMsI, HUCIONb3yeMbli Bammm mpoBaiinepom, M 3arloiHUTE MO,
0TOOpa3MBIITUECS HA CTPAHUIIC.

3amaiiTe HACTPONKU, HEOOXOAUMBIE TSl pa0OTHl COSTMHEHMS BRLIOPAHHOTO THIIA.

Ecin Bam nposaiinep nocryna k cetu MHTepHeT ncnonesiyer npussasky k MAC-aapecy,
ycranosure ¢uaxok KnoHmposatb MAC-agpec Bawero yctpoucrsa.

Ecnu noctyn x cetu MuTepHer npenocrasmnsercs uepe3 VLAN-kaHam, ycTaHOBUTE (IIaoK
Ucnonb3oBatb VLAN u 3anomaute none VLAN ID.

[Tocne Hactpoiiku coemuHenus Haxmute KHonky JAJIEE, uToObl mpomomkuth, wid
kaonky HA3A[, uto0bl BEpHYTHCS Ha MPEABIIYIYIO CTPAHUILY.
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CoeduHeHue muna Cmamuyeckuli IPv4

Tun coegnHeHusa ¢ VIHTepHeTOM

TN coequHEHNA

Cratnueckuit IPv4 -

(D CoedunHetiue daHHozo muna nozeonaem Bam Ucnonb3ogams ghukcuposaqHsill IP-adpec, npedocmasnsemsiil Baiuum
npoeatdepom.

IP-appec*®

D Knonvpoeats MAC-agpec Bawero ycTporRcTea

(D B cemsx nHekomopsix npogatidepos mpebyemcs peaucmpauus onpedener+ozo MAC-adpeca dna npedocmasneHus
BO3MOHHOCMU MOOKTIOYeHUA K cemu Mumeprem.

D Mcnonesoeate VLAN

() Yemarosume ghnaxok, ecnu nposatidep opearusyem docmyn & Mnmeprem, ucnonbaya VLAN-kaHan.
D WMcnone3osats IGMP

@ Intemnet Group Management Protocol - npomokon ynpaeneHus 2pynnogoll (multicast) nepedayell daHHbIX 8 cemsx,
OCHOBaHHKIX Ha npomokorne IP.

< HA3AQ DANEE >

PucyHok 43. Cmparuuya Hacmpotku WAN-coeduHeHuss muna Cmamuyeckut IPv4.

3anonnure nons IP-agpec, Macka nogcetun, IP-agpec wni3a u IP-agpec DNS-cepBepa.

CtpaHuua 56 ns 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE HacTpoiika Toukn goctyna

PykoBoacTBo nonb3oBarens

CoeduHeHue muna Cmamuyeckuu IPv6

Tun coeguHeHus ¢ MIHTepHeTOM

Tun coeguHeRna

Cratunuecknin IPvE v

(D) Coedurerue danHozo muna noseonsem Bam ucrnons3oeame (uKcuposannbll IP-adpec, npedocmasnsemsiii Bawum
nposaiidepom.

IP-agpec wnio3a

D KnouuwpoeaTte MAC-agpec Balwero yCTponcTBa

(D B cemax Hekomopsix nposaiidepos mpebyemesa peaucmpaius onpedenesHozo MAC-adpeca dng npedocmasneHus
BOIMOHKHOCINU MOOKMIOYEHUR K Cemu MHmepHem.

(0 venonssosats VLAN

() Yemaxosume chnaxox, ecnu nposalidep opaaxusyem docmyn & MumepHem, ucronb3aya VLAN-kaxan.
< HA3AfQ OANEE >

PucyHok 44. CmpaHuuya Hacmpoliku WAN-coeduHeHusi murnia Cmamudyeckuti IPv6.

3anonuute nons IP-apgpec, Mpeduke, IP-agpec wnio3a u IP-agpec DNS-cepBepa.

CtpaHuua 57 ns 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE HacTpolika Touku goctyna

PykoBoacTBo nonb3oBarens

CoeduHeHusi muna PPPoE, IPv6 PPPoE, PPPoE Dual Stack, PPPoE +
HuHamu4deckut IP (PPPoE Dual Access)

Twun coeanHeHus ¢ MHTepHeTOM

Tun coeguHeHnA

PPPOE -

@ [na coedureHus daHHoz2o muna mpebyemes UMS Nonb308amens U napors

D EBes aeTo pU3aLAn

D Knouwpoeats MAC-agpec Bawero ycTpoRCTBa

(@ B cemsx Hexomopsix nposalidepos mpebyemca peaucmpauus onpedenerHozo MAC-adpeca dna npedocmasneHus
BOIMOKHOCTIU NOJKMHNEHUS K CemU MHmepHem

D Hcnonezosate VLAN

(D Yemarosume cpnaxok, ecnu nposalidep opeaHusyem docmyn € Mameprem, ucnons3aya VLAN-kaHan.

< HA3AL DANEE >

PucyHok 45. CmpaHuuya Hacmpotiku WAN-coeduHeHusi muna PPPoE.

B mnome WmaA nonb3oBatensa Beeaure Bam sorun, a B none [laponb — mnapos,
NpeaocTaBlieHHbI Bammm npoBaiinepom noctyna k cetd WMHtepHeT. Haxmure Ha 3HAYOK
Moka3saTb (&»), 4yroObl 0TOOPa3WTh BBEICHHBIM Maposb. Eciau aBTopu3anusi He Tpedyercs,
ycranosute Qpuaxox be3 aBTopusaumm.
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CoeduHeHue muna PPPoE + Cmamud4eckul IP (PPPoE Dual Access)

Tun coeanHeHus ¢ MIHTepHETOM

Tun coemMHEHNA

PPPoE + Ctatuueckuin IP (PPPoE Dual Access) ~

() Ana coedurenus dannozo muna mpebyemcs UMA MOMb30eamMens u Napors, a mak xe npedocmaanetHbil Batum
nposaiidepom chukcuposarHbil IP-adpec.

D Bes aBTo PU3aunK

PucyHok 46. CmpaHuya Hacmpotiku WAN-coeduHeHusi muna PPPoE+Cmamudyeckuti IP (PPPoE Dual
Access).

B mnone WUmaA nonb3oBaTtens Beemute Bam normH, a B mone [laponb — mapons,
IpenoCTaBlieHHbI Bammm npoBaigepom nocryma kK cetu MHrepHer. Haxmure Ha 3HaAYO0K
Moka3saTb (&), 4yroObl 0TOOPa3WTh BBEICHHBIM Maposb. Eciau aBTopm3anusi He Tpedyercs,
ycranosute pnaxox bes aBTopusaumm.

3anonuute nons IP-apgpec, Macka nogcetu, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna PPTP + JQuuamu4eckuli IP unu L2TP + Juhamu4eckul IP

Twun coeanHeHusa ¢ MHTepHeTOM

Tun coeaMHeHns

PPTP + OuHamuuyeckui IP v

() PPTP u L2TP — myHHenbHble MPOMOKOMLI MUAa MoHKa-Mmovyka, No3soALILE KOMIBIOMEDY yomaHasnuseams
3aujuwyérHoe coeduHeHUe ¢ cepeepoM 3a cyém co3daHusa creyuanbHoeo MyHHeNa 6 cmarHdapmHol, HesawuwénHou cemu.

D EBes aBTO pH3aLUMK

©

D Knonwposate MAC-aapec Bawero ycTporcTea

() B cemax nekomopbix nposalidepoa mpeByemcs peaucmpayus onpedeneHHozo MAC-adpeca dna npedocmasneHus
B03IMONHOCIU NOGKITIoYeHUs K cemu MumepHem.

D Wcnoneaosate VLAN
() Yemariosume gonaxox, ecru nposalidep opeatusyem docmyn & MimepHem, ucrnionssya VLAN-rkanan.
D Wcnoneaosate IGMP

(@ Internet Group Management Protocol - npomokon ynpasneHus apynnosoll (multicast) nepedayeil 0aHHbIX & cemsx,
OCHO8aHHLIX Ha npomokone IP.

< HA3AL DANEE >

PucyHok 47. CmpaHuya Hacmpotiku WAN-coeduHeHusi muna PPTP+[JuHamu4eckud IP.

B mnome Wma nonb3oBatensa Beeaure Bam sorud, a B none [laponb — maposs,
npenocTaBieHHblil Bamum mpoBaiinepom ngoctynma k cet MHTepHer. HakmMuTe Ha 3HAUYOK
Moka3saTb (4»), 4yroObl 0TOOPa3WTh BBEICHHBIA Mapoyb. Eciau aBTOpm3anus He Tpedyercs,
ycranosuTe naxokx bes aBTopusauum.

B mnone Appec VPN-cepBepa 3anmaiite IP- win URL-agpec PPTP- wnu L2TP-cepsepa
ayTeHTU(HUKAIUH.
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CoeduHeHue muna PPTP + Cmamuyeckul IP unu L2TP + Cmamu4eckuu IP

Tun coeguHeHus ¢ MHTepHeTOM

Tvn CoBOMHEHWUA

PPTP + Cratuueckuii IP -

@ PPTP u L2TP — myHHenbHeIe ApOMOKOs! MUMa MoyKa-moHKa, No3eonaiouUE KOMIBIOMEDY ycmanasnueams
JawuwéHHoe coeduHeHUe ¢ cepeepomM 3a c4ém co3daHus cneyuanbHoeo MyHHENA & cmaHdapmHol, HesawuwénHod cemu.

D EBes asTo PyU3aLAn

PucyHok 48. Cmparuuya Hacmpotiku WAN-coeduHeHusi muna PPTP+Cmamuyeckuli IP.

B mnone WUMmAa nonb3oBatensa Beeaure Bam sormH, a B mone [laponb — mapons,
IpefocTaBlieHHbI Bammm npoBaiaepom nocryna k cetu HHtepHer. Haxmure Ha 3HaAY0K
MokasaTb (&»), 4yroObl 0TOOPa3WTh BBEICHHBIA Maposb. Eciau aBTopusanus He Tpedyercs,
ycranosute pnaxox bes aBTropusauymm.

B none Appec VPN-cepBepa 3amaiite IP- wiu URL-agpec PPTP- wmam L2TP-cepsepa
ayTeHTU( UK.

3anonuute nons IP-agpec, Macka nogcetu, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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Hactpoika 6ecnpoBogHoi ceTu

Oror miar goctyneH st pexxumor MapwpyTtusatop, Touka goctyna, Nosroputens WISP,
MoBTOpUTEND.

1.

Ha crpanunie BecnpoBogHasa cetb 2.4 I'Tu B mone Uma ocHoBHon Wi-Fi-ceTun
3ajaiiTe cCBOe Ha3BaHUE i OECIPOBOIHOM CETH WM OCTaBbTE 3HAUYCHHUE, MPEIOKEHHOE
TOYKOU JOCTYIIA.

B none Maponb 3anaiiTe cBoit mapois AJs JOCTyNa K OSCIIPOBOJHON CETH MU OCTaBbTE
3HaueHue, npeoxkeHHoe toukod aocryna (WPS PIN ycrpoiictBa, cM. HakJeWKy co
HITPUX-KOJIOM).

Ecnu touka goctyma ucnonb3yetrcs B kauectBe Wi-Fi-kimenta, Bel Mmoxkere 3amaTh Takue
JKe TTapaMeTpbl OECTIPOBOTHOM CETH, KaK Y CeTH, K KoTopoil Bel moakitouaerecs. J{is aToro
Haxmure kHonky UCTMOJIb3OBATb (noctynna tonbko ans pexumor [NoBTOpuTenb
WISP u MNoBTOpuTensn).

BbI MOXeTe BOCCTaHOBUTH MapaMeTphbl O€CIIPOBOAHOM CETH, 3a/laHHbIe 10 cOpoca HaCTPOEK
K 3aBOJICKAM ycTaHoBKaM. J1jist atoro Haskmure kHonky BOCCTAHOBUTD.

BecnporogHasa cetk 2.4 Ty

Beuwats GecnposogHyw ceTe 2.4 Ty

() Beiknioyerue eelyaHun He anusem Ha 803MOKHOCTIE MapLIpymu3zamopa nodkmodamscs k dpyzol cemu Wi-Fi e
Kadecmee KnueHma.

ma ocHooHoR Wi-Fi-ceTu®

my wi-fi

() Konuuecmeo cumeornos domwro Gbimb He Gonee 32

D OTKpLITaA CeThb
Mapone*

sesssssenes Q

@) Anura napons dormwra Geims om 8 do 63 ASCII cumeornos

Hcnonb3aoeame makue xe napamempbl Kak Ha KOPHSSO!]

UCNonb30BATb moyke docmyrna.

Bel Moxeme soccmaHosUmb UMS cemu U I.ULJZ;b,OOé‘EJHUe. ycmaHoeneHHble do npuMeHeHUa 3asodckux

BOCCTAHOBMUTb Hacmpoek

PucyHok 49. CmpaHuuya Hacmpouku becripogo0HoU cemu.
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5. Ecau Bbl xoTuTe co3narh JOMONMHUTEIbHYIO OECIPOBOAHYIO CETh, M30JIMPOBAHHYIO OT
Bameili nokanpHON ceTtH, ycraHoure ¢unaxok Bknroumtb rocteByto cetb Wi-Fi
(moctymen Tonbko s pexnmoB MaplpyTtusaTtop u NMoBroputens WISP).

BKMiounTs rocTesyro ceTe Wi-Fi
() locmesaa cems Wi-Fi nozeonsem nodkmoyumsca k Bawemy yempolcmey u nonyyums docmyn & MHmepHen.
Mpu 3mom KoMbromepsl, NodkmoYeHHsIe k danHol GecnposodHol cemu, Bydym uzonupoeaHsl om pecypcos Balwed
o0cHOBHOU nokansHol cemu.
3mo nozeonum obesonacume ee Ha epema npedocmasneHus docmyna e MHMepHem CMOPOHHUM MOMb308amenam.
WmA rocteson Wi-Fi-ceTr*

my wi-fi_Guest

(D Konuwecmeo cumsonos donwsHo Geims He Gonee 32

OTKpbITEA CETh
MarcumManeHoe KoNUHECTEO KTMEHTOR®

0

PucyHok 50. CmpaHuya Hacmpolku 6ecripogodHol cemu.
6. B mone Umsa rocteBon Wi-Fi-ceTu 3anaiite cBoe Ha3BaHME I TOCTEBOM OECIIPOBOIHOM
CETH WJIA OCTAaBBTE 3HAYCHUE, MTPEIOKCHHOE TOYKOM TOCTYTIA.

7. Ecau Bbl xoTUTE CO37aTh Mapoib Ui AOCTyNa K TOCTEBOH OCCIPOBOIHON CETH, CHUMHTE
¢dnaxxox OTKpbITanA ceTb u 3anosiaute nosie Maponsb.

8. Haxwmute kuHonky OAJIEE, uroOer npomomkuth, win kHonky HA3A[, utoObl 3amaTh
JIpyrue HaCTPOUKH.
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Hacrtpoika LAN-nopTta ans IPTV/VoIP

Orot mar gocryneH s pexuma MapwpyTtusatop. Hacrpoiika LAN-opra g0CTymHa TOJBKO
npu noaktodeHur kK DAP-300P o 6ecripoBoHOM ceTH.
1. Ha crpanunue IP-TeneBnaeHue ycranosure ¢uaxoxk K yctponctsy nogkniovyeHa TB-
npucTaBka.

IP-TeneesngeHne

K ycTpoRcTey nogkniodeda TE-npucTaeka?

() Ecnu Baw nposatidep npedocmaenaem ycnyzy IPTV, Bel moxeme nodkmodume TB-npucmaesky HenocpedcmeeHHo K
poymepy, He ucnonb3ys dononHumensHoe obopydoeaHue.

Wcnoneaosats VLAN ID

() Mughopmauure o VLAN ID moxro natimu e dozosope.

[ ]
-

< HA3AQ DOANEE >

PucyHok 51. CmpaHuua ebibopa LAN-nnopma dnsi nodknroveHusi IPTV-npucmasku.
2. Beoiaenure cBoboanbiii LAN-nopt muia noaxmodenus IPTV-npucraBku.

Ecimu ycnyra IPTV  npenocraBnsercss dvepe3 VLAN-kaHan, ycraHoBUTE —(Draskok
Ucnonb3oBatb VLAN ID u 3anonuute oToOpasuBiieecs moie.

4. Haxwmure xnonky OAJIEE, uto6sr mpomomkuts, win kHonky HA3A[, uTtoObI 3amath

JIpyrue HaCTPOUKH.
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5. Ha crpanune IP-tenedoHnsa ycranosute ¢uaxox K ycTtponcTtBy noaknto4veH IP-
TenedoH.

IP-tenechoHns

K ycTpoicTay nogxnioueH IP-TenedoH?

(D Ecnu Baw nposatidep npedocmasnaem ycnyay IP-meneghoruu, Bel Moxeme Modkmoyums menegor HemocpedcmesHHo
K poymepy. He ucnons3ys dononHumensHoe obopydosaHue.

Wecnonszosats VLAN ID

@) Mughopmauuio o VLAN ID moxHo Hatmu 8 dozosope.

2 B

{ HA3AQ DANEE >

PucyHok 52. CmpaHuua ebibopa LAN-riopma 0ns nodknoveHusi VolP-menegoHa.
Brigenute cBo6oaubii LAN-opt mis nogkmouenus VolP-tenedona.

Ecnmu ycmyra VoIP mpenocrasisiercss depe3 VLAN-kaHan, YyCTaHOBUTE —(PIaskok
Ucnonb3oBatb VLAN ID u 3anonuute oToOpasuBiieecs moie.

8. Haxwmute xunonky OAJIEE, uro6sr npomomkuts, win kHonky HA3A[, utoObl 3amaTh
JIpyrue HaCTPOUKH.
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N3meHeHue napona web-uHrepdgeica

Ha nanHo# cTpanuiie HeoOX0AMMO U3MEHUTH Napojb aIMUHUCTPATOPa, 3aJlaHHBIN 10 YMOIYAHUIO.
Jlnst 5TOTO BBEIWTE HOBBIM Mapoip B mois [Maponb agmuHuctpartopa u lNMoarBepxaeHue
naponsa. Bel MoxeTe ycCTaHOBUTH 000N maponb, kpome admin. HMcnonb3yiite uudpsl,
JaTUHCKHUE OYKBBI BEPXHETO U HM)KHETO PETUCTPA U IPYTHE CUMBOJIBI, TOCTYIIHBIE B AMEPUKAHCKON
pacKIaaKe KJIaBUaTyphI .

3meHeHne naponsa web-vHTepdeiica
[nsa noselweHus BesonacHOCTH, NoxanyhicTa, M3SMeHUTe Naponk ANA OOCTYNa K HacTporKamM YCTpoicTea.

* ©

(@) Anuna napons domwna Geims om 1 do 31 ASCIl cumeona

< HA3AQ

PucyHok 53. CmpaHuua usmeHeHusi naposnsi web-uHmepgbelica.

3anOMHUTE WM _3alWIIWTE Mapodb _aJMUHHCTparopa. B ciayyae yrepu mapons
aaMuHUCTparopa Bel cMOXeTe MOJYYUTh JIOCTYH K HACTPOWKAM TOYKHM JIOCTyHa TOJBKO
' II0CJIE BOCCTAHOBJICHHS 3aBOACKHWX HACTPOCK MO YMOJTYAHHWIO MPH IMOMOIIK almapaTHOR
- kHonku RESET. Takas npouenypa yYHUYTOXKHT BCE 3ajaHHble BaMu HacTpOMKM TOYKH
JIOCTYIIA.

Haxmute kuonky OAJEE, uro6er mpomomkuts, win kaHonky HA3AM, uroOsl BepHYTHCSA Ha
HPEABIIYIIYIO CTPAHHILY.

Ha cnenyromeit ctpanuliie mpoBepbTe BCE 3a/laHHble Bamu HacTpoku.

Bb1 MoXeTe coXpaHUTh TEKCTOBBIM (aill ¢ HacTpoWKaMM, 3alaHHBIMH BO BpPEMsS TNPOXOXKICHUS
Macrepa, Ha cBoii I1K. [Ins storo Haxkmure kHonky COXPAHUTb ®AUJ1 C HACTPOUKAMU
U CIIEAYWTE HHCTPYKIUAM AHAJIOTOBOIO OKHA.

YroObl 3aBepmuTh padoTy Macrepa, Haxkmute kHoniky [MPUMEHWUTD. [1pu stoM Touka moctymna
NPUMEHUT HACTpoWku W mepesarpysurcs. Haxmure knonky HA3A[, duroObl 3amath apyrue
HACTPOUKHU.

2 0-9, A-Z, a-z, npoGen, !"#3%&'()¥+,-./;<=>2@[\]"* " {|}~.
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Ecmu Mactep nHactpamBan WAN-coenunenue, mocie Haxatus Ha kHonky NMPUMEHWUTb
OTKPOETCsI CTPaHHUIIA POBEPKHU JOCTYIMHOCTH ceTh MHTepHeT.

MogknoyeHne K cetu MHTEpHeT HacTpOeHO W NOTOBO K MCNONb30BAHWIO

HaxmuTe kHonky "MoToBo”, 4yTobbl HayaTe paGoTy B ceT MHTepHeT

PACLUWPEHHBIE HACTPOWUKHW roToBO

JOCTyNHO NPUNOXeHWe 1A cMapTdioHa W NaHweTa

’\ DOCTYNHD B

Google Play

PucyHok 54. lNposepka docmynHocmu cemu VIHmepHem.
Ecnu Touka mocTtyma ycremnHo noakioumiack k cetu MuatepHert, Haxmute knonky FOTOBO.

Ecnu BO3HMKIM mpoOneMbl € TOAKIIOYEHHEM K ceTh MHTepHeT, Ans MOBTOPHOH IMPOBEPKH
cocrosiaus coenunenus Haxxkmute kHonky MPOBEPUTb MOBTOPHO.

Ecim He ymanoch pemmrth mpoOieMy TOAKITIOYEHUS K CETH, BBl MOXKeTe OOpaTUTHCS B CITyKOY
TEXHUYECKOW MOIIepKKU Bamero mposaiinepa (Kak mpaBmiio, TeIePOH TEXHUUYECKOUW MOIICPKKU
IIPEIOCTABIIAETCS BMECTE C JIOTOBOPOM) WJIM CIIykOy TexHuuyeckod noxanep:kku D-Link (HOMep
TenedoHa 0ToOOpa3uTCs Ha CTPAHUIIE TTOCIE HECKOIBKUX MOMBITOK TPOBEPKH MOAKIIOYCHUS ).

Uto6bI 3amaTh Apyrue Hactpoiikn, Haxmure knonky PACLUMPEHHBIE HACTPOWMKMW. Tocre
Ha)kKaThs Ha KHOIIKY OTKpoeTcs crpanuiia Havano (cMm. pasznen Cmpanuua Havano, ctp. 44).
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lModknroyeHue mynbmumedua-ycmpolicme

DTOT paszgen JOCTYNeH, ecau B Macrtepe HavaabHOM HACTpOMKHM OBIT BBIOpAaH pEXUM
MapuwpyTtusatop i Nosroputens WISP.

Macrep NoAKIOYEeHHs] MYJIBTUMEANA-YCTPOMCTB TOMOraeT HacTpouTh LAN-OpPT uiam 10CTynHbIe
OecnipoBofHBIE HMHTEp(EChl yCcTpoicTBa ISl MOIKIIOUEHHUS JOMOJIHUTEIBHOTO 000pYyIOBaHUS,
Hanpumep, [PTV-npucraBku nnu IP-tenedona. YTounute y cBoero mposaiinepa, Tpebyercs iu
Hactporika DAP-300P nns ucnonb3oBaHus TAKMX YCTPOMCTB.

Hacrtpoitka LAN-mopra pgoctynHa Toiabko nOpu noakiarodeHun Kk  DAP-300P  mo
B GeCIpPOBOJIHON CETH.

Yr1oObl 3amycTuTh MacTep MNOAKIIOUEHHS MYIBTHUMEIUa-yCcTpoicTB, Ha crpanuue Havano
BeIOepuTe pasnen NogknoyeHne MynsTMMeana-ycTpouCTB.

Ecnu s ucnonb30BaHUS JIOMOJHHUTEIBHOTO YCTPOMCTBa HEOOXOAMMO BBIJICIUTH IMOPT WK
OecripoBogHOi  mHTepdeiic, B pasmene LAN mienkHuTe JICBOM  KHOMKOW — MBIIIA IO
COOTBETCTBYIOIIEMY 3JIEMEHTY (BBIJEICHHBIA AJIEMEHT Oy/leT OTMEUYEH paMKOH). 3aTeM HaXKMHTE
kHonky MPUMEHUTD.

MoakrnoyeHne MynsTMMeana-ycTponcTB

Bl moxeTe nogkniownte TB-npucTasky mnu IP-Tenedon HenocpedcTBeHHO K MapLupyTuaaTopy. [N aToro BelgenvTe cBoBogHbIA NOPT MK

BecnposogHoi MHTepdbeic MapLUpyTU3aTopa, a 3aTeM NoaknuMTe K Hemy Bawe ycTpoiicTeo.

B HexoTopeix criy4asx yenyri IPTV u (mnwk) VolP npegoctasnsaiTtcs Yepes Termposaddyo VLAN-ceTh. B Takux cnyyasx wcnonb3yidte

"PacluMpeHHblii pexnm”

PACLLMPEHHBIN PEXWM

PucyHok 55. Macmep nodknodeHus Mynbmumedua-ycmpoulcms. YrpOowWeHHbIU Pexum.
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Ecnmu i ucnonb3oBaHMs JOMOJTHUTEIIBHOTO YCTPOMCTBA TakKe HEOOXOAMMO HACTPOUTH
noakmouenue yepe3 VLAN-kanan, naxmute knonky PACLUMPEHHbBbIUA PEXUM.

LAN
LAN1 e, Wifi1
ﬁ CrpynnupoBaH c 'd;s' CrpynnMpoBaH ¢
Het Het -
YNPOLWEHHBLIA PEXUM
WAN

w : @

PucyHok 56. Macmep nodknodeHusi Mynbmumedua-ycmpoulicms. PaclwiupeHHbIl PEXUM.

B paznene WAN 1enkaute o 3uauky [Jo6aBUTb ( @ ).

HoBoe nogkntouyeHne X

VLAN ID*

@ PazpeweHo

COXPAHUTb

PucyHok 57. [lobaeneHue noOKIo4YeHUs.
B orkpeiBmemcs okHe B mone WMMA 3amaiite HazBaHWe JUIS TOAKIIOYCHHUS Ui YAOOHOM
uaeHTHQUKaIuu (MOXXeT ObITh Mpou3BodbHBIM). 3anmaiite VLAN 1D, mnpenoctaBieHHbIH
nposaiiiepom, u Haxkmure kHonnky COXPAHUTD.
3arem B pasgeinec LAN B crnmcke CrpynnupoBaH € sl 3JeMEHTa, COOTBETCTBYIOIICTO
LAN-nopty wiu OecnpoBOIHOMY HHTepdeiicy, K KOTOpPOMY MOJKIIOYAETCs IOMOJIHUTEIbHOE
YCTPOMCTBO, BhIIEINTE co3aanHoe noakmouenne. Haxxmure kHonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBarend

' BrineneHsplii mopT min 0ecpoBOIHON NHTEPDENC HE CMOXKET MCIIOIb30BATE COEANHEHNE
= 10 YMOJYAHUIO Ul 10CTyna K UHTepHETY.

UroObl CHATH BBIJCJICHUE C MOpTa WK UHTepdelica B yHpPOIIEHHOM pEXHME, IIEIKHUTE JIEBON

KHOITKOM MBIIIM TIO BBIICIEHHOMY S3JIEMEHTY (paMKa BOKDYT JJIEMEHTa WCYE3HET) M HAXKMHTE
kHonky MPUMEHUTD.

YT10oOBI CHATH BBIICICHHE C TOpTa WM HHTEepdeiica B paclHIMPEeHHOM pPEXHME, B CITUCKE
CrpynnupoBaH C s sieMeHTa, cooTBeTcTBytomero LAN-mopry win uaTepdeiicy, BoioepuTe
snauenue Het. 3arem B pasmenec WAN BeiOepute moakimtouenue uepe3 VLAN-kaHan, KOTopoe

Oomnbiie He OyneT MCroNb30BaThes, U Haxmute kHonky YOAJIUTb. 3arem HaxkmMuTe KHOMIKY
NMPUMEHWUTD.
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PykoBoacTBo nonb3oBarens

Cmamucmuka
Ha crpanunax naHHOro pasaena IpeJCTaBICHbI JaHHbBIE, OTOOpa)KaroIUe TEKYyIee COCTOSHHE
TOUYKH JIOCTyMaA:

* cereBas CTATUCTHUKA,

* anpeca, Beiganasie DHCP-cepBepowm;

* JaHHbIe 00 yCTpPOMCTBAX, MOJKIIOYEHHBIX K CETH TOUKU JOCTyIa U ee web-uHrepdeiicy, a
TakXke NHPOPMALIUA O TEKYIIMX CECCUAX ITUX YCTPOMCTB;

* ajpeca aKTMBHBIX I'PYIII MHOTOAJPECHON PACCHUIKY;

* TabnWIa MapupyTU3AIIH.

CeTteBas CcTaTUCTUKA

Ha ctpanuiie Ctatuctuka / CeteBas ctaTMcTUKa Bol MokeTe POCMOTPETh CTATHCTHYECKHUE
JAaHHBIC TI0 BCEM COEJMHEHUSIM, CYIIeCTBYIONNM B cucteme (WAN-coequHeH s, JTOKaabHas CETh,
OecripoBoHAs JIOKaJbHAsI CeTh). [ KayKA0ro CoeIMHEHHs OTOOpaXkaeTCst UMsI U COCTOsIHME (eciin
COCIIMHEHUE yCTAHOBJICHO, UMSI COCTUHEHHUS BBIZICIICHO 3€JICHBIM LIBETOM, €CJIM HE YCTAaHOBJICHO —
KpacHbIM), [P-agpec m macka moaceT, a Takke 00BEM IMEpEeNaHHBIX M IMONYYCHHBIX JAHHBIX (C
yBEIIMYEHUEM O0BbeMa NTaHHBIX CIMHUIBI M3MEPEHUsS aBTOMATHYECKH MEHSIOTCS — Oaiit, Koaiit,
Moaiit, ['6aiiT).

( KoHdpurypauus CeTteBas cTaTUCTUKA =]

CeTteBas craTucTmKa

Mms P - lLintoa Ru/Tx OwmbBrin RoTx [nurentHocTb
LAN Pva: 192.168.0.50/24 — 192.168.0.50 841.58 KBaiit / 3.94 Mbaiit 0/0 -
P fd01::50/64 — -
dynamic_Internet Pv4: 192.168.155.143/24 — 192.168.155.15 61.03 K6aiit / 10.50 K6aidt 0/0 27 MMH.
WIFI - -1- 0/0 -

PucyHok 58. CmparHuuya Cmamucmuka / Cemeegasi cmamucmuka.

YT0o0BI IpOCMOTPETh HO,Z[pO6HBIe JAHHBIC II0 KOHKPETHOMY COCAUHCHHIO, HAXXMHUTC Ha CTPOKY,
COOTBETCTBYIOIIYIO 9TOMY COCIMHCHUIO.
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DHCP

Ha crpanunie Ctatuctmka |/ DHCP  jpocrymHa wuwnHbopMamms O  KOMIbHOTEpax,
WICHTUQHUIMPOBAHHBIX N0 UMeHH y3na u MAC-aapecy u momyumBmux [P-agpeca or DHCP-
cepBepa YCTpOICTBa C yKa3aHHEM BPEMEHH, Ha KoTopoe nomydeH [P-anpec (Bpemst apeHsI).

< CeTeBanA CTaTUCTUKA

DHCP

MMa ycTpoiicTEa IP-agpec MAC WcTekaeT

PucyHok 59. CmpaHuuya Cmamucmuka / DHCP.
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PykoBoacTBo nonb3oBarens

KnueHTtbl M ceccum

Ha crpannune Ctatuctuka / KnueHTbl M ceccumM oToOpaxkaeTcsi CIHCOK YCTPOMCTB,
MOAKJIIOYEHHBIX K JIOKAJILHOW CETH TOYKHM JIOCTyIa, a Takke WHPOpPMAalus O TEKYIIHX CECCHSIX

Ka)KJI0T'0 YCTpPOUCTBA.

£ Tabnvua mappyt / KnueHTbl 1 ceccnmn

KnneHTbl
MAC IP-agpec WmA ycTpoiicTea Pnarv WHTEpdEiC

90:2B:34:A5:A8:FB 192.168.0.2 - reachable LAN

PucyHok 60. Cmpa+Huya Cmamucmuka / KnueHmsi u ceccuu.

Jnst Kaxa0ro yCTponcTBa OTOOpaXkaeTcsi CeTeBOM MHTEpQEic, K KOTOPOMY OHO TMOJKIIFOUEHO, a
taxoke ero [IP- u MAC-anpec.

Uto0Obl TOCMOTPETHh MH(POPMAIHIO O TEKYIIMX CECCUSX KaKOTO-THOO0 YCTPOMCTBA, MOJKIFOYCHHOTO
K CeTH TOYKM JOCTyINa, BBHIOEPHTE 3TO YCTpoiicTBO B Tabmuie. Ha oTkpwiBIelcs cTpaHMIle
0TOOpa3sATCAd MPOTOKOJ OOMEHa CETeBBIMHM IakeTamu, [P-agpec M mopr HCTOYHHMKA, a TaKkKe
[P-anpec u mopT Ha3HAYCHUS JJIs KaXKI0W CECCUU BRIOPAHHOTO YCTPOUCTBRA.
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PyKOBO,EI,CTBO nonb3oBarens

Multicast-rpynnsi

Ha crpanune Ctatuctuka / Multicast-rpynnbl oroGpaxarorcs aapeca aKTHBHBIX TPYIII
MHoroaznpecHoil pacceutiku (IPTV-kaHanoB u rpynm Juist nepenadu ciaykeOHOH WHQOpMaIum), Ha
KOTOpBIE MOJICAHO YCTPOMCTBO, U MHTEP(DENC, yepe3 KOTOPBIH YCTPOMCTBO MOMHICAHO.

Multicast-rpynnsl

£ Cratuctvika noproe

IPv4 IPv6

IP-agpec WHTepdec

IP-agpec WHTepdeic

PucyHok 61. Cmpa+Huya Cmamucmuka / Multicast-epynnbi.
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PyKOBO,EI,CTBO nonb3oBarens

Tabnuua MmapwpyTusaymm

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Crpannnia CrtaTuctuka / Tabnuua maplpyTM3auuMm orobpaxaer HHPOPMALHUIO O
MapuipyTax. B Tabnune npencrasinensl [P-anpeca HazHaueHUs, NUTIO3bI, MACKU TIOJICETH U JPyTHE
JaHHBIC.

Tabnuua mapLupyTusauum

Tabnuvua mapwpyTusauum

WHtepdeic HasHauenwne Macka noacetn Wnto3 dnarm MeTpuka
dynamic_Internet 0.0.0.0 0.0.0.0 192.168.165.15 UG 100
dynamic_Internet 8.8.4.4 255.255.255.255 192.168.155.15 UGH 0

LAN 192.168.0.0 255.255.255.0 0.0.0.0 U 0
dynamic_Internet 192.168.155.0 255.255.255.0 0.0.0.0 U 0
dynamic_Internet 192.168.161.140 255.255.255.255 192.168.155.15 UGH 0

LAN 224.0.0.251 255.255.255.255 0.0.0.0 UH 0

LAN 224.0.0.252 255.255.255.255 0.0.0.0 UH 0

LAN fdO1::/64 o U 256
LAN fd00::/8 M U 256

PucyHok 62. CmpaHuuya Cmamucmuka / Tabnuuya mapwpymu3auyuu.
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PykoBoacTBo nonb3oBarens

Hacmpotka coeQuHeHul

B nannoMm paznmene meHio Bbl MOkeTe HACTPOUTH OCHOBHBIE MapaMeTphl JIOKATHLHOW CETH TOYKHU
JIOCTYTIa U cO31aTh noAkIodeHue K cetu Matepuer (WAN-coennHeHne).

LAN

Uto0bl HACTPOWTH JIOKAIBHBIN WHTEpdEICc TOUKH T0CTyMa, nepeinnTe Ha cTpanuiny HacTpounka
coeanHeHun / LAN.

IPv4

[lepeiinure Ha Briuaaky IPv4, urtoOb w3menuts I[Pv4-agpec Toukm pgocTyma, HacTPOUTH
BcTpoeHHblit DHCP-cepBep unu 3anath cBasku [Pv4-anpecos u MAC-aapecos.

JlokanbHbin [P

Peswm HasnaqeHnA nokanoHoro IP-agpeca

Cratuueckmin -

IP-agpec®

192.168.0.50

Macka nogceTun®

255.255.255.0

WMmsa ycTpoRcTea

dlinkap986a.local

() 3adatme domerroe uma c oxoHuaHuen focal. [ Gocmyna K web-

Y 110 JOMEHHOMY L & adpecHol cmpoke web-6paysepa

asedume AOMEHHOE UMA © MoHKoU W Kocod Yepmod (Hanpumep,

dlinkap.local./)

PucyHok 63. Hacmpolika nokanbHo20 uHmepgbelca. Bknadka IPv4. Pasden JlokanbHbIU IP.

MapameTp OnucaHwue

NokanbHbIN IP

Torwwko 6 pexcumax Toyka docmyna, [Moemopumesnb u
Knuenm.

BriGepute HEOOX0MMMOE 3HAaYCHHE B PACKPHIBAIOIIIEMCS CITUCKE.

+ Cratnyeckum — IP-aapec TOYKM JOCTyIa, MacKa MOACETH
u [P-aapec nuto3a 3a1at0Tcs BpyUHYIO.

PeXxum Ha3HauyeHunA

nokanbHoro IP-agpeca
* [OuWHaMMYeCKMM — ToYyKa JOCTyla ABTOMATHYECKU

nonmyuyaeT 3tu mapamerpsl or DHCP-cepBepa nokaibHOM
CeTM WM OT MapupyTu3aropa, K KOTOPOMY OHa
MIOKJIFOUUIIACK.
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PykoBoacTBo nonb3oBarens

MapameTp OnucaHwue

[P-agpec Toukn goctyna B JokanbHOM mnozacetu. [lo ymomuanuio
3aaHo 3Hadenne 192.168.0.50.

IP-agpec

Macka nokansHOM mnonacetd. [lo ymomyaHHIO 3aaHO 3HAYEHHE

Macka noaceTu 255.255.255. 0.

Tonvko 6 pexcumax Tovyka dAocmyna, [loemopumens u
Knuenm.

IP-anpec nurro3a, KOTOPBIM HCIOJB3YETCSl TOYKOM JOCTyma s
COCJMHEHUS C ceTbio VHTepHeT (Hampumep, Ui CHHXPOHHU3AILUH
cuctemHoro BpemeHnu ¢ NTP-cepBepom). Heobszamenvhoiii

IP-agpec wnio3a

napamemp.

Nwms ycrpolicTBa, mnpusasaHHoe K ero [P-agpecy B nokanbHOM

MUma yctponcrtea
MOJCETH.

OuHamuyeckue IP

PelHM OWHaMWYECKOro HasHaveHua |P-agpecos

DHCP-cepeep -

< |D*

KoHeuHkln 1P*

BpemA apeHgb (8 MuHyTax)"

1440

@ DNS relay

PucyHok 64. Hacmpotika nokanbHo20 uHmepelca. Bknadka IPv4. Pa3den JuHamu4veckue IP.
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PykoBoacTBo nonb3oBarens

MapameTp OnucaHwue

OvwHamunyeckue IP

Pexxum paboret DHCP-cepBepa Touku gocTyrma.

*  OtknovyeHo — DHCP-cepBep TOYKH JOCTYyINa BBIKIIOUEH,
[P-agpeca kIMEHTaM Ha3HAYAKOTCS BPYUYHYIO.

« DHCP-cepBep - Touka [J0CTyma aBTOMATHYECKH
HasHadaeT IP-ajpeca KiMeHTaM Ha OCHOBAHWHU 3aJaHHBIX
napameTpoB. [Ipu BBIOOpE ATOTO 3HAYCHUS HA BKIIAJIKE
otobpakarorcss ot HayanbHbin IP, KoHeuHbIn IP,
Bpewms apeHabl u nepexiitouarenis DNS relay.

Pexxum auHamu4yeckoro
Ha3sHayeHus IP-agpecoB

* DHCP relay — nns naznayenus I[P-anmpecoB kimeHTam
ucnons3yercs BHemHui DHCP-cepsep. [Ipu BEIOOpE 3TOTO
3HAYCHHS Ha BKJaJaKke oroOpaxarorcs mois |IP BHewHero
DHCP-cepBepa u Option 82 Remote ID. Tomko 6
pescumax Mapwpymu3samop u [loemopumens WISP.

Havaneneiii  [P-anpec myna anpecoB, kotopeie DHCP-cepsep
BbIIa€T KJIMEHTaM.

HavyanbHbIn IP

. Koneunnriit IP-agpec myma agpecos, koropsie DHCP-cepBep Borigaet
KoHeuHbIn IP APeC fhya allp P PBEp BHA
KJIHCHTaM.

Ilepuon Bpemenu, Ha kotopbii DHCP-cepBep Touku nocrtymna
npenocrasnser [P-aapec kmueHTy (10 MCTEUEHHU STOTO TMEPHOAA
Bpemsa apeHAbl [P-anpec oT3bIBacTCS U MOXKET OBITH OTIAH JAPYTOMY YCTPOMCTBY,
€CJIM HE MOCTYIUIIO OATBEPKACHUE O HEOOXOAUMOCTH COXPaHEHHS
atoro [P-anmpeca).

CnBuHbTE  Tepekiodarenb  BIpaBo,  4YTOObl  yCTpOICTBa,
MOJIKJIFOUEHHBIE K TOUKE JOCTYyIa, B KadecTBe ajapeca DNS-cepsepa
MIOJTy4asy aapec TOYKH JOCTyTIa.

DNS relay CIOBUHBTE  MEPEKIoYaTeslb  BICBO,  4YTOOBI  YCTpPOICTBa,
MOKJIFOUEHHBIE K TOUKE JAOCTYyIa, B kKadecTBe ajapeca DNS-ceppepa
MOJIy4aJIM  aJpec, MEpPEJaHHbI NMPOBAHAEPOM WIM yKa3aHHBIM Ha
crpanuiie flononHutensHo / DNS.

[P-angpec Buemnero DHCP-cepBepa, kotopslii HazHavaet [P-anpeca
KIIMCHTaM TOYKH OOCTYIIA.

IP BHewHero DHCP- Ecnu Bel xoTute ykas3arb Heckonbko [P-agpecoB, HaxxMuTe KHOIIKY
cepBepa OOBABWTDb u B oro0Opasusiieiics crpoke BBeaure IP-aapec.

YrtoObl yAaIuTh afpec, HAKMHUTE Ha 3HAY0K YAANUTb (%) B CTPOKE
azapeca.
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MapameTp OnucaHwue

3gauenue noist Remote ID DHCP-ommmu 82 B COOTBETCTBHUH CO
cranaaprom RFC3046.

Option 82 Remote ID
He 3anonnsiite none, ecau Bam npoBaiinep Win aaMHUHUCTPATOP

BHemHero DHCP-cepBepa He npenocTaBuil Takoe 3HaYE€HUE.

[Tocne 3amanust Bcex HeoOXoaUMBIX 3HaYeHN HaxxmuTe kHonky MPUMEHUTD.

B pasnene Onuumn DHCP Bbr MoxeTe 3MEHUTh 3HAUCHHS, TIEPEIaBacMbIe M0 YMOTYAHHIO, JIJIs
HekoTopbix ommuii mpotokoma DHCP (IP-aapec, macka moaceru, DNS-cepBepbl) win ykas3arh
JIOTIOJTHUTENbHBIE MapaMeTpbl, KoTopble BcTpoeHHbld DHCP-cepBep nomkeH nepenarb KIMEHTaM
JUJISl HACTPOMKU JIOKAJIbHOM CETH.

Onuwn DHCP +

He cosgaxo Hi ogHoro npasuna ans DHCP-onuwmia

PucyHok 65. Pasden 0ns Hacmpoltiku onyuti DHCP.

st atoro naxkxmute kHonky JIOBABUTD ( + ).

Onuwn DHCP X
MasectHwie DHCP-onumi
BeiGepute onuwm -
3HayeHue onuuu*

) MpuHygnTENEHO

PucyHok 66. OkHo 0nss Hacmpotiku onuyuu DHCP.

B OTKPBLIBHIEMCS OKHE BEI MmoxkeTe 3aaaTh CIICAYIOIIHEC IMapaMCTPhI:

MapameTp OnucaHue

U3BecTHbIE B packpsiBaromemMcsi CHHCKE BBIOEPUTE  OMIUIO, KOTOPYIO
DHCP-onuuu HE0OXOMMO HACTPOUTH.
3Ha4vyeHue onuuu 3agaiTe 3HAUYEHHE IS BEIIEIECHHOM OMIINH.

CnBunbTe Mepekiouaresb BieBo, 4toosl DHCP-cepBep nepenasan

MpuHyauTenbHoO
BBIOPAHHYIO OIIIHMIO TOJBKO B CITydae 3ampoca cO CTOPOHBI KIIUEHTA.

[Mocne 3aanmst HeOOX0AUMBIX TapameTpoB HaxxmuTe kHonky MTPUMEHUTD.

UT0oOBI M3MEHUTH MMapaMeTPhI OIIINUU, BRIOSPUTE COOTBETCTBYIOINIYIO CTPOKY B TAOJIMIIE U HAKMUTE
JICBYI0 KHOIIKY MBIIIU. B OTKpBIBIIEMCSI OKHE M3MCHHTE HEOOXOJUMBIC MapaMeTpbl U HAXKMUTE

kHonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBarend

YroObl yIaJuTh 3HAYCHUE KAKOW-IMOO OMIIMH, YCTAaHOBHUTE (PIaKOK ClIeBa OT COOTBETCTBYIOIICH
F—N
cTpoku B Tabnuue 1 Haxmute kaonky YAANWUTD ( [1). 3arem naxmure knonky MPUMEHUTb.

B paznene CtaTnyeckue IP Brl moxete 3anarh cBsizku [P-aapecoB u MAC-aapecoB (Ha3HAuUTh
noctosHHbIA [Pv4-anpec B jokanbHOU ceT Uil ycTpoiicTBa ¢ ompeneneHHsiM MAC-aapecom).
Touka nocryna HazHadaeT [Pv4-anpeca B COOTBETCTBHM C CO3aHHBIMH CBSI3KaMU, TOJIBKO €CIIU
DHCP-cepBep BriroueH (B pazumeinc [AuHamunyeckue IP B criucke PeXXxum AuvHamMu4yeckoro
Ha3HaveHus IP-agpecoB eoieneHo 3nadenne DHCP-cepBep).

Craruyeckue |IP M3BECTHBIE KMMEHTBI

[ns Toro 4Tobbl NnpuBRaaTth IP-agpec k MAC-agpecy, BolbepuTe yCTPORCTBO M3 CNKMCKa NOAKMIOMEHHbIX KMHEHTOB MM fobaBsTe HOBOE YCTPONCTBO

PucyHok 67. Pa3den 0nsi co3daHus cesisok MAC-IPv4.

Yrobsl co3mars cBa3ky MAC-IPv4, naxmure knonky JIOBABUTb (+ ). B oTkpBIBIIIEMCST OKHE
B nosie IP-agpec Beenure [Pv4-anpec, KOTopbiii OyneT MPUCBOCH YCTPOMCTBY U3 JIOKAJIBHOM CETH,
B noie MAC-agpec — MAC-aapec storo ycrpoiictBa. B mome UM ycTpoucTBa 3anaiite

Ha3BaHUE /IS YCTPOWCTBA B CETU JIs YINOOHOU HIEeHTUDUKAIMU (Heobs3amenvhbill napamemp).
Haxxmure knonky MPUMEHUTD.

Hns Toro uroObl mocmorpeth MAC-angpeca ycTpoOMCTB, MOJKIIOUYEHHBIX K TOYKE JOCTyHa B
nanubiii Moment, Haxxmute kKHONKy USBECTHbBIE KIMUMEHTbI. B otkpeiBiieMcst okHe BbIOEpUTE
HeoOxoauMoe ycrpoiictBo u Haxkmure kHomky OK. UToObl B OKHE 0OTOOpaswics akTyalbHbIH
CIIMCOK MOAKITIOUCHHBIX yCTpoicTB, HaxkxmMuTe kHonnky OBHOBWUTD.

YT100BI M3MEHHTH CylIecTBYIOLIYI0 CB3Ky MAC-IPv4, BbIOEpUTE COOTBETCTBYIOILYIO CTPOKY B
TaONMIe ¥ HAXKMUTE JIEBYI0O KHONKY MBIIHK. B OTKpBIBIIEMCS OKHE HM3MEHHTE HEOOXOIUMBIC
napameTpbl U HaxmuTe kHoriky MTPUMEHUTD.

YroObl ynaauTh CBA3KY, YCTAHOBUTE (DIaXKOK ClIeBa OT COOTBETCTBYIOIIEH CTPOKHM B Tabmule U

naxvure kuonky YOAJIUTL ([1]). 3arem maxmure knonky MPUMEHWUTb. Bol Takke MosxkeTe
YIAJIUTh CBS3KY B OKHE U3MEHEHHUS IIAPAMETPOB.
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PykoBoacTBo nonb3oBarens

IPv6

[Mepeiinure Ha Bkiaanky IPv6, uroObl m3menuTh IPv6-ampec Toukm nocTynma W HACTPOUTH
napaMmeTpsl HazHaueHus [Pv6-anpecos.

JokaneHblin IPv6

Pesum HaaHaueHus nokancHoro |PvE-agpeca

[enervpoeaHne npedukca -

IPvE-agpec

fd01::50

PucyHok 68. Hacmpolika nokanbHo20 uHmepgetica. Bknadka IPv6. Pa3desn JlokanbHbil IPV6.

MapameTp OnucaHune

NokanbHbIN IPV6

Bri6epuTe HEOOX0MMMOE 3HAYCHUE B PACKPBIBAIOIIEMCSI CITHICKE.

 Cratnyeckum — [Pv6-aapec u mpedukc 3amgaercs

Pexxum HasHavyeHUA BPYYHYIO.

nokansHoro IPv6-
aapeca

 [enernpoBaHne npedmkca — TouKa JOCTyMa
3ampammuBaeT npedukc s hopmupoBanus [Pv6-aapeca y
BBIILIECTOSIIETO MapuipyTuszaropa. Tonvko 6 peoxcumax
Mapwpymu3amop u lNloemopumens WISP.

[Pv6-anpec Touku gocTymna B JIoKadbHOM noacetu. [lo ymonuanuio
3aJ1aHO 3HAUYCHHE £d01: :50. Ilone IOCTYIITHO s
IPv6-agpec
pelaKTUpOBaHUs, eciau B chnucke PeXum  HasHavyeHus

nokanbHoro IPv6-agpeca srifeneno 3HaueHre CTaTUMECKUN.

Hnuna npedukca noxceru. Ilo ymonuanuio 3amaHo 3HaueHHe 64.
[Tome AOCTYmHO IS PENAaKTUPOBAaHHUSA, €CIM B CIHCKe PeXum
HasHayeHuns nokanbHoro IPv6-agpeca BbicieHO 3HAaueHHUE
Cratnyeckun.

Mpedukc
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PykoBoacTBo nonb3oBarens

NuHamunyeckue IPv6

PesiM JMHaMWYECKDro HasHa4eHuA IPvB-agpecos

Stateful v

HauaneHoii 1PvE*

fd01::51

KoHeyHsiR IPvE*

fdO 1 ffff- - ffF

Bpemsa apeHnbl (B MuHyTax)"

1440

PucyHok 69. Hacmpoltika nokanbHo20 uHmepgbetca. Bknadka IPv6. Pasden [JuHamu4veckue IPv6.

MapameTp OnucaHue

OnHamunyeckune IPv6

Tonvko 6 pexcumax Mapwpymusamop u [Moemopumenb

WISP.
Bri6epute HE0OX0MMMOE 3HAYCHHE B PACKPHIBAIOIIIEMCS CITUCKE.
Pexum  OTtknoyeHo — [Pv6-aapeca KiIMEHTaM Ha3HAYAOTCS
AWHaMu4yeckKoro BPYYHYIO.
Ha3HauveHwus IPv6-

« Stateful (sasucumwvii) — Bcrpoennsiii DHCPv6-cepep
afpecos TOYKH JIOCTYIA pas3[aeT aapeca M3 JHara3oHa, 3aJaHHOTO

nonsmu HayanbHbIV IPV6 1 KoHeuHbIN IPV6.

+ Stateless (nezasucumviit) — xiauentsl Gopmupyior IPvo-
azipeca cCaMOCTOSTENIbHO Ha OCHOBAaHUU MpeQUKCa.

Havanensiii [IPv6-anpec myna ampecos, koropsie DHCPv6-cepBep
BBIJIACT KITUCHTaM.

HavyanbHbin IPV6

Koneunsii [Pv6-anpec myna anpecos, koropsie DHCPv6-cepsep
BbIAACT KIIMCHTaM.

KoHeuHbIn IPV6

Ilepuon Bpemenu, Ha Kotopeiii I[Pv6-ampec mnpenocraBisieTcs
KIJIUCHTY. ITone AOCTYIIHO IJid pECAAKTHUPOBAHUSA, €CIIU B PA3JALIIC
NokanbHbIM IPv6 B croucke Pexum  HasHaveHus
nokanbHoro IPv6-agpeca srigeneno 3naucHrne CTaTUYMECKUN.

Bpems apeHAbl

[Mocne 3amanmst Bcex HeoOXomuMbIx 3HaueHuit Haxkmute kHonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBarend

B pasgene Ctatuyeckue IP Boei moxere 3amarh cBsisku IPv6-aapecoB u MAC-aapecos
(Ha3HauUTh MOCTOSTHHBIN [Pv6-anpec B mokanpHOM ceTH ISl yCTpoicTBa ¢ omnpeaeneHHbiM MAC-
anpecoM). Touka noctyma Ha3zHadaeT [Pv6-agpeca B COOTBETCTBHH C CO3/IaHHBIMU CBSI3KaMH,
TobkO ecau B pasumeine [uHamuyeckue IPv6 B croucke Pexum AuMHamuyeckoro
Ha3Ha4veHus IPv6-agpecoB srineneno 3nauenune Stateful.

CraTtudeckue IP W3BECTHbIE KTMEHTbI —+

[na Toro 4ToBel NpuesaaTe IP-agpec k MAC-anpecy, BoibepuTe YCTPOMCTBO M3 CNWMCKa NOAKMIOYEHHBIX KMMeHToB Wk fofaBsTe HoBOE YCTPOWCTBO
PucyHok 70. Pa3sden 0ns co3daHusi cesisok MAC-IPV6.

Yrobsl co3marh cBa3ky MAC-IPv6, naxxmure kHonky JIOBABUTb (+ ). B oTKpBIBIIIEMCST OKHE
B nosie IP-agpec Beenute [Pv6-anpec, KOTOpbIii OyneT MPUCBOCH YCTPOMCTBY U3 JIOKAJIBHOM CETH,
B note MAC-agpec — MAC-aapec storo ycrpoiictBa. B mone UMA ycTpoucTBa 3anaiite

Ha3BaHUE /I YCTPOWCTBA B CETH A yAOOHON MACHTHU(UKAMK (HeoOs3amenvhblil napamemp).
Haxxmure knonky MPUMEHUTD.

Hnst toro urobsl mocmotrperb MAC-ampeca yCTpPOWCTB, TMOAKIIOUEHHBIX K TOYKE JOCTyINa B
nauubiii MomenT, Haxkmute KHonky USBECTHbBIE KITMEHTDI. B otkpsiBiiieMcst okHe BoIOEpUTE
HeoOxoaumoe yctpoiictBo u Haxkmure KHONKY OK. UToObI B OKHE OTOOpa3wics akTyalbHBIH
CIMCOK MOJAKITIOUCHHBIX YCTpoicTB, HaxxmMuTe knonky OBHOBWUTD.

YroObl M3MEHUTH cyluecTByromyto cBsizky MAC-IPv6, BeiOepuTe COOTBETCTBYIOIIYIO CTPOKY B
TabJMlle ¥ HAXMUTE JIEBYI0 KHOINKY MBIIH. B OTKpBIBIIEMCS OKHE HM3MEHUTE HEOOXOIMMBbIE
napameTpsl U HaxmuTe kHorky MTPUMEHUTD.

YroObl ynaauTh CBSI3KY, YCTAaHOBHUTE (PIaXOK CJIeBa OT COOTBETCTBYIOIIEH CTPOKH B TaOiHIEe U

Haxxmute kaHonky YOAAJIUTb (ﬁ). 3arem Haxkmute kHonky MPUMEHWUTbD. Ber Takke moxere

YAAJINUTE CBA3KY B OKHC U3MCHCHHUS ITapaMCTPOB.
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PykoBoacTBo nonb3oBarens

WAN
Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune Hactpouka coeauHeHun /| WAN Brl Moxere peiakTHpoBaTh MW CO31aBaTh
COE/IMHEHUS, UCTIOJIb3yEMbIE TOYKOW JIOCTYTIA.

£ Multicast-rpynnsl WAN =]

Wnto3 no ymonyanuo IPv4 IGMP

@ Ha cmpanuue IGMP Mo¥HO paspelwiumes MapLUPYMUIamopy

(® dynamic_Internet

ucrnone3osams npomoxon [GMP u Hacmpoums 20 mapaMempal

Cnucok coeguHeHuin e
I:l Mms Tun coeanHeHWs WHtepdeic Craryc
I:I dynamic_Internet OuHamuueckuin IPvd Ports:2 CoenunerHo @

PucyHok 71. Cmparuua Hacmpolika coeduHeHuti / WAN.

Yrobsl co3marh HOBOe coemuHenue, Haxmure kHonky JOBABWUTb (+) B pasaene Cnucok
coeauHEeHUN. TIpu 3ToM OTKPOETCS CTPAHHULA CO3AaHUs COSTUHEHUS .

YrtoObl 3ajaTh JAPYyrHe MapameTpbl s CYIIESCTBYIOIIETO COCIHHEHHs, B paszaeie CNMCOK
COeAANHEHUMN BLIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TAOJHIIC U HAKMHUTE JICBYIO KHOIIKY MBIIIIH.
Ha orkpbiBiieiics crpanuiie Ha Bikjiagke OCHOBHbIE OyayT NpeNCTaBICHBI 00s3aTelIbHbIC
HacTpoiiku WAN-coennaenus. YToObl Ha CTpaHUIE OTOOPA3UIMCH BCE TOCTYITHBIC HACTPONUKH JJIS
WAN-coenunenus, mnepeiiinte Ha BKIagky Bce HaCTpPOWKWU. Hi3menute HEOOXoAUMBIE
napameTpsl 1 HaxxmuTe kHoriky MTPUMEHUTD.

YT0OBI OTKIIOYUTH KAKOE-THOO COCITUHEHHE M CHOBA YCTAHOBHTH €r0, YCTAHOBUTE (IIaXKOK ClieBa
OT COOTBETCTBYOIIEH cTpoku Tabnuipl u Haxxmute knonky MEPEMOAKIMIOYNUTD.

YToO0BI YAaJIUTh COCAUHCHHUEC, B Pa3JCiIC Cnucok COGAVIHEHVIﬁ YCTAaHOBUTC (bnaxcox CJICBa OT

F—3
COOTBETCTByIOIIeH cTpoku Tabmumel 1 Haxmurte kuonky YOAANUTb ([1)). Bu taxxke moxere
YAAJIUTh COCMHEHHE Ha CTPAHUIIE N3MEHEHUS MapaMeTPOB.

YroOs! pa3pemnts multicast-rpaduk (Hanpumep, MIOTOKOBOE BUEO) Ul KAKOr0-TMO0 COeIMHEHHUS,
Haxxmute cchUiKy IGMP (onucanue crpanuibl cM. B pasaene IGMP, ctp. 148).

UroObl onHO U3 cymecTByomux WAN-coeqMHeHHUH UCToIb30Basioch B kKayecTBe [Pv4- niu [Pvo6-
COCJIMHEHUS TI0 yMOJ4aHuto, B pasziene LLIN0O3 No yMONMYaHUIO ycTaHOBHTE TIEPEKIIFOYATENb B
CTPOKE, COOTBETCTBYIOIIEH ITOMY COECIUMHECHUIO.

3 Hacrpoitka WAN-coenuuennii tuma PPPoE, PPTP, L2TP, PPoE IPv6 u PPPoE Dual Stack na crpanwuie
HacTpoiika coeguHeHnn /| WAN Gyzer nocrymua B crieayrommx sepeusx 110.
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PykoBoacTBo nonb3oBarens

WAN-coeduHeHue muna JQuHamu4veckul IPv4 unu Cmamu4veckutl IPv4

Ha ctpanwuiie co3manusi coeMHEHUS TepeinTe Ha Bkiaaky Bce HacTpomku. 3arem BbiOepuTe
COOTBETCTBYIOIIEE 3HAUCHKE B CIIKCKe TUM COeAUHEHUS U 3a1aiiTe HeoOXOAUMbIE TapaMETPBI.

Tin coegMHeHnA

Crartnyecknin IPv4

@ BwiounTs coeguHenue

WMA coBgnHEHNA™

@ KoAMyecTso CMMBON08 JOMKHO BeiTs He Gonee 32

PucyHok 72. CmpaHuuya dobasrneHusi coeduHeHuss muria Cmamuyeckul IPv4. Bbibop muna coeOuHeHUs.

MapameTp OnucaHue

CIaBuHBTE TEpEKITIoYaTeNb BIPABO, YTOOBI BKIIIOYUTH JTaHHOE
COeIUHEHHE.

Bknouutb coeaquHeHuUe
ChaBuHBTE TEpEeKIoYaTeidb BJIEBO, UYTOOBI OTKIIOYHUTH JaHHOE

COCAMHCHUC.

Nma coeanHeHunn HasBanue coenuaeHus i yaoOHON MACHTH(UKAIINH.

CtpaHuua 85 n3 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ noanepxkoi PoE HacTpoiika Toukn goctyna

PykoBoacTBo nonb3oBarens

Ethernet

MAC-agpec*

28:3B:82:C4:6B:2E

Knonwposare MAC-agpec Balwwero ceteBoro
apanTepa (90:2B:34:A5:A8:FB)

MTU*

1500

PucyHok 73. CmpaHuuya 0obasrneHusi coeduHeHuss muria Cmamuyeckul IPv4. Pasden Ethernet.

MapameTp OnucaHwue

Ethernet

MAC-anpec, mnpucBanBaemblii uHTepdeiicy. JlaHHBIN mapameTp
HeoOXoquMoO 3ajarth, eciau Bamr mpoBaiiep aocTynma K CeTH
WuTepuer ucnons3yet npussasky k MAC-anpecy. Beenure B nomne
MAC-anpec, 3aperucTpupOBaHHbIN y TPOBaiiiepa Mpyu 3aKIFUYECHUN
JI0TOBODA.

UtoOw1 mozicTaBuTh B ManHoe moine MAC-aapec ceTeBoro ajaanrepa
KOMITbIOTEpa, C KOTOPOTO MPOU3BOJUTCSI HACTPONKA TOYKU TOCTYIIA,
caBuHbTe nepekatouatens KnoHmposats MAC-agpec Bawero
CeTeBOro agantepa BmpaBo. Eciu mepekiroyaresb CABHHYT

MAC-aapec

BIIPaBO, IMOJIC HCAOCTYITHO JIs1 pCAAKTHUPOBAHUAA.

UroObl mojacTaBuTh B naHHoe moine MAC-anpec TOYKH JOCTYyIIa,
nakmure kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJTYAHUIO (kHomKa HOCTyIIHA, €CIIH MEPEKIII0YATEb CABUHYT
BIIPaBo).

MTU MaxkcuMalTbHBIN pa3Mep MakeTa, epeaaBaeMoro HHTepdercom.
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PykoBoacTBo nonb3oBarens

AsTopusauus no npotokony 802.1x:

J© BKNWOUKTL aBTOPU3aLWIO NO npoTokony 802.1x

MeTog NpoEEpKM NOAANHHOCTA

EAP-MDS

PucyHok 74. CmpaHuua 0obasrneHusi coeduHeHuss muria CmamuJeckul IPv4. Pasden Aemopu3auyusi no
npomokoJty 802.1x.

BETE ) OnucaHue

ABTOpMn3aumsa no nporokony 802.1x

Bknountb
aBTOpM3aLMIO NO
npotokony 802.1x

CIBUHBTE MEPEKIII0YaTelNb BIIPABO, YTOOBI Pa3peIInTh aBTOPU3AIUIO
B CETH NpoBaiinepa no nporokoiy 802.1x.

MeTtopn npoBepku B packpbiBatoniemMcsi Crucke BbIOEpUTE HEOOXOAMMBIM MeTo
NoANMHHOCTHU MPOBEPKH MOJTUHHOCTH.

Beenure wuMsA mosb30Barelns, IPEIOCTABICHHOE IPOBAaWIEpPOM
Mmsa nonb3oBaTtens
nocryna kK cetu MaTepHer.

Naponb Beeaurte maposnb, MpeaoCTaBICHHBIN TPOBAIEpPOM I0CTyNa K CETU
WNurtepHer.
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HaCTpOﬁKa TOYKM AocTyna

IPv4

@ Ecnu coedunenue cosdasmcs monoko dna ucnofbiosanus yonyau IPTV
u nposaddep He npedocmasun ungropvauio of IP-adpecauuu, mo B
MOMEIME yHazame cnedyrowue snavenun. IP-adpec = 1.0.0.1, Cemesan macka
= 255.255.253.252, IP-adpec wnro3a = 1.0.0.2, NepauyHbid DNS-cepaep =
1.002

PucyHok 75. Cmparuya dobasrneHusi coeOuHeHus murna Cmamud4eckul IPv4. Pasden IPv4.

MapameTp

OnucaHue

IPv4

Jlna muna Cmamuueckuit 1Pv4

IP-agpec

Brenute B nosne [P-anpec 1aHHOrO COeIMHEHUS.

Macka noaceTtu

Beeaute B monie MacCKy NOACCTH.

IP-appec wnr3a

Beenute IP—a/:[pec T34, UCITOJIB3YEMOTI'0 JaHHBIM COCIUHCHUCM.

MepBuyHbIN DNS/
BtopuuHbin DNS

Beeaute anpeca nepBuyHoro u BropuyHoro DNS-cepBepoB B
COOTBETCTBYIOIIIHE ITOJIA.

Jns muna /lunamuueckuit 1Pv4

MonyunTtb agpec DNS-
cepBepa
aBTOMaTUYeCKHM

CHBUHBTE NepeKIoYaTenb BIpaBo, 4ToObl aapec DNS-cepsepa
Ha3Ha4ascs aproMarnyecku. [Ipu atom mosst NMepBuYHbIN DNS u
BTopuyHbIn DNS HenocTymHb! 1715 pelakTHPOBAHHS.

MepBuyHbIN DNS/
BtopuuHbin DNS

Beenute aapeca mnepBuuHOoro u BropuuHOro DNS-cepBepoB B
COOTBETCTBYIOIIUE TOJSL.

Vendor ID Wnentudukarop mnpoBaiimepa goctynma K cetd MHTepHeT.
Heobsazamenvnuiii napamemp.
Nwms TOYKHU J0CTyTa, OIpeAesieMoe IIPOBANIEPOM.

Umsa ycTtponctea

Heobsazamenvuwiti napamemp.
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PykoBoacTBo nonb3oBarens

Pa3Hoe

@ NaT

@ Ceresoit 3kpaH
A RIP
J©  Ping

A M30J’IHPOBaTb coeuHeHWne

PucyHok 76. Cmparuuya dobasrneHusi coeOuHeHus muna Cmamud4veckul IPv4. Pa3den Pa3Hoe.

MapameTp OnucaHwue

Pa3Hoe

Ecnu nepexntouarens CIABUHYT BIPaBO, (PYHKLHS MpeoOpa3oBaHUs
NAT CETEeBBIX aJPecoB BKIIOUeHa. He oTkimouaiite QyHKITUIO, €CITH 3TOTO
He TpeOyeT Bam nposaiinep.

Ecau nepeximtoyarens CABUHYT BIIPaBO, aKTUBUPYETCS MEXaHU3M
3al[UThl YCTPOMCTB JIOKAJIBHOM CETHM OT BHELIHUX IOAKIFOYECHHI
CeTeBOM 3KpaH (HampuMep, IpHU MOMBITKE MOTyYyeHUs UHpopManuu 00 ycTporucTBax
CEeTHM WIN «B3JIOMa» OJHOIO M3 yCTpoucTB). /I NOBBIICHUS
0€30MacHOCTH HE PEKOMEHIyeTCsl OTKIII0YATh NaHHYIO (DYHKIIHUIO.

CaBUHBTE MIepPEeKIII0YaTeI b BIIPABO, YTOOBI pa3penuThb
Hcnob30BaHue nmpoTokosia RIP ns nanHOro coenuHeHus.

RIP

Ecnu mepexitouatens CIBUHYT BIIPaBO, TOYKA JOCTYIA OTBEYAET HA
ping-3anpochkl U3 BHELIHEH ceTu 4epe3 AaHHOe coeaumHeHue. Jlis
MOBBIIICHUST 0E30MAaCHOCTH PEKOMEHIYEeTCS OTKIIOYaTh JIaHHYIO
(byHKIHIO.

Ecnu nepexirouarens CIBUHYT BIPABO, TOUKA JTOCTYNA UCHONb3YET
U3onupoBaTtb albTepHATUBHYIO  TaOnMIly  MapHIpyTH3alUMM A JaHHOTO
coeAuHeHue coenrHeHus. Brimounte QyHKIUIO, TOIBKO €CIIM 3TOro TpedyeT Bam
IpOBanECp.

[Tocne 3amanust Bcex HeoOXoAUMBIX 3HaYeHN HaxxmuTe kHonky MPUMEHUTD.
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PykoBoacTBo nonb3oBarens

WAN-coeduHeHue muna JQuHamu4eckul IPv6 unu Cmamudeckuti IPv6

Ha ctpanwuiie co3manusi coeMHEHUS TepeinTe Ha Bkiaaky Bce HacTpomku. 3arem BbiOepuTe
COOTBETCTBYIOIIEE 3HAUCHKE B CIIKCKe TUM COeAUHEHUS U 3a1aiiTe HeoOXOAUMbIE TapaMETPBI.

TN CoBAMHEHUA

Cratnueckun IPvE

@ BwiouNTE coeguHeHMe

HMmA coeguHeHns™

(@) Koauuecrso cumsonos JomwHo GbiTe He Gonee 32

PucyHok 77. CmpaHuua 0obasneHusi coeduHeHuss murna Cmamuyeckul IPv6. Boibop muna coeduHeHus.

MapameTp OnucaHue

CHBI/IHBTG HepeKJIIO‘-IaTeJIL BHpaBO, ‘-IT06LI BKIIOUUTH JAHHOC
COCAMNHCHUC.

Bknrouutb coeguHeHue
C,[[BI/IHLTC MEPCKIOYATCIIb  BJICBO, LITO6I>I OTKJIFOYHUTh HJAaHHOC

COCIMHCHHUC.

Nma coeanHeHun Ha3Banue coenuaenust st yio0HOH MACHTH(PUKAIINN.
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PykoBoacTBo nonb3oBarens

Ethernet

MAC-agpec*

28:3B:82:C4:6B:2E

Knonwposare MAC-agpec Balwwero ceteBoro
apanTepa (90:2B:34:A5:A8:FB)

MTU*

1500

PucyHok 78. CmpaHuuya 0obasneHusi coeduHeHuss muria Cmamuyeckul IPv6. Pasden Ethernet.

MapameTp OnucaxHne

Ethernet

MAC-anpec, npucBauBaemblii uHTepdeiicy. JlaHHBI mapameTp
HEeoOXoAMMO 3ajarh, eciau Bam mnpoBaiizep nmocTyma K CeTH
WNuTeprer ucnonb3yer npussasky kK MAC-anpecy. Beenure B nose
MAC-anpec, 3aperucTpupOoBaHHbIN y MpoBaiiiepa Mpyu 3aKI0YCHUN
JIOTOBODA.

Uto06n! mosicTaBuTh B JanHoe mosie MAC-aapec ceTeBoro aaanrepa
KOMITBIOTEpa, C KOTOPOTO MPOU3BOIUTCS HACTPOHKA TOUKU JIOCTYIIA,
caBuHbTe nepekitouatess KnoHnposate MAC-agpec Bawero
CeTeBOro aganTtepa BmpaBo. Eciu mepekirodyaresib CABHHYT

MAC-aapec

BIIpaBO, IMOJIC HCAOCTYITHO JIA pCAAKTHUPOBAHUA.

UroObl moncTaBuTh B naHHoe moine MAC-agpec TOYKH JOCTYIIA,
Hakmure kHonky BOCCTAHOBUTb MAC-AOPEC T10
YMONYAHMUIO (kHormka 10CTyIIHA, €CIIH MEPEKIIOYATEIb CABHHYT
BIIPaBO).

MTU MaxkcuMalbHBIN pa3Mep MmakeTa, epeaaBaeMoro nHTepdercom.
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IPv6

PucyHok 79. CmpaHuuya 0obaesrneHusi coeduHeHuss muna Cmamuyeckul IPv6. Pasden IPv6.

MapameTp OnucaHue

IPv6

Jlna muna Cmamuueckuit IPv6

IPv6-agpec Beenute B mone IPv6-aapec qaHHOTO COCIMHECHHMS.
Mpedcumkc Jlmuaa npedukca moacet. OOBIYHO HCTIONB3YETCs 3HaUeHUE 64.
Beenute azpec IPv6-mm103a, KCIIOJIb3YEMOTO JAHHBIM

IPv6-agpec wnro3a
COCAUHCHUECM.

MepBuYHbLIN IPV6 DNS-
cepBep/BTOpUYHbLIN
IPv6 DNS-cepBep

Beeaute anpeca nepsuunoro u BropuyHoro DNS-cepsepoB [Pv6 B
COOTBETCTBYIOLIUE MOJISL.

Jlna muna lunamuueckuii IPv6

B packpreiBaromeMcst criMcke BBIOEpUTE MeTOA HasHaueHus [Pvo-
MonyuyuTtb IPV6 anmpeca JUis JAaHHOTO COCAMHEHHWS WM OCTaBbTE 3HAYCHUE
ABTOMaTUYECKM.

CnBuHBTE TEpeKIoYaTeslb BMpPaBo, 4TOOBl anapec [Pv6-mutro3a
LWnto3 yepe3 SLAAC | HasHauajics  aBTOMAaTHYCCKH C  I[IOMOIIBIO  OECKOHTEKCTHOM
aBTOoKOHUrypanmu (Stateless Address Autoconfiguration, SLAAC).

Anpec [Pv6-turoza. Tlonme moctynmHo Jisi peakTHPOBAaHUS, €CIIU

IPv6-agpec wntro3a
AP nepexitodarens LLNo3 yepes SLAAC cisuHyT BieBO.
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MapameTp OnucaHue

CnBuHBTE TIepeKITIoYaTelb BIpaBo, uToosl aapec DNS-cepsepa IPvo
Ha3Hayajcs aBromarndeckd. IIpu stom nons NMepBUYHLIA IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTynHb
JUISL pETaKTUPOBAHUS.

MonyunTtb agpec DNS-
cepBepa
aBTOMaTUYeCKHM

MepBuYyHbLIK IPV6 DNS-
cepBep/BTOpUYHBLIN
IPv6 DNS-cepBep

Beenute anpeca nepsuunoro u BropuuHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOLIUE TTOJISL.

Pa3sHoe
@ Ceresoii 3kpaH
) RIP
J©  Ping

A M30ﬂb‘|p0l§laTb coeflnHeHUe

PucyHok 80. CmpaHuuya 0obasneHusi coeduHeHus1 muria Cmamuyeckul IPv6. Pa3den Pa3Hoe.

MapameTp OnucaHue

Pa3Hoe

Ecnu nmepexntodarens CABUHYT BIIPAaBO, aKTUBUPYETCS MEXAHU3M
3alIUThl YCTPOWCTB JIOKAJbHOW CETH OT BHEIIHUX MOJIKIIOYCHUN
CeTeBoM 3KpaH (HarpuMep, IpU MOMBITKE MOTyYeHUs HHPOpMaIK 00 yCTpOoHCTBaxX
CeTH WU «B3JIOMa» OJHOTO U3 YyCTpoicTB). s MOBBIIICHUS
0€30IMacCHOCTH HEe PEKOMEHIYeTCs OTKIII0UaTh TaHHYIO (QYHKIIHIO.

RIP CnBuHbTe IEepEKIoYaTesb BIIPaBoO, YTOOBI pa3peunThb
KCIIOIb30BaHue npoTokona RIP 1y naHHOrO coenMHeHus.

Ecnu mepekitoyarens CABUHYT BIIPAaBO, TOYKA JOCTYIA OTBEYAET Ha
ping-3ampockl U3 BHEIIHEH ceTu depe3 JaHHOe coeauHeHue. s
NOBBIIICHUS] OE30MAaCHOCTH PEKOMEHIYeTCSl OTKIIIoYarh JaHHYIO
byHKIHIO.

Ping

Ecnu nepexitoyarenb CIBUHYT BIPaBO, TOUKA JOCTYMa HUCIOJb3YET
U3onupoBaTtb aNbTEPHATUBHYIO  TaONMUIly  MapUIpyTH3allMiM s JTaHHOTO
coeauHeHue coenuHeHus. BxiarounTe (QyHKIMIO, TOJIBKO €CIM 3TOro TpedyeT
Bam nposaiiaep.

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHM HaxxmuTe kHonky MPUMEHUTDb.
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¢ noanepxkoi PoE HacTpolika Touku goctyna

PykoBoacTBo nonb3oBarens

Pe3epsupoBaHue WAN

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha ctpanunie Hactponka coeanHeHun / PesepBupoBaHne WAN Bbi MokeTe akTHBUPOBATh
¢yukumio pesepBupoBanus WAN-coenuHeHus, KoTtopas obecneuyuT Bam  HempepbiBHOE
nojkiatoueHue Kk cetu MHrepHer. B ciydyae oOppiBa OCHOBHOTO COEAMHEHHS TOYKAa JIOCTyIa
aKTUBUpPYET PE3EepPBHOE COEIUHEHHE, a IMOCJE BOCCTAHOBIEHHS PabOTOCIOCOOHOCTH OCHOBHOTO
KaHaja CHOBA MCIIOJIb3YET €T0 U OTKJIIOYAET PE3EPBHBIN.

< WAN PezepeupoBaHue WAN

® BwounTs
OCHOBHOE COBOWHEHWE WiHTepEan NpoBEpkN (B CEKyHaax)”
Dynamic_Internet - 10
PesepeHoe COBOUHEHWE TakM-ayT NpoOBEpKM (B CeKyHOax)"
Wi-Fi - 3
TecToBwA XOCT (IP)" Konuw4ecTeO NpOBEROK 8KTHMEBHOMDY COSAMHEHWA™
8.8.8.8 1

Konw4ecTEO NpOBEROK HEAKTMEHOMD COEOWHEHWA™

1
NPUMEHWUTDL

PucyHok 81. Cmpa+Huua Hacmpolika coeduHeHul / PezepeuposaHue WAN.
UYroObl HAcTpOUTh (YHKLHIO pPE3EepPBUPOBAHUS, CO3/1aiiTe OCHOBHOE U pe3epBHOe WAN-
coenuHeHus. [locie co3nanus coequHeHuil nepeiiaure Ha ctpanuy Hactponka coeauHeHun /
PesepBupoBaHne WAN, cuBunbTe mnepekmoyarens BKAYUTE BopaBo u  3amaiite
HEOOXOIMMbIE 3HAYCHHUS B TIOJIAX, OTOOPA3UBIINXCS HA CTPAHUIIE.

MapameTp OnucaHune

B packpeiBaromemcs crincke Beioepute WAN-coenuHeHne, KoTopoe

OcHoBHoOe coeauvHeHue
6}’IIGT HCIIOJIB30BAaThCA KaK OCHOBHOC.

B packpeiBaromemcst criucke Beioepute WAN-coeanHeHne, KoTopoe

Pe3epBHOe coeanHeHue
6yI[eT HCIIOJIb30BATHCS KaK PC3CPBHOC.

IP-anpec wu3 BHeWmIHEHl ceTH, JOOCTYMHOCTh KOTOPOTo OyIeT

TecToBbLIN XOCT .
MPOBEPATH TOUKA JOCTYyNa ¢ oMol mexanuzma ICMP ping.
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PykoBoacTBo nonb3oBarens

MapameTp OnucanHune

[leprion BpeMeHU (B CEKyHIaX) MEXAY IMOMBITKAMU MPOBEPHUTH
MHTepBan npoBepKu COCTOSIHHUE OCHOBHOIo coeauHeHus. [lo ymomuaHuio 3amaHo
3gaueHne 10.

Ilepmon BpemeHH (B CEKYHJaX), BBIACICHHBIH Ha IONBITKY
IIPOBEPUTH COCTOSIHUE OCHOBHOIO coeauHeHus. Ilo ucredeHnn
Tanm-ayT npoBepKu JJAHHOTO IIepUO/la BPEMEHU BHYTPEHHsS CHUCTEMAa TOYKHM JOCTYIIA
NPUHUMAET peUleHHe O BKJIUEHUH U (WIM) BBIKIIOYEHUU
pe3epBHOro coequHenus. 11o ymouanuto 3agaHo 3HaueHue 3.

KomnaecTtBo 3aI1poCoOB, OTIIPABJICHHBIX JJIA ITPOBEPKU
KonuyecTtBO npoBepokK pa6OTOCHOCO6HOCTI/I OCHOBHOI'O COCAMHCHUS, KOTJa OHO HAXOAUTCA
akKTUBHOIro coeamHeHuUsA | B aKTUBHOM COCTOSIHHUHU (TO‘IKa AOCTYyIIa HCIHOJB3YECT OCHOBHOC
COCAMHCHUEC B KAYCCTBC COCIMHCHUA T10 YMOJ'I‘-IaHI/IIO).

KomnuectBo 3a1pocoB, OTHPABJICHHBIX UL MPOBEPKHU
KonnyectBO NnpoBepok

HeakTUBHOro
coeAuHeHusA

paboTOCIIOCOOHOCTH OCHOBHOTO COCIMHEHUS, KOTJIa OHO HAXOIUTCS
B HCAKTUBHOM COCTOSHUHU (TOYKa JOCTYyIa HCIIOJIB3YEeT PE3epPBHOE
COCIMHEHHUE B KAYECTBE COCAMHECHHUS 110 YMOIYAHHUIO).

[Tocite 3amanus Bcex HeoOXoAMMBIX 3HaueHMH HaxxmuTe kHonky MPUMEHUTD.

CtpaHuua 95 n3 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300

¢ nogaepxkon PoE

PyKOBOﬂ,CTBO nonb3oBarens

HaCTpOﬁKa TOYKM AocTyna

Wi-Fi

B nannom pasnene meHro Bbl MOxeTe 3a1aTh BCe HEOOXOAMMBIC HACTPOWKH I OCCIIPOBOIHOMN

CCTH.

OCHOBHbIE HAaCTPOMNKH

B pasnene Wi-Fi /| OCHOBHble HAaCTPOWKU Bbl MOkeTe U3MEHUTh OCHOBHBIC HACTPOMKH ISt
OecrpoBOHOTO HMHTEpdeElica TOUKH JOCTYyIa, a TaKXKe HACTPOHUTH OCHOBHYIO M JIOTIONIHUTEIBHYIO

0OeCcTpOBOHBIC CETH.

OCHOBHbIE HACTPOWKK

Obwme HacTpoKK

@ BrnounTE BecnpoBoaHOE CoeaUHEHNE

Crpana

RUSSIAN FEDERATION A

BECnpoEOgHON PEXUM

802.11 B/G/N mixed -

. BriGpate kaHan aBToMaTuyeckm

@ BxnouuTE fonoNHUTENbHLIE KaHanbI

@ BruMasue! Yempolcman asmoMamuyeck seibupaem oduH U3
AOCMYIHLIX cMaHAapMHLIX U AONONHUMENsHBIX KaHanos. Hexomopsie
KMUeHms! He noddepxuearom pafomy Ha JononHumensHelX kananax (12-0 u
13-0). Ecnu Boi He Moxeme nodkmoyumecs k SecnposodHod cemu 8
Auanasore 2.4 [T 8 MEYeHUS HECKONLKUX MUHYM, cOguHbBME
nepexnigyamens "Broyums JoNonRUMEnsHLIE KaHans!" 8neac.

KaHan
auto (kaHan 1) a8
) BKMIOYMTE NEPUDAMYECKOE CKaHMPOBaHWe

Meproa CkaHUMpOBaHWA (B cekyHaax)

60 5]

Cetb Wi-Fi

WMma cet (SSID)*

DAP-300P-986A
@ Konuyecmeo cumsonos donxro Seime He Bomee 32

) CkpbiTb SSID

@ Hazeanue Secnposodrod cemu (SSID) He Gydem omobpamamscA 8
cnucke docmynHeix GecnposodHelx cemed y knueHmoa. K ckpsimod cemu
MOMHO NOOKMIOYUMECH, 8pyyHYRo ykasas SSID mouku docmyna

MaKCHManbHoe KoNWYECTRO KNHeHToR™
@ Bewars GecnpooaHyk ceTh
@ EBHH&Q ¢}'HK\’..'UF.| NO38QNASM SXMOYUME WU SEITOYUME ellaque

AanHol BecrpogodHol cemu, He omKMoYan paduomodyns yempodcmes.

Moxem Buime UCNOME3I08aHa COSMECIHD ¢ pexuMon "Knuernm WI-Fi"

) Maonsums KNMeHToB

@ Enoxuposams mpaghux Mexdy yempolcmeamu, moKMoYeHHIMU K

moske docmyna

PucyHok 82. OcHogHble HacmpoUiku 6ecripo8oOHOU flI0KabHOU cemul.
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PykoBoacTBo nonb3oBarens

B paznene O6Wwme HaCTPOMKU TOCTYITHBI CICIYIONINE TapaMeTPhI:

MapameTp OnucaHue

Uto0bl pa3pemmTh ucronb3oBaHue Wi-Fi-coennHenus, CIBUHBTE

BkntouuTh MepeKIroYaTeb BIPaBo.
6ecnposoaHoe o
coeauHeHne UtoOBl 3ampeTuTh Hcnonb3oBaHue Wi-Fi-coenuHenus, CIBUHBTE
MepeKIIoyaresb BIEBO.
Bame wMecromonoxkeHnue. BwiOepure HEOOXOIMMOE 3HAYCHUE W3
CrtpaHa

PacKpbIBAIOLIETrOCs CIUCKA.

Pexnm pa6OTI>I 6€CHpOBOL[HOI‘O COCAUHCHUA TOYKH JOCTYyIIA.
o AHHBIII TapaMeT OoIpeaciIsieT CTaHOdapThl CTPOICTB, KOTOpPEKIE
BecnpoBogHOW pexum A p pomp . p }: p ’ p

cmoryt paborare B Bameit OecnpoBonHoit cetu. BriGepute

HGO6XOI[I/IMOC SHAYCHHUEC U3 PACKPBIBAIOMICTOCS CIIUCKA.

BbiGpaTb KaHan CaBuHBTE IMEPEKIIIOYaTeNb BIPaBO, YTOOBI TOYKA JOCTyNa cama
aBTOMaTUYeCKU BbIOMpaJIa KaHaJl ¢ HAMMEHBIITMMH ITOMEXaMH.
Ecnmu nepexsirouarenb CIBUHYT BJIEBO, YCTPOHCTBO aBTOMATHUECKU
Bknountb
BBIOUpAET OJMH W3 JOCTYIHBIX CTaHJAPTHBIX KaHaaoB. JIjis
AonNoJIHUTeJN1bHbIE
WCIIOJIb30BaHUSl  JIONMOJHUTENbHBIX KaHaioB (12-ro u 13-ro)
KaHanbl
CIBHHBTE TMEPEKIIIOUaTesIh BIIPARBO.
Homep kaHasia 6eCrIpOBOTHOTO COCTUHCHHUS.
YrtoObI BEIOpaTh KaHAJ BPYYHYIO, IIICIKHUTE JICBOW KHOIIKOW MBIIIIH,
Kanan B OTKDBIBIIEMCS OKHE BBIOCPHUTE KaHal U HAKMHUTE KHOIKY
COXPAHWUTb. [leiictBue [IOCTYNHO, €CIH  TMEPEKIHOYATENh
Bbi6paTh KaHan aBTOMaTUYeCKU CIBUHYT BIICBO.
ChaBuHBTE TepeKIroYaTelb BOpPaBO, YTOOBI TOYKA JIOCTyIa
BknounTtb BBITIOJTHSIA TIOMCK CBOOOJHOTO KaHaja dYepe3 OIpe/IeICHHbIC
nepuoaguyeckoe NPOMEXYTKA BpeMeHH. Eciii mepekiodaTens CABHHYT BIPAaBO,
CKaHupoBaHue noiae [lepunon CKaHMPOBAHUA CTaHOBUTCS JAOCTYIIHBIM ]I

PCAAKTHPOBAHUA.

VYkaxure mnepuon BpeMeHH (B CEKyHJax), 4epe3 KOTOphId Oymer

Mepnoa ckaHnpoBaHus
MPOUCXOANUTH ITOBTOPHOC CKAHUPOBAHUEC KaHAJIOB.

[MTocne usmenenus napameTpos Haxxmure kHonky MPUMEHUTD.

YT1oObl M3MEHUTHh HACTPOMKH OCHOBHOW OecrpoBojHO# cetn, B pasneine CeTb Wi-Fi m3menure
HeoOxoauMbIe TapaMeTpbl U HaxkmuTe kHonky MPUMEHUTD.
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¢ nogaepxkon PoE

PyKOBO,EI,CTBO nonb3oBarens

HaCTpoﬁKa TOYKM AocTyna

Br1 Takke MoXeTe co31aTh NOTONHUTEIBHYI0 OSCIPOBOIHYIO CeTh. Il 3TOr0 Ha)XXMHUTE KHOTKY

OOBABUTb WI-FI CETb. Ha oTkpbiBIIEiics cTpaHuIle 3a1aiiTe COOTBETCTBYIOIIHE TApaMETPHI.

€ OcHOBHbIE HACTPOIKK

Ho6aeneHne Wi-Fi-cetn

Cetb Wi-Fi

Mma ceTn (SSID)*

DAP-300P-986A.2

() Konuuecmeo cumeonos donwHo Gbims He Gonee 32

HacTpoiiku beszonacHocTn

Certepan ayTeHTudukaums

WPA2-PSK -

Mapone PSK*

sasnanan Q
J©' CkKpbiTs SSID

@ Lnuna napona donxHa Beims om 8 do 63 ASCH cumeonoe
@ Hasganue Gecnpoeodrold cemu (SSID) e Bydem omobpaxameca 8
cnucke docmynHeix SecnposodHex cemed y knuenmosa. K ckpbimod cemu 2

Tun WwupoeaHua
MOSKHO TOSKMIONLIMBERA, 8pyyHyro ykazas SSID mouku docmyna

AES -
MakcumansHOe KONWYECTao KNMeHToe"
0 Mepwog ofHoRNEHUA IPYNNOBOTD KNoua (B cexyHaax)*

. Belwarts GecnpoBogHy CETh

@ Jan+an dhyHKUUR MOIB0TASIM SKIGHUIME LU SbIKMOYUME 8eLUEHUE
danHod Becnposodrod cemu, He omimodan paduomodyns ycmpodcmea
Moxem Guimb UCNONL308aHE COBMECIHO © pexxuMon "Knuenm Wi-Fi™

J Waonauus knueHToB

@ Enoruposams mpaghur Mexdy yompolcmaamu, NemoHeHHBIMU K

moyre docmyina

J BKNKuMTL rocTeByo CETb

@ Brouume socmesyio cemb, Ymobsl usonuposams Wi-Fi-xnuedmos om
LAN cemu

MPUMEHUTE

PucyHok 83. Co3zdaHue becrnpogodHoUl rokanbHoU cemu.

Cetb Wi-Fi

HaszBanue GecripoBosiHO# ceTu. Ha3BaHne MOXeET COCTOATh U3 LU

Umsa cetn (SSID) Y JIATUHCKUX OYKB.

Ecim mepexiiodartellb CIBHHYT BIIPaBO, JIPYTHE TOJIH30BATEIN HE
cMoryT Buaerbh Bamy Wi-Fi-cets. He pekomeHIyercsi CKpbIBATh
CkpbiTb SSID Y Y P Y p

ceTb, TaK KakK JaHHasg (QyHKOUS  YCIOXKHSET  IPOLECC
IIEpBOHAYaJIbHON HACTPONKH CETH.
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PykoBoacTBo nonb3oBarens

MapameTp OnucaHwue

Yuukaneapli  uaeHTHGUKaTop Wi-Fi-cetn. [lanHoe 3HadeHwme
ONIPEACISIETC MapaMeTpaMy TOYKHM J10CTyIa, Bl HE MoOxere ero

BSSID
u3MeHuTh. [lone oroOpakaeTcs B HaCTpoOiKax yke CyIeCTBYIOLIeH
CETH.
MaxkcumasibHO€ ~ KOJIMYECTBO  YCTPOWCTB,  KOTOpbIE€  MOTYT
MakcumanbHoe HOAKJIIOYUTHCS K OecripoBoiHON ceTH. Eciin ycTaHOBIEHO 3HaueHHe

KOJFINYECTBO KNMUEHTOB | 0, yCTpOHCTBO HE OIPAHMYMBAET KOJIMYECTBO MMOAKIFOUYEHHBIX

KIIMCHTOB.

Ecnu nepexirodarens COBUHYT BIIEBO, YCTPOMCTBA HE MOTYT
BewaTtb 6ecnpoBoAHY0| mokiouaTkesi K OecnpoBogHOM cetu. [Ipu 3TOM TOuka AocTyna

ceTb MOJKET TIOAKITFOYAThCSI K JPYTO TOYKE NOCTyma B kadecTBe Wi-Fi-
KIIMEHTA.

CI[BI/IHLTG MEPECKIIOYATCIIb BIIPpaBo, YTOOBI IIOJIB30BAaTCIN

N3onauna KnueHTOB N .
0eCTpOBOIHON CETH HE MOTJIM B3aUMOJCHCTBOBATH JIPYT C IPYTOM.

@OyHKIMA JOCTyNHA AJIs JOMOJIHUTENbHONM OECpOBOJHON CETH.

CaBuHbBTE  IEpEKIIouYaTeNlb  BIPaBO, €CIUM  XOTUTE, YTOOBI
BknounTb rocteByro

ceTh YCTPOMCTBA, MOAKIIOUMBIINECS K JOMOJHUTEILHON OecTpOBOIHOMN

CeTH, OBLIM M30JMPOBAHBI OT YCTPOWCTB M PECYpPCOB JIOKAJIBbHOM

CCTH TOYKH O0CTYyIIa.
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¢ noanepxkoi PoE HacTpoiika Toukn goctyna

PykoBoacTBo nonb3oBarens

B pasnene HacTtpowku 6e3onacHOCTM Bbl MoxerTe H3MEHHTh TapaMeTpbl 0E30MacHOCTH
OECITPOBOIHOM CETH.

[To ymomuanuio aas GecrpoBOaHOM ceT 3amaH THI ceteBoi ayreHTudukanuun WPA2-PSK. B
kadgectBe napoist PSK ucnonszyercs WPS PIN ¢ Haknelku co mTpux-KoIoM.

Hactpoiikm 6ezonacHocTu

CeTenan ayTeHTUdMKaUKMA
WPA2-PSK a

[Open
WPA
WPA2
WPA-PSK

WPA/WPA2 mixed
WPA-PSK/MWPA2-PSK mixed

AT AR OEaHAR

AES -

MNepwon 0GHOBNEHKWA rPYNNOBCTD KNoYa (B cekyHaax)™

3600

PucyHok 84. Tunbi aymeHmucgbukauuu, noddep>xusaemblie modykol docmyna.

Touxka A0CTYyIIa MOAACPIKUBACT CICAYIOIINUC TUIIBL aYTeHTPI(i)I/IKaLII/II/Ii

Tun ayTeHTUMKaLun OnucaHwue

OtkpeiTass ayreHTH(UKAUSA (C BO3MOXXHOCTBIO HCIIOIB30BAHUS
Open WEP-mmmdppoBanus ais  pekuMoB  OECIIPOBOJHOM  ceTH, He
NoJ/IepKUBAIOIINX ycTpoiicTBa cTtanaapra 802.11n).

AyTteHTu¢ukanus ¢ oOMmKM KIIOYOM C ucnonb3oBaHueM WEP-
mmdpoBanus. JlaHHBIN TUN ayTeHTU(UKAIIMN HEAOCTYTEH, €ClId Ha
WEP crpanunie  Wi-Fi / OCHOBHble HaCTPOWMKM B  CIHCKE
BecnpoBogHON peXuM 3agan pEXKHUM, MOAAEPKUBAIOIIUI
ycTporctBa ctangapra 802.11n.

Aytentudukanus 1o TexHoiaorun WPA ¢ ucnonp3oBaHHEM

WPA
RADIUS-cepsepa.
WPA-PSK Ayrentudukanus no texHoiorun WPA c ucnonb3zoBanuem PSK-
KJIFOYa.
Aytentudukanuss no TexHonoruu WPA2 ¢ wucnonb3oBaHHEM
WPA2
RADIUS-cepsepa.
WPA2-PSK Aytentudukanus no texnosornn WPA2 ¢ ucnonszoBanuem PSK-

KJIro4a.
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Tun ayteHTUdMKaLun OnucaHue

KomOunupoBanusiii Tun ayrentudukanuu. [Ipu BeiOOpe maHHOTO
3HaYeHUs K OECIPOBOJHON CETH MOTYT MOJKIIIOUATHCS YCTPOICTBA,

WPA/WPA2 mixed

ucnonp3ytomue tun ayreHtudukaimu  WPA, u  ycrpoiicTsa,
ucnonb3yromue tun ayrentTudukarnn WPA2.

KomOunupoBaHHbI TN ayTeHTH(UKAKUU. [Ipu BHIOOpE JTaHHOTO

WPA-PSK/WPA2-PSK | 3naueHusi Kk O€CIpOBOIHON CETH MOTYT MOAKIIIOYATHCS YCTPONCTBA,
mixed ucnonb3ytomue tun ayreHtupukanuun WPA-PSK, u ycrpoiictsa,

ucnonb3ytomue tum ayrentudukanny WPA2-PSK.

Jlns wucnons3oBanus TunoB ayreHtudukaimn WPA, WPA2 u WPA/WPA2 mixed

B pgeoOxommMmo Hannune RADIUS-cepBepa.

Ipu BeiOOpe 3naueHus Open win WEP B cnincke CeTeBasi ayTeHTUMKALMA Ha cTpaHuUIle
0TOOpakaroTCsl CIeayIONINe HACTPOUKU (HEIOCTYITHBI Ul PEeKUMOB paboThl OECPOBOIHOM CETH,
nojaepxkuBaromux cranaapt 8§02.11n):

HacTtpoiiku 6ezonacHocTu

CeTenan ayTeHTUhMKaLUA

Open -

. Bkniounts wndposaHne WEP

Homep knioya no ymorm-HaHnn

1 -

@ PeroMeHdyemcs Ucone308ams T-bI0 KiT0Y 1O yMORYaHLI 4na

OBECITeYeHUR COSMECTUMOCITIL ¢ DoNbLULM KOMUYECITEOM YCImpoUcmea.
) Kniow wudppoeanna WEP kaxk HEX

() Anuna knioua WEP donxua Goime 5 unu 13 cumeonos.

PucyHok 85. 3HayeHue Open 8 packpbigarouiemcs criucke Cemeeast aymeHmugukayusi.
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MapameTp OnucaHue

Tonvko Ona muna aymenmucghuxayuu Open.

YtoOmI aKTHBUPOBATH WEP-mmdpoBanue, CJIBUHBTE

Bkniounte MepeKIoYaTeb BIPaBo. [Ipu 3TOM Ha CTpaHHUIE OTOOpassITCs
wucppoBanne WEP | packprisarommiics cmcox Homep knouya mo ymomuaHwio,
nepekiouarens Knrov wmndpoaHma WEP kak HEX u detsipe
noist Knroy wudposaHums.

Howmep kntoya no Howmep kitoua (ot 1-ro 10 4-ro), KOTOpPBIH OyIeT MCIONIBb30BaThCS
yMon4yaHuio st WEP-mudpoBanus.
Knrou wncppoBanHna | Casunste NepeKIIFoYaTeb BIIPABO, 9TOOBI 3aj]aTh
WEP kak HEX HIECTHAIATePUIHOE YHCIIO B KAYECTBE KITF0Ya s U pOBaHHUSL.

Kimtoun nns WEP-mmmdposanus. [Ipu mudpoBaHur UCTIONB3yeTCs
KITIOY, HOMEp KOTOPOTO yKa3aH B pacKpbiBatomieMcs crricke Homep
KIoYa no ymonyaHur. HeoOxomumo 3amoNHUATH BCE TONIS.
Haxvmure Ha 3Hauok [lokasaTb (&), uToOBl OTOOpa3UThH

Knroyu wmudpoBaHus
(1-4)

BBEAECHHBINA KJIFOY.
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PykoBoacTBo nonb3oBarens

Ilpu BeIOOpe 3HaueHuss WPA-PSK, WPA2-PSK wm WPA-PSK/WPA2-PSK mixed nHa
CTpaHHIIE OTOOPAKAFOTCS CIIEAYIONINE HACTPOHKH:

HacTpoiikm besonacHocTH

CeTeean ayTeHTHDHKaLWR

WPA2-PSK -
Mapone PSK*

asnsnans F=)
® Anuxa napons domxHa Beime om & do 63 ASCI cumeonos

Tun WpposaHna*

AES A
Mepwog oGHOBNEHWA rPYNNOEOMD KNoHa (B cekyHaax)”

3600

PucyHok 86. SHayeHue WPA2-PSK & packpbisaroujemcsi criucke Cemeeasi aymeHmughukayusi.

MapameTp OnucaHune

[Mapone mis WPA-mmdposanus. Ilapoas MoxeT coCTOSTh U3
nudp, TaTHHCKUX OYKB BEPXHETO M HIXKHETO PErHcTpa U Apyrux
Maponb PSK CHUMBOJIOB, JJOCTYITHBIX B aMEPUKAHCKOM PacKIaKe KIaBUaTyphl’.
Haxvute Ha 3Hadok [lokasaTb (%), uroObl 0TOOpa3UTh
BBEJICHHBIN MTAPOJIb.

Tun wundpoBaHus Mexanusm mmdposanus: TKIP, AES umu TKIP+AES.
[lepyox BpeMeHu (B CEKyHOax), MO HUCTEUYECHUH KOTOPOIO
NMepuoa o6HOBNEHUA TEHEPHUPYETCS] HOBBIM KIIOY IS ITHUGPOBAHUS TIO TEXHOJIOTHH
rpynnoBoOro Krnio4va WPA. Eciu B pgaHHOM 1ojie yka3aHO 3HaueHue O, K04

OOHOBJIATHCS HE OYJIET.

4 0-9,A-Z, a-z, ipober, I"#$%& () +,-/<=>2@[\]* ¢

I~
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PykoBoacTBo nonb3oBarens

[Tpu BeiOOpe 3naucHuss WPA, WPA2 wiu WPA/WPA2 mixed na crpanuie oToOpaykaroTCs
CIIEAYIONINE HACTPOUKU:

HacTpoiikmn BesonacHocTK

CeTenan ayTeHTUDMKaLNA

WPA2 -
)7 WPA2 npengapuTensHas ayTeHTUMKaLms
IP-agpec RADIUS-cepeepa”

192.168.0.254

Mopt RADIUS-cepeepa®

1812

RADIUS kniod wrdposaHua”

dlink

Twn wwdpoeaHwa”®

AES -

Mepron o6HOBNEHKWA MPYNNOBOMD KNoYa (B cekyHaax)®

3600

PucyHok 87. SHauyeHue WPA2 g packpbigarouwiemcs criucke Cemeeass aymeHmudbukayusi.

MapameTp OnucaHne

ChaBuHBTE TMEpEKIoYaTesib BIpPaBO, YTOOBI aKTHBHPOBATH
WPA2 npeaBapuTernibHas | npeaBapuTeIbHYI0  ayTeHTU(OUKANMIO TIPU  HCIIOJIB30BAHUU

ayTeHTUdmMKauma texHoiorun WPA2 (ortoOpaxaercs tompko s turioB WPA2 u
WPA/WPA2 mixed).

IP-agppec RADIUS-

cepBepa IP-anpec RADIUS-cepsepa.

Mopt RADIUS-cepBepa | Homep nopra RADIUS-cepBepa.

[Taponb, ucnonb3yeMblii TOUKOW JOCTyIa JJIsi B3aUMOJCHUCTBUS C
RADIUS-cepBepoMm (3Hau€HUE ATOrO MapaMmerpa OMpeAeNieHO B
Hactpoiikax RADIUS-cepsepa).

RADIUS knroy
wncppoBaHuaA

Tun wndpoBaHua Mexanusm mmdposanus: TKIP, AES unmu TKIP+AES.

[lepmon BpemMeHM (B CEKyHIax), IO HWCTEYEHHH KOTOPOTO
Mepunon o6HOBNEHUA TCHEPUPYETCS] HOBBIM KIFOY IS MH(POBAHUS 1O TEXHOJIOTHUH
rpynnoBoro Knio4a WPA. Ecnu B jgaHHOM 1mode Yyka3aHO 3HaueHue 0, Koy
OOHOBJIATHCS HE Oy/eT.
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PykoBoacTBo nonb3oBarens

[Tocie 3amanus HeOOXOAUMBIX TTapameTpoB HaxxMuTe kHonnky MPUMEHUTD.

YroObl 3amaTh JOpyrue MapaMeTpbl JJisi OCHOBHOW WJIM JONOJHUTEILHOW CETH, BbIOCpHUTE
COOTBETCTBYIOIIYIO CTPOKY B TalOjWIle W HaXMHTE JIEBYI0 KHOMKY MbIIKH. Ha OTKpbIBIIEHCS
CTPaHHUIIE U3MEHUTE HEOOX0uMbIe mapameTpbl  Haxkmute kHonky MPUMEHUTD.

YroObl yoaluTh AOMOJTHHUTENBHYIO OECIPOBOTHYIO CETh, YCTAaHOBHTE (DIIaXKOK, PAaCIIONOMKESHHBIN

ceBa OT COOTBETCTBYIOLIEH CTpoKHM B Tabnuue, u Haxmute kHonky YOANWUTb ([U)). 3arem
naxxmurte kaonky MPUMEHUTD.
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PykoBoacTBo nonb3oBarens

YnpaBneHue KJiImneHTaMu

Ha crpanunie Wi-Fi /| YnpaBneHne KnueHTamMum Bsl MoxeTe NPOCMOTPETh CIHCOK
0eCIPOBOTHBIX KIIUCHTOB, MOKITIOYCHHBIX K TOUKE TOCTYTIA.

€ OcHOBHbIE HACTPOIiKM YnpaBneHve KaneHTamu

Cnucok Wi-Fi-knneHTtoB OEHOBWUTb
Cnucok SEEI'I pUBD,quIX KNWEHTOB, NOAKNHHYEHHBIX K MaPLIprTMBETOPy

D Wma ycTpoiicTea MAC-aapec AwnanazoH MmA ceTw (SSID) YpoBeHE CMrHana Bpems noAknK4eHWA

|:| android-c2dfesf...  D0:17:C2:00:29:85 2.4y, DAP-X)XX-BD26 = 70% 0 MWH.

PucyHok 88. CmpaHuua 0115 yrpaeneHusi MooKIYeHHbIMU 6ecripo8odHbIMU ycmpolicmeamu.

Ecnmu HE0OX0AMMO OTKIIOYHTH KaKOe-IMOO YCTPOHCTBO OT OECHpOBOAHON CETH, YCTaHOBHTE
¢maxok B cTpoke, comepxameii MAC-ampec 3TOro ycTpoWCTBa, W HaXMHUTE KHOIKY
OTKINIOYANTD.

UtoObl Ha cTpaHHWIC OTOOpa3wiach camas aKTyaJibHas uWHGoOpMarus 00 YCTpPOWCTBax,
MOAKITIOYEHHBIX K OecrpoBoaHoit cetu, Haxkmute knonky OBHOBUTD.

Uro0bl MPOCMOTPETH MOAPOOHYI0 MH(POPMAIMIO O MOJKIIOYCHHOM YCTPOWCTBE, IIEIKHUTE JIEBOU
KHOIIKOHM MBIIIIN Ha CTPOKe, copepxanieit MAC-aapec 3Toro ycTpoicTsa.
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PykoBoacTBo nonb3oBarens

WPS

Ha crpaunune Wi-Fi / WPS Bri MmoxxeTe akTUBHPOBATh (DYHKIIHIO HACTPOWKH OCCIPOBOIHON CETH,
a TaKXke BBIOPATh CIo0co0 MOIKITIOUEHHUS K OSCIIPOBOTHOM CETH.

Oynkuus WPS no3Bosser aBTOMAaTHUECKM HACTPOUTH 3aIIMIICHHYIO OECIpPOBOJHYIO CETb.
YcrpoiicTBa, MOAKIIOYaeMble K OeCIIPOBOJHON CETH TOYKU JOCTyma ¢ nmomoluisio ¢pyHkuuu WPS,
JIOJDKHBI TIOJIEPKUBATH TaHHYIO (DYHKIIUIO.

' @Oyukius WPS mo3Bonser g00aBlidTh YCTPOWCTBA TOJIBKO K OCHOBHOW OecHpOBONHOM
= CETH TOYKHM JAOCTYIIA.

/1115 Mcnob30BaHUS ATOM (QYHKIIMK HEOOXOIMMO 3apaHee 3a1aTh JUisd OCCIPOBOIHOW CETH
THUII ceTeBOM ayreHTH(uKanmu Open ¢ BeikaroueHHbIM 1nppoBannem, WPA2-PSK wiu
WPA-PSK/WPA2-PSK mixed ¢ meronom mubposanus AES. Ecnu 3ananbel apyrue
HACTPOWKH 0e30macHOCTH, dieMeHThI cTpaHuiltl WPS HenocTymHbI.

£ Havano WPS i

WPS

dyHkuma WPS noseonseT aBToMaTMYECKW HACTPOWUTE 3aluMLLeHHY BecnpoBogHyio ceTb. YeTpoicTea, Nnogknyaemble K GecnpoBogHoil ceTu
MapLpyTu3aTopa ¢ noMolbio dyHkuuM WPS, nomxHbI noaaepxuBaTe aHHY hyHKUMIO

BbIKNMKOYUTE WPS

Ynpasnernne WPS MHhopmaums
Cratyc WPS: CKOH(MIYpUpoBaHo
YCTAHOBWTb COEOWHEHME
PIN-Koa no yMon4aHuio: 12345670
WMmsa cetw (SSID): DAP-300P-086A
A Brniovate Wi-Fi npw aktueaumum dyHkumm WPS ¢
MOMOLLIbIO aNNapaTHOM KHOMKN CeTesas ayTEHTUMOWKALMA: WPA2-PSK
LudbposaHue: AES
@ CdeuHbme NepeknoYamens aneeo, Ymobbl 3anpemums axmovenus Wi-
FirWPS npu akmusayuu gyHxuuy WPS © moMouiso coomasmomayowsd napol'lb PSK: 12345670

annapam-yol KHOmKUY

OBHOBWUTbH CBPOCHTb KOHOUIYPALIUIO

PucyHok 89. CmpaHuua 0ns HacmpouUku gyHkuuu WPS.

UYroObl aktuBupoBath GyHKI0 WPS, Haxkmute knonky BKITHOYUTb WPS.
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PykoBoacTBo nonb3oBarens

Ecnu dynkust WPS aktuBupoBaHa, Ha cTpaHulle 10ocTyneH pasaen MHdopmaums.

MapameTp OnucaHue

Cocrosnue ¢pyukiuu WPS:

* CKoOHdurypupoBaHO  (3amaHbl  BCE  HEOOXOAMMEIE
HACTPOWKH, OTH HACTPOMKK OyIyT HCIONB30BaHBl TPHU
YCTaHOBKE OECIPOBOIHOTO COCMHEHHS),

Cratyc WPS
* He ckoHdurypupoBaHo (mocie akTHBAUU (QYHKIUH

WPS HazBanue cetm M Kio4 mu@poBaHus OyayT 3alaHbl
aBTOMAaTHYECKH, TUIl CETEBOM ayTeHTU(UKAIIUN U3MEHUTCS Ha
WPA2-PSK).

PIN-xkon toukm nocryna. [laHHBII MapaMeTp HCHOIB3YETCS NPH
PIN-koa NO yMONYaHWIO | TIONKIIIOYEHUH TOYKH JOCTYNa K YCTPOWCTBY-PETHCTPATOpy JUISt
3amanus mapameTpoB pyHkun WPS.

Umsa cetn (SSID) Ha3zBaHwue ceTr TOUYKH TOCTYyTIA.
CeTteBas . .
Tun ceteBoit ayTeHTU(UKAINH, 3aJaHHBINA JJIs1 CETH TOYKH JOCTYIIA.
ayTeHTUdmkKauma
LndpoBaHue Texymuii Tum mdpoBaHs, 3aTaHHBIA TSI CETH TOYKH JIOCTYIIA.
Texymuit naposp 1mKMdpoBaHus, 3aJaHHbIA IS CETH TOYKH
Maponb PSK Y P p
JIOCTYTIA.
Haxmute KHOIKY JIs OOHOBJICHMS JaHHBIX, IPEJICTABICHHBIX Ha
OBHOBUTb ! v A 8 pei
JTAHHOW CTPaHHMIIC.
CBPOCUTb . 5 o WPS
aKMHTE KHOIKY JUIst cOpoca mapaMeTpoB (QyHKIUK )
KOH®UIYPALINIO Y poca Hapavietpos &y
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PyKOBO,EI,CTBO nonb3oBarend

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHmepapetica

JIns MOAKIIOUYEeHHMsT K OCHOBHOHM OecrpoBOogHON cetn ¢ momombio Meromga PIN ¢ynkmun WPS
BBITIOJTHUTE MEPEUUCIICHHBIC HUKE ICUCTBUA.

1.

2
3.
4

7.

Haxxmute knonky BKITKOYUTb WPS.
B paznene YnpaBneHue WPS naxmute knonky YCTAHOBUTb COEOUHEHUE.
B otkpriBiieMcst okre B packpsiBaroiiemcs crrcke WPS-meTopn seibepute 3nauenue PIN.

Brei6epure metoq PIN B mporpaMmHOM obOecriedeHHH O€CIpOBOIHOTO YCTPOWCTBA,
MOAKIII0OYaeMOT0 K O€CITPOBOTHOM CETH.

Haxxmute COOTBETCTBYIOLIYIO KHONKY B HpPOrpaMMHOM oOecledeHuu OecrpoBOAHOIO
YCTPOICTBA, MOJKIOYaEMOT0 K OECIIPOBOIHOM CETH.

Cpazy BBemaute PIN-ko, yka3zaHHBIN Ha KOpIyce MOAKIIOYaeMOro YCTPOMCTBA MIIM B €T0
nporpaMMHOM oOecniedenny, B osie PIN-kog.

Haxxmute knonky COEAUHUTD B web-unrtepdeiice Touku gocryma.

Jlist moAKITIOYeHHsI K OCHOBHOM OecnpoBoHOM cetu ¢ momoiisio Meroga PBC ¢ynkmum WPS

BBITIOJITHUTE ICPCUUCIICHHBIC HUKC I[CI\/JICTBI/UI.

1.
2.

Haxxmure kHonky BKITIOUYUTb WPS.
B paznene YnpaBneHune WPS naxmure knonky YCTAHOBUTb COEAUHEHMUE.

B otkpeiBmieMcsi okHe B packpbiBaromiemcs crnimcke WPS-MeToa BeiOepute 3HaueHUE

PBC.

Beibepute meton PBC B mporpaMMHOM o0ecredeHuH OeCcTpOBOIHOIO YCTPOWCTBA,
HOZIKITIOYaeMOT0 K OECTIPOBOIHOM CETH.

HaxxMuTEe COOTBETCTBYIOIIYIO KHOIKY Ha KOpPIYCE WJIM B HPOTPAMMHOM OOECIICUCHUH
OECIPOBOTHOTO YCTPOMCTRA, TOIKIFYaeMOro K OECIIPOBOIHON CETH.

Cpazy naxxmure kHoniky COEAUHUTD B web-untepdeiice Touku gocrymna.
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PykoBoacTBo nonb3oBarens

HaCTpoﬁKa TOYKM AocTyna

WMM

Ha crpanune Wi-Fi / WMM Bsi moxxere aktuBupoBars dyakimo Wi-Fi Multimedia (WMM).

Oynkiuss WMM peanuzyer mexanuzm QoS s O6ecnipoBoAHBIX coeauHeHH. OHa Mo3BOJsET
YAy4IIUTh KayecTBO mepenaud AaHHbIX 1o Wi-Fi-cetm 3a cuer Ha3HaueHHs NPHOPHUTETOB
pa3IMYHBIM TUIIAM TpadHKa.

Yrobsl BkIr0UnTh QyHKImo WMM, naxkmute kaornky BKITFOUUTD. Tlpu BritrouenHON GyHKINH
WMM Ha ctpanuiie otodpaxarorcs pa3aeisl Todka goctyna u CtaHums.

£ Ynpaenetue knueHTamu

Wi-Fi Multimedia

MexaHnam ynyylweHns kavecTsa paboTel DecrnpoBofHON ceTh. He pekoMeHOyeTcA CaMOCTOATENBHO M3MEHATE 3aaHHble NapameTpbl

BbIKNHO4YNUTb

To4ka gocTyna

AC

BK

BE

Vi

VO

AIFSN

CWMin

31

15

7

CraHums
CWMax TXOP ACM  ACK AC AIFSN
1023 0 off off BK 7
63 0 off off BE 3
15 94  off off Vi 2
7 47 off off VO 2

CWMin

CWMax

1023

1023

15

7

PucyHok 90. Cmparuya dnsi Hacmpouku yHkuyuu WMM.

B cucreMe 3amgadbl Bce HEOOXOIMMBIE IAapaMETPEI

JISL

TXOP

94

47

ACM

off

off

off

off

gk WMM. H3MmeHenue
[IapaMeTPOB BPYYHVIO MOXKET OKa3aTh HETAaTWBHOE BJIMSHHE Ha Bary 0ecrpoBOIHVIO

CETh.
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PykoBoacTBo nonb3oBarens

Oynkuus WMM no3BosisieT Ha3Ha4aTh MPUOPUTETHI IJIsI YEThIPEX Kareropuil moctyma (Access
Category, AC):

*  BK (Background, ¢onosviii pexcum) — tpaduk ¢ HH3KAM HPUOPUTETOM (3a7aHUS Ha
nevarh, 3arpyska (aisios, mp.);

* BE (Best Effort, rnyuwee kauecmso u3z 603moxcrno20) — TpaduK OT yCTapEBIIUX YCTPOUCTB
WIN YCTPOKHCTB U NPUIIOKEHHI, KOTOPbIE HE TOAePKUBAIOT PyHKIHIO QOS;

* VI (Video, nepeoaua suoeo);
* VO (Voice, nepeoaua 2onoca).

[TapameTpbl KaTeropuii AOCTyMa OMpeaesieHbl KaK Il caMOi TOYKH JocTymna (B pasiene Touka
[OCTYNa), Tak u s OCCIPOBOIHBIX YCTPOMCTB, MOAKIIOUEHHBIX K Hel (B pasaeine CTaHUMA).

UToOBl M3MEHHUTH MapaMETPhl KaKOW-THOO KaTEeropuu JOCTyMa, BBIOEPHUTE COOTBETCTBYIOIIYIO
CTPOKY M HAXMHUTE JICBYI0 KHOMKY MBIIIA. B OTKPBIBIIEMCS OKHE HW3MEHHUTE HEOOXOIUMBIC
napaMmeTphl.

Pe,ﬂaKTHpOBaHHe TOYKN

poctyna: Best Effort

AIFSN*
3 -
CWMin
15 v
CWMax
63 v
TXOP*
0
) ACM
ACK
3AKPbITb

PucyHok 91. OkHo 0nsi usmeHeHuUs napamempos ¢pyHkyuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  kosgppuyuenm
nepemMeHHO20 MeNCKa0po8o20 UHMeP8ad.

AIFSN OTOT mapaMeTp BIUSET HAa BPEMEHHYIO 3aJep>KKy IS JTaHHOM
KaTeropuu noctyna. Yem MeHbllle 3HaYEHUE NAHHOTO IapamMmerpa,
TEM BBIIIE TPUOPUTET KATETOPHH TOCTYTIA.
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MapameTp OnucaHue

Contention Window Minimum — MuHumanbHulli pasmep OKHA

KOHKYPEHRMHO2O docmyna.

Contention Window Maximum — MaxkcumanvbHulll pamep OKHA
KOHKYDEeHMHO20 00Cmynd.

CWMin/CWMax

OTH mapaMeTphl BIUSIOT Ha BPEMEHHYIO 3aJCPXKKY IS JaHHON
kareropun jgoctyna. 3Hadenue moiast CWMax He MOKHO OBITH
menbiie 3HaueHus nos CWMin. Uem MeHbIe pasHUIla MEXKIY
spagenneM nors CWMax u 3nauenuem ot CWMin, tem Beie
HPUOPHUTET KATETOPUHU JOCTYIIA.

Transmission Opportunity — 803MOXCHOCMb nepedais OAHHBIX.

TXOP UYem Oonpllie 3HAYEHUE JAHHOTO MapameTpa, TEM BBIIIE MPUOPUTET
KaTeropuu J0CTYIIA.

Admission Control Mandatory — obazamenvhvlii  KOHMpPOIb
donycka.

ACM
Ecnu mepexiouarens CABHHYT BIIPaBO, YCTPOMCTBO HE MOXET
UCII0JIb30BaTh JAHHYIO KaTETOPHIO JOCTYTIA.
Acknowledgment — noomeepoicoenue npuema.
Peaknmst Ha 3ampochl OTKJIMKA BO BpeMs Iepeladd JTaHHBIX.
OtoOpaxaeTcst TONBKO B pa3zene ToYKa gocTtyna.

ACK Ecnu nepexuttouarens CIBUHYT BJIE€BO, TOUKAa JOCTyIa OTBEYaeT Ha

3aIpOCHI.

Ecmu NEPCKIOYATCIIb CABUHYT BIIpaBO, TOYKa JOCTYyIIa HC OTBCYACT
Ha 3aIpOChI.

Haxxmute kHonky COXPAHUTD.
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PykoBoacTBo nonb3oBarens

KnueHTt

Ha crpannie Wi-Fi / KnueHT Bbl MoXxeTe HACTPOHTH yCTPOWCTBO B Ka4eCTBE KIUCHTA LIS
TO/IKJITFOYCHUST K OSCIPOBOJIHOM TOUYKE JIOCTYIA MM K CeTH OSCIPOBOIHOTO MHTEPHET-TIpOBaiiiepa
(WISP).

( KoHdpmrypaums KnueHt ||

. Brnounts

. Bewars GecnpoeogHyio ceTe 2.4 Ty

MogenioyeHne K cetu

BeibpaTk ceTk W3 cnncka -

NPUMEHWUTDb

BBCHDOBO}J,HI:-IE ceTtun OBHOBWTb CNUCOK

Wma cetu (SSID) Hactpoiikn BesonacHocTy Kanan

s DAP-600P1 [WPA2-PSK] [AES] 1

PucyHok 92. CmpaHuua 0511 HacmpouUku mo4ku docmyra 8 Kadecmee KrueHma.

YroObl HACTPOHWTH YCTPOWCTBO B Ka4yecTBE KIUEHTA, CABHHBTE IEepeKiIodaTens BKNHOUUTL
BIIpaBo. [Ipu 3TOM Ha cTpaHulle OTOOPaXKAIOTCS CIEAYIONINE JIEMEHTHI:

MapameTp OnucaHwue

Ecnu mepexiouarens CIBUHYT BIIEBO, YCTPOWCTBa HE MOTYT
BewaTtb 6ecnpoBoaHy| moakimouarkesi Kk Wi-Fi-cetn Touku mocrtyma. Ilpu 3TOM Touka

cetb 24Ty JIOCTYTIa MOXET MOJKII0YAThCS K JPYroi TOUKe JOCTYyIa B Ka4eCTBE
Wi-Fi-knuenra.

MoakntoyeHune K cetn | Crioco0 MOAKITIOYCHHS K IPYTOH TOYKe JOCTYTIA.

B pasnene BecnpoBogHble ceTU oToOpakaeTcs CIHMCOK JOCTYIHBIX OCCIPOBOIHBIX CETCH.
YroObl Ha cTpaHuUIle 0TOOpa3MiIach caMasi akTyajabHass HHPOPMAIUS O TOCTYITHBIX OECIPOBOIHBIX

cersix, Haxmute knonky OBHOBUTb CINUCOK.

YtoObl MOIKIIOUUTHCS K KaKOW-THOO CEeTH U3 CIIMCKA, BBIICIUTE HE0OXxonumyro ceTtb. CABUHBTE
nepekirouareib [lapaMmeTpbl CeTU BhpaBo, uTOOBI B OKHE OTOOpaswiach Ooliee MOAPOOHAs
uHpOpMAIUS O CETH, K KOTOPOH MOIKIIOYAeTCsS TOYKa JOCTyna. Ecim nis MOIKITIOYeHUs K dTOU
CeTM HYyXEH T1apoib, BBEIUTE €ro B COOTBETCTByMoIlee moie. HaxmuTe KHONKY

NOAKIKYNTBLCA.
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YT0OBI TOIKIIOUUTHCS K CKPBITOM CETH, B packpbiBaromemMcs ciucke lNogknioyeHne K cetu
BbIOepuTe 3HaucHue MOAKMIOUYMTBLCA K CKPbITOM ceTWU. Beenute HaszBanue cetu B noie UMsa
cetn (SSID). Eciau neodxoaumo, 3amonuute nosie BSSID. 3arem BoiOepuTe HEOOXOIMMBII THIT
ayreHTu(ukanuu B cnucke CeTeBas ayTeHTUdMKaums.

s tumoB cereBoii aytentudukannun Open u WEP Ha crpanuiie oToOpakarTcs ClaeIyronue
HaCTPOMKU:

MapameTp OnucaHwue

Tonvko O muna aymenmugpurxayuu Open.

UtoOmI AKTUBHUPOBATh WEP-mmmdpoBanue, CIBUHBTE

BxniounTte nepekirovarens BrapaBo. [Ipu 3ToM Ha cTpaHuile OTOOpassaTCs
wudpposanne WEP | ,ackprisarommiics cmcox Homep knouya mo ymomnuaHwio,
nepexirouareas Knrod wudgppoBanna WEP kak HEX u getsipe
nosst Knroy wundgpoBaHus.

Homep knto4a no Homep wiroua (ot 1-ro g0 4-10), KOTOPBIHA OyIET MCIOJIBb30BaThCS
yMon4yaHuio st WEP-mudpoBanus.
Krntou wudcposaHus CnBuHbTE MepeKIIoYaTesb BIIPaBo, YTOOBI 3a]1aTh
WEP kak HEX HIECTHAIATEPUYHOE YHCIIO B KQYECTBE KITHOUa JIIsl IIU(POBAHUSI.

Kmroun mis WEP-mmgpoanus. [Ipu mmppoBanum ncnonb3yercs
KJIFOY, HOMEp KOTOPOTo YKa3aH B packpbiBaroiemcs crircke Homep
Kno4ya no ymosn4yaHuio. HeoOxoqumo 3amoiHUTH BCE TOJS.
Haxxmute Ha 3Hauok [lokasaTb (&), uToOBl 0TOOpa3UThH

Knwoy wmndcpoBaHus
(1-4)

BBEJICHHBINA KJIFOY.

Hns tumo cereBor ayreHTH(ukaimu WPA-PSK, WPA2-PSK u WPA-PSK/WPA2-PSK
mixed Ha cTpaHHIle 0OTOOPAKAIOTCS CIICAYIOIINE TTOJS:

MapameTp OnucaHwue

[Tapons s WPA-mmdposanus. Haxvure Ha 3Hadok [NokasaTb
Maponsb PSK oI A dp y
(&), 4T0OBI 0OTOOPA3UTH BBEICHHBIN KITFOY.

Tun wundpoBaHns Mexanusm mmdposanus: TKIP, AES nin TKIP+AES.

[Mocne 3amanust napamerpoB Haxmute knonky MPUMEHUTD.

[Ipu noxpxitoyeHHH K OECIPOBOAHOM TOYKE JOCTyma KaHain OecrnpoBopHoi cetu DAP-300P
ABTOMAaTHUYECKU NEPEKITIOUNTCS HA KaHaJ 3TOW TOYKH JIOCTYTIA.

Kpome toro, Ha cTpanuiie otoopasutcs pasaen MHopMauma o noaknoveHUn, B koropom Ber
CMOXETE TOCMOTPETD CTATyC MOAKIOYCHUSA K CETH 1 OCHOBHBIC €€ IMMapaMETPhI.

Ecniu Bpl monmkmodyaerech K ceTd OecnpoBogHOro wuHTepHET-mipoBaiiaepa (WISP), mocne
HAaCTPOWKHM YCTPOMCTBa B KayecTBe KIMEHTa HeoOxoauMo co3nath WAN-coeanHeHne ¢
COOTBETCTBYIOIUMH MapameTpamu it natepdeiica WLAN.
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AononHuTesnbHO

Ha crpanune pasnena Wi-Fi / [lononHUTeNbHO Bbl MOeTe OMPENETUTh JOTMOJHUTEIbHBIC
napaMeTphl, BIUSIONINE Ha paboty Bameit 6ecipoBoiHOM ceTH.

HN3MeHeHNd mapaMeTpoOB HA HAHHOW CTPAHMIIE MOTYT OKA3aTh HETATHBHOE BIWSHHUE HA
®  Bamy 6eclipoBONHYIO CETb.

£ Hauano JononHnUTENEHO

[JononHuTteneHble HacTporku Wi-Fi

Bel MoeTe onpeaenuTb AONONHUTENbHLIE NapaMeTpbl, BNusAoMe Ha paboTy Bawei becnposogHon ceTu.

LnpuHa kaHana B/G-3awmTa

20/40 MI'y, - Auto -
@ Hornonesosanue WUpUHL! 00HOS0 UMW HECKONBKUX KaHanos BecrnposodHod Short G

CEMU 0IHOSPEMERHD BKMHOMUTE -

@ Texywasn wupuHa kadana: 20 My

B cafsu ¢ Hacmpoldrkamu yempolcmeaa JOCMYTIHE MONbBKD MEKYLUERA LWUDUHE Mepyon sewanmA beacan-cipeimoe (B MUNMMCEKYHAAX)

KaHamna 1 00
)= AstocornacosaHue 20/40 (Coexistence) Mopor RTS (s Garrax)*
2347
MowWHOCTE M3NyYyeHUA (B NpoueHTax)
100 -

Mopor hparmeHTauny (2 GaATax)*

2346

Mepuog DTIM (e beacon-cpermax)*

1

Bpema Ge3nefcTENs 00 OTKMIOMEHWA (B cekyHaax)”

0

PucyHok 93. Cmparuya dornonHumeribHbiX Hacmpoek 0718 6ecripogodHoU cemu.

Ha CTpaHULC MPCACTABIICHLI CICAYIOMIUC DJICMCHTBI:

MapameTp OnucaHune

[[upuna kanana st ycrpoicts crangapra 802.11n.

e 20 MIy - wmentsl crapmapra 802.11n paboraror Ha
LLvpuHa kaHana KaHanax mupuHoi 20 MI .

* 20/40 MINy — xmentsl cranmapra 802.11n paboraror Ha
ka"ayax mmpuHor 20 MI't wm 40 MI'.
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MapameTp OnucanHune

ChBuHbTE TepeKiIroyarelnb BIPaBO, YTOOBI TOYKAa JIOCTYIA
aBTOMAaTHYECKU BbIOMpana mmpuHy kaHana (20 MI'u uinu 40 MI'n),

HamOonee TOAXOMAIIYI0 JJis padOThl ¢ TOAKIIOYECHHBIMU
ABTOCOrnacosaHue

. cTpoiicTBaMHu (Takasg HACTPOMKa MOXKET C IIECTBEHHO CHU3UTH
20/40 (Coexistence) ye1p ( P y

CKOpOCTh  Iepeflaud  JaHHBIX B ceTH).  Ilepexiodareb
oroOpakaercsi, ecnmd B coucke LWnpuHa kKaHana BseigesneHo
3gaueHue 20/40 My,

MowHoCTb n3ny4yeHua | MomHOCTh NepeaaTIrka (B MPOIEHTaX ).

@OyHKIMA 3amuThl  ycTpodcTB craHmapra 802.11b u 802.11g
UCTIONB3yeTCS JIi YMEHBIICHHS KOJIMYECTBA KOH(MIMKTOB MEXKITY
ycTpoiictBamu Barieit 6ecripoBogHOM CETH.

Bo3MoxxHbIC 3HaUCHUS:

hd AUtO — (I)YHKI_II/ISI 3alllUTBI BKJIIFOHACTCSA W BBIKIIFOYACTCSA

ABTOMATHUYCCKM B 3aBHCHUMOCTH OT COCTOsIHHUA CCTHU
B/G-3awuTa . .
(pexomenayercsi, ecniu B Bameil cetm ecte ycrpoiicTBa

crangapta 802.11b u ycrpoiictsa crangapra 802.11g),

* Always On — ¢yHKIHs 3amUThl BCEra akTHBHA (Takas
HacTpoiika MOJKET CYILIECTBEHHO CHU3UThH
MIPOU3BOAUTEIHLHOCTh OECIIPOBOTHOM CETH),

* Always Off — ¢pynkiust 3amuTh Bceraa HeakTHBHA.

3amuTHBIA WHTEpBal (B HaHOCeKyHnax). JlaHHbIA mapameTp
onpezeNsieT UHTEpBAJ MEXKIy CHUMBOJAMH, MEpeJaBacMbIMU TMpU
B3aMMO/ICHCTBUY TOYKH JIOCTYIa ¢ O€CIPOBOAHBIMU YCTPOUCTBAMH.

« BknouuTb - ToOYka JOCTyma WCIOJB3yeT KOPOTKUMN
3alMUTHBIA ~ HMHTEpBaJl, MPOAODKUTEIBHOCTE  KOTOPOTO
cocraiasier 400 Hc. Tompko A  peXUMOB  pabOThHI
OecnpoBOHON ceTH, moanepkuBaromux crasgapt 802.11n
(cM. 3HaUEHME pacKpbIBarolierocs cnrucka becnpoBogHon
pexum Ha crpanuie Wi-Fi / OCHOBHble HACTPOWKM).

Short GI

*  BbIKNIOYUTL — TOYKA JOCTyNa MCIONIB3YeT CTaHIApPTHBIN
SaHII/ITHLIﬁ I/IHTepBaJ'I, HpO}IOJ’DKI/ITeJ'IBHOCTI) KOTOpOFO
cocrasiger 800 Hc.

MNepuopa BewaHus WHTepBan (B MMJUIMCEKYHZAX) MEXAy OTIPaBKOW IAaKETOB MJIs
beacon-thpenmoB CHHXPOHH3AIMU OECIIPOBOIHOM CETH.

MuHuManbHBIA pa3Mep makera (B OaidTax), Jjis KOTOporo Oyaer

Mopor RTS
por nepenaBarbest RTS-kazap.
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MapameTp OnucanHune

MakcumanbHBI  pa3Mep  HedparMeHTHpyeMoro  (HEAEIHMOro)
Mopor cbparmeHTaumm | naxera (B Oaiitax). [lakeTsr Gonbliero pasmepa GhparMeHTHPYIOTCS
(pa3OuBaroTcs Ha YaCTH).

KomuuectBo  beacon-gpeiimoB  mexay  ornpaBkorr  DTIM-
Mepuvop DTIM cooO1eHn# (yBEJIOMIICHUH O TMOCJICIYIONICH IMPOKOBEIIATEIbHON
(broadcast) wim rpymnmoBoit (multicast) mepegaue).

WutepBani (B CeKyHIaX) MeXAy IPOBEPKAMU AaKTMBHOCTH
0eCIIpOBOJHBIX YCTPOMCTB, BXOMSIIMX B JIOKAIBbHYIO ceTh. Ecmm
3a/1aHo 3HayeHue 0, MpOBEPKA HE BBINOIHSIETCS.

Bpemsa 6e3gencteus go
OTKNIOYeHns

[Toce u3menenus mapameTpos Haxxmure kHonky MPUMEHUTD.
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MAC-cbunbTp

Ha crpanuiie Wi-Fi / MAC-cdounbTp Bor Mmoxete onpeaenuTs ciicok MAC-aipecoB yCTpOHCTB,
KOTOpBIe OyIyT MMETh JIOCTyn K OecmpoBomHOUM cetw, nubo 3amate MAC-agpeca yCTpPOWCTB,

KOTOPBIC HE CMOT'YT IMOAKJIIKOYATHCA K HEH.

Pexkomennyvercss HactpauBark Wi-Fi MAC-buisTp 4yepe3 IPOBOJHOE MOAKIIYEHUE K

= DAP-300P.

£ Koncburypauus MAC-duneTp

MAC-dwuneTp

DAP-300P-986A
(D Otkmoueto

OUNLTPSI
He cospaxo HW ogHoro npasuna ana MAC-gunsTpos

! Pekomenayetcsa HacTpausate Wi-Fi MAC-(MnLTp Yepes NnpoBoAHOE NOAKIIOHEHWE K YCTPORCTBY

PucyHok 94. CmpaHruua 0ns Hacmpoltiku MAC-¢unbmpa 0 6ecripogodHol cemu.

ITo ymomuanuto Wi-Fi MAC-GunbTp OTKIIOUEH.

Is mactpoiiku MAC-¢unerpa cHavasia HeoOXomuMo 3anarh mpaBuia (ykasate MAC-aapeca
YCTPOWCTB, IJIsi KOTOPBIX OYyAyT NMPHUMEHSTHCS PEKHMBI OTPAaHWYCHUH, 3aaBaeMble HA JaHHOU

crpanwuiie). J{is storo naxkmute kHonky JJOBABUTD ( -+ ).
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Ho6aBnexne npasuna

S5ID

DAP-300P-986A -

@ Coedunenue Gydem paspeiieno Ang yKalaHHoao

MAC-adpeca

Wma yerp
@ Brxniouuts

COXPAHWUTb

PucyHok 95. OkHo 0na dobaeneHus ripasuna MAC-gpunbmpa.

Br1 MmoxkeTe 3aaaTh CJIICAYIOINHEC IapaMETPHhI:

MapameTp OnucaHue

BecnipoBogHas ceTh, ns KOTOpoil OymeT IeicTBOBaTH JaHHOE
SSID npaBuiio. Beibepute HeoOXoaMMOE 3HAYEHUE B PACKPHIBAIOIIEMCS
CIIHCKE.

MAC-aapec Beeaute B monme MAC-aapec ycTpoicTBa, AJIT KOTOPOTO OyneT
JIEUCTBOBATH 3aIaHHBIN PEKUM OTPAHUYCHUH.

o HasBanme  ycrpoiictBa  ans  yaoOHOM  MICHTU(UKALUH
Uma ycTpoucTtBa .
(neobszamenvHblll napamemp). MoxxeT OBITh IPOU3BOIBHBIM.

Ecmu NEPpEKIOYaTeiib CABUHYT BIIpaBO, IIPABHUJIO AKTHBHO.
BknouuTtb CI[BI/IHLTC MEPCKIIOYATCIIb BJICBO, CCJIM XOTUTC OTKIIHOYUTH
JaHHOC IIpaBHJIO.

[Tocne 3amanust HeoOxoauMBbIX mapamerpoB HakmuTe kHonky COXPAHUTD.

YT1oOBI HM3MEHUTH IAapaMeTpbl CYIIECTBYIOIIEro IpaBwia, B paszgene PUNLTPbI BeiOepute
HEOoOXOMMOE MPaBWIIO M HAXMHUTE JICBYH0 KHONKY MBINIM. B OTKpBIBIIEMCS OKHE W3MECHHUTE
Hactpoiiku u Haxmute kHoky COXPAHUTD.

Uro0bl yaaJiuTh Kakoe-JIH0O MPaBWIO C JAHHON CTpaHHIBI, B pasicic PUALTPbI yCTaHOBHUTE
¢draxok, pacrolOKEHHBIA ClieBa OT COOTBETCTBYIOIIETO TPaBWia, M HAXKMHUTE KHOIKY

YOANUTB ( [ ).
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PyKOBO,EI,CTBO nonb3oBarend

[Tocne 3aganus npaBUi HEOOXOAUMO HACTPOUTDH PEKUMBI OrPAaHUYECHUH.

YroObl OTKpHITH OECHPOBOIHYI0 OCHOBHYIO WJIM JONOJHUTEIBHYIO CETh AJs ycTpoiictB, MAC-
ajzipeca KOTOPBIX YKa3aHbl Ha JIAHHOW CTpPAHMIE, U 3aKPbITh €€ Il BCEX JPYIHX YCTPOWCTB, B
paznene MAC-PUNLTP BbIEINTE CTPOKY CETH M HAKMHTE JICBYHO KHONKY MbIIH. B
OTKPBIBIIEMCS OKHE CIBHHBTE Mepekiaouareas Bknounte MAC-cbunbTp Bropaso. Ilpu stom
0TOOpasuTCs packpbiBaronmiicss cnucok Pexum orpaHnyeHnn MAC-cdunbTpa. Bribepute
snauenue Paspewatb u Haxmurte kHonky COXPAHUTD.

YroObl 3aKpbITh OECIPOBOIHYIO CETh AJSi YCTPOMCTB, ajpeca KOTOPBIX yKa3zaHbl Ha JaHHOM
CTpaHuIle, B packpsiBatoiiemcs crnucke Pexum orpaHuyeHun MAC-cunbTpa Boiienute
3HaueHre 3anpewaTb u Haxvute kHonky COXPAHUTD.
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HdononHumenbHo
B nanHOM pasnesne MEHIO NPEACTaBIeHa pacllIupEeHHas BEPCUs HACTPOEK TOYKHU JOCTyma. 31ech Bbl
MOJKETE:

*  BKJIOYUTH U HacTpouTb SNMP-areHT Touku 10CTyma;

*  100aBUTbH CEPBEPHI UIMEH;

* HACTPOUTh aBTOCOIVIACOBAHUE WJIM BPYUYHYIO HACTPOUTH CKOPOCTb M PEKUM JyIUIEKCa IS
kaxjaoro Ethernet-mopra Touku nocryna;

* Hactpouth MAC-dunstp;

* co3garb wiu penaktupoBath VLAN-ceTu;

* n"actpoutrb DDNS-cepsuc;

*  HAcCTPOMTH (PYHKLHUIO YBEJOMIIEHHUS O PUYMHE OTCYTCTBHUS HHTEPHET-COCAMHEHUS;
*  OIpENeIuTh CTAaTUUECKHE MapIIpPYTHI;

* Hactpouts knreHra TR-069;

*  cozJarh NpaBuiia yAaJIeHHOTOo JocTyna K web-untepdeiicy;

*  pazpemuTh ucnoiab3oBanue nporokosaa UPnP IGD;

*  aKTUBHUPOBATh BCTpoeHHOE npuinoxenue UDPXY;

*  pa3peuuTh TOYKE JI0CTYIAa UCTI0JIb30BaTh MpoTokosn IGMP;

*  pa3pemuTh TOYKE JOCTyNa UCMoJab30BaTh NMpoTokon RTSP, aktuBupoBars MexaHusm SIP
ALG u ¢pynkuuu PPPoE/PPTP/L2TP/IPsec pass through.
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SNMP

Ha crpanuie flononHutenbHo /| SNMP Ber mMoxere Bkimounth ¥ HacTpouth SNMP-areHt
TOYKH JOCTYTIA.

SNMP-areHT — 370 city>x0a, KOTOpast OTIPaBIIAET AAHHBIE O COCTOSHUM M HACTPOIKax yCTpOWCTBa,
Ha KOTOpOM OHa BKJIroueHa, SNMP-MeHemkepy (cucteMme ynpasieHus ceTbio Bamiero nposaiinepa
WIN CUCTEMHOT0 aIMUHHUCTPATOPA).

£ Pepaktvposanme VLAN

SNMP

Bbl MOXETE BKNHOYUTL M HAcTpouTb SNMP-areHT maplpytuaatopa. SNMP-areHT — ato cny#0a, KoTopas OTnpaBnAaeT AaHHble O COCTORHWMK U
HacTpoiKkax YCTPOWCTBA, Ha KOTOpOM oHa BknoveHa, SNMP-meHemxepy (cucTeme ynpaBneHWs ceTbio Balwero nposaiiaepa unmM cMCTEMHOIO
aAMUHUCTpaTopa).

KoHdhurypauwms CoobuwecTea

J BxkniounTe SNMP
OOBABWUTb

YoaneHHaA noaceTh

0.0.0.0/0

Wma yoTpoRcTea

DAP-300P

KonTakTHan nHdopMauma 4nA agMmuHucTparopa

Admin <root@localhost>

Pacnono#eHwe cicTeMbl

Test room

MonbsoBaTenu +

He co3gaHo HW 0QHOTO NoNb3oBaTeNs

NPUMEHWUTbL

PucyHok 96. Cmpa+uuya onosHumesibHo / SNMP.

Yrobel Britounth SNMP-arent, B pasgene KoHdurypaumsa cusuHbre mepekiroyareib
Bkntountb SNMP BrpaBo. 3atem 3ajaiiTe HEOOXOIMMBIC TAPAMETPHI:

MapameTp OnucaHune

KoHdurypauus

[P-agpec ynmaneHHoil mnoxacetu, B KoTtopod Haxonutcss SNMP-
YnaneHHasa noaceTb
MEHEJIKED.
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MapameTp OnucanHune

o Hassaume Ttoukm poctyma it wuaeHtudukammu B SNMP-
Uma ycTpoucTtBa v ¢
MEHEIKEpE.
KoHTakTHas
JlomonauTenbHass WHGOPMAIUS JUISL CBS3H C aJMUHHUCTPATOPOM
nHdopmauma ana
TOYKHU JOCTYTA.
agMUHUCTpaTopa
PacnonoxeHue JononuurenbHas uHpopManus O (PaKTUIECKOM MECTOIOIIOKEHUN
CUCTEMbI TOYKHU JOCTYTIA.

[Mocne 3ananmst HeoOXoaUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

Yrobsl BbeIkIOYMTE SNMP-arent, B pasnene KoHdpuUrypauumsa ciusubbre mepekiroyareib
Bkntountb SNMP gieo u naxxmure kHonky MPUMEHUTD.

Eciiu SNMP-menemkep paboraer mo mpotokony SNMPv2c, cozmaiite cooOmiecTBo ¢ MpaBoM
yTeHus, yepe3 koropoe SNMP-meHemkep cMoXKeT moiyyarsk JaHHbe 00 ycTpoiicTtBe. st 3TOrO B
paznene CoobuwectBa naxmvure kHonky JJOBABUTb u B oroOpasuBmieiicst cTpoke 3amaiite
Ha3BaHWE HOBOTO coobmiecTa. 3ateM Haxxmute kHonky MPUMEHUTD.

YroObl ymaauTh COOOMICCTBO, HAXXMHUTE HA 3HAYOK YAASNUTb (*) B COOTBETCTBYIOIICH CTpOKE.
3arem Haxkmute kHonky MTPUMEHUTD.
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Eciu SNMP-menemxep paboraer mo mporokorny SNMPv3, cozmaiite monb3oBaressi ¢ IMpaBoOM
yTeHUs, yepe3 koToporo SNMP-MeHemkep cMOXeT ToiTy4arh TaHHbIe 00 ycTpoiicTBe. J1Jis 3TOTO B

paszneine NMonb3oBaTtenu naxvure kHonky [JJOBABUTb (+ ).

HobarneHue nons3oBarens

MmsA

MpoTokon ayTeHTMdnKaLMiI

MD5 -
[Maponk ayTeHTUdUKauumu® «
MpoTokon wWhposaHuA
AES -
Knioy wudppoBaHma* ©
[ ‘l','__'].i!ilt'_'-'.i MIB

COXPAHWUTb

PucyHok 97. OkHo dobaerieHus ronb308ameris.
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B oTkpeIBIIEMCSI OKHE 3a/1aiiT€ HEOOXOANUMBIE ITapaMeTPhI:

MapameTp OnucaHue

Nmsa 3anaiite ums nonp3oBarens 1 goctyna u3 SNMP-menemxkepa.
MNMpoTtokon BriGepute U3 crmcka HEOOXOAMMBIM METO/ ayTeHTU(HUKAIMKA WIN
ayTeHTUMKaumm octaBbTe 3HaueHue HeT, eciim ayTenTHUKanms He TpeOyeTcs.

3amaiite maponb JUIS ayTeHTH()HUKAUU TOIB30BaTeNs Ui TOCTYTIa

Maponb u3 SNMP-menemxepa. Ilome oroOpaxaercs, eciaum B CIHCKe
ayTeHTuUduKaumm Mpotokon ayTeHTUduKaumm soiieneno 3HaueHune MDS wimm
SHA.

BeiOepute #3 crucka HEOOXOAWMBIA METOA MMUGPOBAHUS WIIH
octaBbTe 3HaueHue HeT, ecou mmdposanue He Tpedyercs. Crmcok
oroOpaxaercs, eciu B crnucke [poTokon ayTeHTUcpukauum
BoiiesieHo 3HaueHue MD5 win SHA.

MpoTtokon wudcgpoBaHusA

3amaiite Kirou mudppoBaHus A 0OMeHa JTaHHBIMU Mexay SNMP-
areHToM u SNMP-menemxepom. Ilome otoOpaxkaercs, eciu B
criiucke NMpoTtokon wudpoBaHnA BeiaencHo 3HaucHne DES wu
AES.

Krntou wudcposaHus

Moanepeso MIB 3anaiiTe CTPYKTypHbI oaneMmeHT 0a3sl MIB, koropeiii Oynet

noctyned SNMP-menemxepy.

Haxxmute knonky COXPAHUTD.

UroObl 3a1aTh APYrHe MapaMeTphl Uil KaKoro-ITu00 MOIb30BaTeNsl, BHIOEPUTE COOTBETCTBYIOIIYIO
CTpOKy B TaOnuie. B oTKpbIBIIEMCS OKHE U3MEHUTE HEOOXOIMMBbIe 3HAYEHUS] U HAXKMHUTE KHOIKY

COXPAHWUTb. 3arem naxxmute knonky MIPUMEHUTD.
YToObl yAaIUTh TOIB30BATENSI, YCTAHOBHUTE (BIIAXKOK CJIEBA OT COOTBETCTBYIOIIEH CTPOKH TAOIHUIIBI

u Haxxmute kHonky YOAJIUTb (ﬁ ). 3arem Haxxmute kaonky MPUMEHUTD.
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DNS

Ha crpanuiie [lononHutenbHo /| DNS Bri Moxere 100aBUTh B CHCTEMY CEpBEpPHI HMEH
(DNS-cepsepsi).

£ Hauano DNS &

DNS

DNS-cepeeptl (cepBepbl MMEH) MCNonbayloTcA AN\ onpegenedws |P-agpeca no MMeHW cepBepa BO BHYTPEHHWX CETAX MnK ceTh MHTepHeT. Bol
MOMKETE BPYYHYIO 38[aTh afpeca Takux CEPBEPOB Ha AaHHOA CTPaHULE UMW HACTPOUTE aBTOMaTUYeckoe nonydyexue agpecos DNS-cepsepos ot
npoBaiigepa Npu YCTaHOBKE COBANHEHMS.

DNS IPv4 DNS IPv6
) BpyuHyto ) Bpyunyo
. LLno3 no ymonyaxwo . LLnio3 no ymon4aHno
Wutepdenc Hutepdenc
dynamic_Internet
XocTsl +

He noGaeneHo HW OOHOMD XOCTa

PucyHok 98. Cmparuua JononHumensHo / DNS.

DNS-cepBepbl ucnons3yrores uist onpeneneHus [P-agpeca mo mMeHu cepBepa BO BHYTPEHHHX
ceTaXx win ceTd VHTepHeT (Kak MpPaBUJIO, YKa3bIBAIOTCS NPOBAWIEpOM WM Ha3HAYAIOTCS
aJIMMUHHUCTPATOPOM CETH).

Bl MoxeTe Bpy4YHYyIO 33/aTh ajJpeca TaKUX CEPBEPOB Ha JAHHOW CTpaHWIE WM HACTPOHUTH
aBTOMaTH4ecKoe Moiy4yenue agpecoB DNS-cepBepoB oT mpoBaiinepa npu yCTaHOBKE COSMHEHUS.

' H[}I/I HCMOJIb30BAHUH BCTPOCHHOTO DHCP-CC[!BGQ& HA3HAYEHUE CETEBBIX MAPAMETPOB (B

= ToM yprciie DNS-cepBepoB) KIUEHTAM OCYIIECTBIAIETCS aBTOMATUIECKH.

YT0OBI HACTPOUTH ABTOMATHYECKOE MoTyueHue aapecoB DNS-cepBepoB, CABUHBTE MEPEKIIOYATENb
BpyuHyto Bieso (s nporokona IPv4 — B pasznene DNS IPv4, nist nporokona IPv6 — B pasnene
DNS IPv6). 3arem cnBunbTe nepexirodarens LLM0O3 no ymonyaHuto sieso u Beibepute WAN-
COCIIMHEHHE, KOTOpoe OyleT HCIOJIB30BaThCs Ul aBTOMAaTHYECKOTro IMoydeHus anpecoB DNS-
cepBepoB, B criircke MHTepdpenc. Eciiu Ber xotuTe, 4T00BI TOUKA AOCTyNa Mcnoib3oBata WAN-
COeIMHEHHE TI0 YMOIYaHHIO JUI moiydeHus: agpecoB DNS-cepBepoB, CIBHHBTE NEpEKIIOYATEIh
LLinto3 no ymonyaHuio Brpaso. 3arem Haxmute kHonky TIPUMEHUTD.
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YroObl 3amath DNS-cepBep BpydHyIO, CIBHHBTEC IIepekitodareinb BpPy4YHyr BrpaBo (s
npotokoia IPv4 — B pazaene DNS IPv4, nnst mporokona IPv6 — B pasnene DNS IPv6). B paznene
CepBepbl umeH IPv4 uin CepBepbl MeH IPv6 naxvute kHonky JOBABUTb CEPBEP u

B oroOpasuBiueiics cTtpoke BBeaute IP-agpec DNS-cepBepa. 3areM HaXMHuTEe KHOIKY
NMPUMEHUTD.

Yto0s! ynamute DNS-cepBep co cTpaHHIbI, HOKMHUTE Ha 3Ha40K YAANUTb () B CTPOKe ajapeca, a
3atrem Haxxmute kHonky MIPUMEHUTD.

Ecnu HeoOxoaumo, Bel MoxkeTe co3narte cOOCTBEHHBIE aapecHble pecypcHble 3amucu DNS. Jlns

storo Haxkmute kHOnKy JIOBABUTD ( + ) B pazaene XOCTbl.

[obaeneHne xocra X

COXPAHWUTb

PucyHok 99. OkHo OobasneHuss DNS-3anucu.

B none IP-agpec 3anaiite aapec y3na 3 BHYTPEHHEH WM BHEIIHEH ceTh. Bl MoxkeTe BHIOpATh
YCTPOMCTBO, MOJIKIOYEHHOE K JIOKAIBHON CETH TOYKU JAOCTyNa B JaHHBIM MOMEHT. [[1s 3TOrO B
pacKpbBIBAIOIIEMCS] CITUCKE BBIOEPUTE COOTBETCTBYyIOIIM [P-ampec (mpu 3ToM mone 3amoiHUTCS
aBTOMaTHuecku). B moie HadBaHue 3anaiite noMeHHOE MMs, KOTOPOMY OyJIEeT COOTBETCTBOBAThH
sagannbii [P-agpec. Haxxmute knonky COXPAHUTD.

YtoObl 3aiaTh Ipyrue mapameTpbl Ui Kakoi-mubo 3amuicu, B pasgene XOCTbl BbiOepHTE

COOTBETCTBYIOIIYIO CTPOKY B Tabuuiie. B OTKpBIBIIEMCS OKHE U3MEHUTE HEOOXOMMbIC TapaMeTpPhI
u Haxkmute kHoriky COXPAHUTD.

YTtoObl ymajauTh 3amuch, B pasznesic XOCTbl yCTaHOBHTE (DIa)KOK cjeBa OT COOTBETCTBYIOIICH
CTpPOKH Tabnuisl 1 Haxkmute kHonky YOANUTDL ([1).

[Tocie 3aBeprieHus padboTsl ¢ 3anucsmu HaxmuTe kHonky MPUMEHUTD.
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HacTpoiku noptoB

Ha crpanuiie [lononHuTenbHo / HacTponkn nopToB Bel MoXkeTe HACTPOUTH WITH OTKITIOYUTH
aBTOCOITIACOBAHME CKOPOCTH MU peXHMMa JAyIUIEKCa, a TaKKe€ BPYUYHYIO HACTPOUTH CKOPOCTh U
pexuM ryriekca as kaxaoro Ethernet-mopra Touku gocrymna.

B pexume aBrocormacoBaHus Bbl Takke MOXET€ BKIIOYHTh WM BBIKIIOYUTH (DYHKIIHIO
yIpaBJIeHUs IOTOKOM JaHHbIX. JlaHHas QyHKIMS UCTIONB3YeTCs AJIsl PABHOMEPHOTO PaCIpeieCHHs
HAarpy3Kl B CETSX IpOBaiiiepoB. YTOYHHTE y CBOEro IpoBaiiiepa, TpeOyeTcs M BKIIOYCHHE
(bYHKIIUM yIPaBIEHUS TIOTOKOM.

& DNS HacTtpoiiku nopToB &

HacTponku nopTtoB

Bbl MOKETE HACTPOMTL WK OTKIOYNTL ABTOCOMMACOBAHWE CKOPOCTH M PEXUMAa OyTIeKca, a Takke BPYYHYH HACTPOWTb CKOPOCTb M PEHMM
nynnexkca ans kaxgoro Ethernet-noprta mapwpytnsatopa. B pexume asTocormnacosaqins Bol Taloke MOKETE BKITIOYMTE WK BbIKITHYNTE (DYHKLMIO
YMpaBneHns NoTOKOM AaHHbIX.

Mopt Cratyc AgTocornacosadve CropocTe KoHTpons notoka
LAN1 @ MMoaxnioueHo Brnioyero 100M-Full 802.3x(tx+rx)

WWAN @ MMogxnioueHo BknioueHo 100M-Full OTKNHYEHD

PucyHok 100. Cmparuya JononHumensHo / Hacmpoliku nopmoes.

Uro0Obl HACTPOWUTH ABTOMAaTHUYECKOE COIIACOBAHWE HIIM BPYYHYIO HACTPOHUTH CKOPOCTh U PEKHUM
JTyTuiekca st kakoro-imoo Ethernet-mopra, BeIOepuTe COOTBETCTBYIONMININ TTOPT B TAOJIHIIE.

' ABTOMATHYECKOE COIIACOBAHME JIOJDKHO OBITh BKJIIOYEHO Ha O00OWX YCTPOWCTBAX,
= OPraHU3YIOMUX COCAUHEHUE.

H[!I/I BBIKJITFIOYEHHOM AaBTOMATHYCCKOM COTTIaCOBAHUN H&CT[!OfIKI/I CKOPOCTH MW PECKUMA

LOVIUICKCA JIOJDKHBI OBITh OJWHAKOBBIMM _JUIS OOOMX VCTPOMCTB, OPraHM3YIOMINX
COCAMHEHUC.
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LAN1

CrOpOCTE

ABTOMaTUUYECKW -
PeXumbl aBTOCOrNacoBaHus

® 10M-Half

@® 10M-Full

® 100M-Half

@ 100M-Full

KOHTpOJ’Ib NoToKa

@ CyMMETPUUHBIA KOHTPONE NOTOKA

COXPAHWTb

Pucyrok 101. OKHO usMeHeHUs1 HacmpoekK ropma moyku docmyra.

B oTkpeIBIIEMCST OKHE 33/1aliTe HEOOXOAMMBIE ITapaAMETPHI:

MapameTp Onucanue

Pexum nepeaaiu JaHHbIX.

Beibepute 3HaueHne ABTOMATUYECKW, dYTOOBI  BKIIIOYUTH
aBTOMaruyeckoe coracoBanue. [Ipu BeIOOpe 3TOro 3HaU€HUS B OKHE
HACTPOEK O0TOOpakaroTcs paszaensl PeXXuMbl aBTocornacoBaHus
n KoHTponb noTtoka.

Bribepure 3nauenne 10M-Half, 10M-Full, 100M-Half wiuz 100M-
Full, uTo06b1 BpyYHYI0 HACTPOUTH CKOPOCTH M PEKUM JyIUIEKCA JIJIsI
BBIOPAHHOTO TIOPTA:

* 10M-Half — nepemaya nmaHHBIX BeETCSA TOJIBKO B OIHOM
HaMpaBJICHUW B OJMH MOMEHT BpeMeHH (0o mpuem, JTudo

CkopocTb nepeaaya) ¢ MaKCUMaJlbHO BO3MOXKHOU ckopocThio 10 Mout/
C;
* 10M-Full - nmepemawa gaHHBIX BeaeTcs B JIBYX

HaIpaBJICHUSIX OJHOBPEMECHHO (MPHEM M Tepeiada JaHHBIX B
OJMH MOMEHT BpEMEHH) C MAaKCUMaJbHO BO3MOXKHOMN
ckopocTtbio 10 M6wut/c;

* 100M-Half — nepenaua maHHBIX BelETCS TOJIBKO B OIHOM
HalpaBJIeHUH B OJMH MOMEHT BpeMeHH (Jubo mpuem, ITrudo
nepefada) €  MAaKCHMaJbHO  BO3MOXHOH  CKOPOCTBIO
100 Mout/c;

. 100M-Full — nmepemaya gaHHBIX BemeTCss B JABYX
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HaCTpOﬁKa TOYKM AocTyna

OnucaHue

MapameTp

HAIpaBJIeHUSIX OJHOBPEMEHHO (TIpHeM M Teperada JaHHBIX B
OAMH MOMEHT BpPEMEHH) C MAaKCHUMaJbHO BO3MOXKHOU
ckopocTtbio 100 Mbut/c.

Pexumbl aBTOCOrnacosaHus

MEPCKIOYATCIIN BIIPAaBO.

YroObl BKIIOYHUTH HCOGXOI[I/IMLIC PCKUMBI MICpeaadru HJaHHBIX, CABHUHBTC COOTBCTCTBYIOIIINC

KoHTponb noTtoka

CMMMeTpPUYHbIN
KOHTPONb NOTOKa

ChaBuHbBTE MEpeKIoYaTesab BIPAaBO, UYTOOBI BKIIOYUTH (PYHKIHUIO
yIpaBieHUs TOTOKOM JUIsl [TOpTa.

ChBuHbBTE MEpeKIoUYaTeNlb BJIEBO, YTOOBI OTKIIOUHUTH (DYHKIUIO
YIIPaBJICHUS TIOTOKOM JUIs ITOPTa.

[Mocune 3ananust HeoOxoaUMBIX TapameTpoB Haxkmute kHOolKy COXPAHUTD.

Ecnu BrocnenctBuum Bam monanoOuTCs 3amaTh Jpyrue mapamerpbl JUIs MMOpPTa TOYKH JOCTYyIa,
BBIOCPHUTE STOT MOPT B Tabmuie. B OTKphIBIIEMCS OKHE M3MEHUTE HEOOXOAWMBIC MapaMeTpbl H
Haxxmure knonky COXPAHUTD.
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MAC-cbunbTp

Ha crpanuiie JononHutenbHo /| MAC-¢punbTp Bbl MokeTe HACTPOUTH (DHUIBTPAIMIO T10
MAC-agpecam [uisi KOMIIBIOTEPOB B JIOKAJBHOM CETHM TOUKM JOCTyHa. OTa CTpPaHMIA TaKKe
noctynHa B pasaene MexceTeBon 3KpaH, eciin B MacTepe HayalbHOW HACTPONKH OBbLI BHIOpaH

pexxum MapwpyTtusaTtop wiu NMosroputens WISP.

£ Hauano MAC-cunsTp i

Pes#m No ymomsaHum

PaspewuTts

CnNCOK UCKMIOYEHNH

He cospaHo HM ogHoro npaeuna ans MAC-bunetpos

PucyHok 102. Cmparuya JononHumensHo / MAC-¢unbmp.

UtoObl HACTPOUTH (PUIIBTPALHIO IS BCEX YCTPOMCTB CETH TOYKH JIOCTYyTa, BEIOEpUTE HEOOX0AUMOE
neiictBue B criucke P@XXUM no ymon4yaHuio:

* PaspewnTtb — pasperraetT A0CTyNm K CETH TOYKH JOCTyna W K ceTu MHTepHET st
YCTPOICTB JIOKAIBbHOM CeTH (AaHHOE 3HaUYEHUE 33JaH0 TI0 YMOIYAHUIO);

* 3anpeTuUTb — 3ampeniact A0CTYI K CETH TOYKH JOCTyIa IS YCTPOHCTB JIOKATBHOM CETH.

' Bbl_MoOXeTe HMCcnob30BarTh PEKUM 3a|'|peTV|Tb, TOJBKO €CJIM _Ha JIaHHOU CTPpAHUIIC

u CYIIIECTBYET XOTS ObI OJTHO aKTHBHOE IPABHJIO, Pa3peIIaroliee JOCTYI K CETH YCTPOUCTRA.

Utob6sl co3nare mpaBmwio (ykazate MAC-aapec yCcTpoWCTBa, NI KOTOPOTO OyAeT MPUMEHSATHCS

pekuM orpanuueHuii), Haxxmure kaornky JJOBABUTD ( + ).

[obaenenue npaBuna X

@ BxnioumTs Npasuno

PaspelunTs -

MAC-agpec*

Mma yi poucTBa
COXPAHUTb

PucyHok 103. OkHO dobasrneHus npasuna ons MAC-¢unbmpa.
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B otkpriBIIeMcst okHe Bbl MokeTe 3a7aTh ClIEAYIOIME TapaMeTpPhl:

MapameTp OnucaHue

Yr1o0bI AKTUBUPOBATL IIPABHUJIO, CABUHLTC ICPCKIIHOYATECIb BIIPABO.
Bknountb npasuno
Y100bI OTKIIIOYUTH MMpaBujI0, CABUHBLTEC IICPCKIIIOYATEIIb BIICBO.

JleiicTBHE, KOTOPOE BBINOJIHAET TaHHOE IIPABUJIO.

* 3anpeTtuTb — 3ampeniaetT HOcTyn K cetn MHTepHer mns
ycTpoiicTBa ¢ 3agaHHbIM MAC-anpecom, Jaxe eciau pexuM
10 YMOJIYaHUIO Pa3pellaeT JOCTYII 1) BCEX YCTPOUCTB.

DencrtBue

* PaspelwmnTb — paspemaer J0CTyI K CETH TOYKH JAOCTYIA U
k cetu MHrepHer nns ycTtpoiictBa ¢ 3amaHHbIM MAC-
azpecoM, AaKe €CIIH PEKUM IO YMOIYAHHUIO 3alpelnaeT

JIOCTYII JUIsl BCEX YCTPOMCTB.
MAC-agpec ycTpoHCTBa M3 JIOKAaJbHOW CETH TOYKU JocTyna. Bel
MOXeTe BbIOpaTh yCTPOWCTBO, MOJKIIOYEHHOE K JIOKAJIBHOW CETH
MAC-aapec TOYKM JOCTyIla B JJaHHBIA MOMEHT. [[JIs1 3TOro B pacKpbIBAIOILIEMCS

CITMCKC BBIGepI/ITe COOTBCTCTBYHOIIICC YCTPOI‘/'ICTBO (HpI/I 9TOM IIOJIC
3allOJIHUTCA aBTOMaTI/I‘-IeCKI/I).

Haspanwue ycrpoticTBa s yioOHOU uaeHTH(GUKamuu. MoxeT ObITh

Uma yctponucrtea
ITPON3BOJILHBIM.

[Mocne 3aanus HeoOxoauMbIX apamerpoB HaxkmuTe kHoky COXPAHUTD.

YroObl 3amaTh Jpyrue mapameTpbl A Kakoro-iu0o NpaBuiIa, BBIOEPUTE COOTBETCTBYIOIIYIO
CTPOKY B Tabmiwuie. B oTKpeIBIIEMCS OKHE U3MEHHTE HEOOXOMMBIE TTApaMETPhl U HAKMHUTE KHOTIKY

COXPAHUTD.

UTo0Bl ynanuTh MPaBUIIO, YCTAHOBUTE (DIaKOK ClieBa OT COOTBETCTBYIOLIEH CTPOKHU TAONHIIBI H

F—N

naxvute kaonky YOAJIUTD ( [ ). Ber Tacke MoxkeTe ymanuTh MpaBHIO B OKHE M3MEHEHHUS
apaMeTpoB.
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VLAN

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune flononHutenbHo / VLAN Bbl MoxeTe penakTupoBaTh CYIICCTBYIOIIUE HIIH
co3naBaTth HOBbIE BupryaibHble cetd (VLAN), Hampumep, [Uis pasrpaHHueHHs Tpaduka HIU
co3naHust JonoaHUTENbHBIX WAN-nHTEepheiicoB.

ITo ymonuaHuto B cuctemMe TOUKH Joctyna cozgato 2 VLAN-cetu.

* lan — qua LAN-unrepdeiica, conepsxut LAN-opt u Wi-Fi-cetn. Bbl He MoxeTe ynainuth
nannyto VLAN-ceTb.

* wan — g1 WAN-untepdeiica, conepkut nopt WAN (PoE). Ber Mmokere penakTupoBaTh
naHHyto VLAN-ceTh Wi yiaauTh ee.

& Hauano VLAN i
Cnucok VLAN +
I:l Wms Tun HeTervpoBaHHbie NOpTh TervpoBaHHbIA NopT VLAN ID BrntoyeHo
D lan Hertermposanhbiit LAN LAN1, wifi1 - - Na
I:l wan HeTtermposanhsiit NAT WAN - - Na

PucyHok 104. Cmparuuya JononHumenwsHo / VLAN.

Ecmu Bel xotute coznate VLAN-cetb ¢ LAN-noprom miu poctynHbiMu Wi-Fi-ceTsiMu Touku
JOCTYyIa, MPEIBAPUTEIBLHO YIAIUTEe COOTBETCTBYIOIIME 3allMCU M3 CeTU lan Ha maHHOW cTpaHuIe.
s aToro BeIOepuTe cTpoky lan. Ha orkpeiBineiics crpanuie B pasnene HeTtermpoBaHHbIle
NOPTbI cHUMUTE (HIIaXKOK, PACIIONOKEHHBIH CIeBa OT COOTBETCTBYIOIIETO AJIEMEHTA, U HAXMUTE
knonky MPUMEHUTD.
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Yto0bI co3narh HOBYI0 VLAN-cets, Haxkmute kHonky JJOBABUTD ( + ).

{ VLAN Ho6asnenue VLAN =]

HeTeerOBaHHble nopTol

Mims*
@ Bxnoueno O wi
@ Mpumenams napamMemps 3mod VLAN
Ton TervpoBaHHbIE NOPThI
Bridge -
[ LAN1
VLAN ID* D WAN

® Mpynna domsna codepxame XomA Skl 0dLUH MesUPOSaHHEIN MO

PucyHok 105. CmpaHuua dobasneHusi VLAN-cemu.

Bb1 MOkeTe 3a71aTh cieIyronme napaMmeTpsl:

MapameTp OnucaHwue

Uma HazBanme VLAN-ceTn mis ynoOHOM nAeHTHDUKAIIH.

CI[BI/IHBTC NEPCKIOYaTCIIb BIIpaBo, YTOOBI Pa3spCIInTh

BknroyeHo
ucroinp3oBanue cosnaBaeMod VLAN-ceTn.

Tun VLAN-ceTu.

* HeternpoBaHHbIn NAT — ceTh JaHHOTO THIIA SBISETCS
BHEIIHUM COEAMHEHUEM C TPAHC/SAIHMEH aapecoB; OOBIYHO
UCTIONB3yeTCs U Tepeadydl HEeTEerMpOBaHHOTO Tpaduka.
[Tpu BBIOOpe dTOro 3Hauenusi nmone VLAN ID u pasznmen
TernpoBaHHble MOPTbI He oTOOpakaroTcs. B cucreme
MOXET CYIIECTBOBAThH TOJILKO OJ[HA CETh JTAHHOTO THUIIA.

Tun * TernmpoBaHHbin NAT — cerb JaHHOTO THIIA SBIISETCS

BHCITHMM COCJMHCHUEM C TPAHCISIMEH aIpecoB; OOBIYHO
UCIIONB3YeTCS JUIs  TONKJIFOYCHUS K ceth VIHTepHer.
BnocnenctBuu cetb, uaeHTU(GUKATOP KOTOPOU OMpEEIcH B
nosie VLAN ID, ucnons3yercs B kadecTBe HHTEpdeEkca npu
coznanud WAN-coenunenust (Ha crpanuie HacTpomka
coeauHeHun | WAN). Tlpu BbIOOpe 3TOr0 3HAYCHHS
pasznen HeTermpoBaHHbIe NOPTbI He OTOOpaXkKaETC.
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MapameTp OnucaHwue

* Bridge - cerp manHOro THma SBJISETCS MPO3PaYyHBIM

COCAUHCHUECM BHYTPCHHCIO IIOpTa C OAHHMM M3 BHCHIHHUX
HOI[KJIIO‘ICHI/II;'I; 00BIYHO HCIOJIB3YCTCA JIA TOAKJIIFOUCHUA

IPTV-npucrasok.
VLAN ID Wnentudpukarop VLAN-cetn.
QoS Mertka npuopuTeTa IS epeaaBaeMoro Tpaduka.

B namHOM pasnene orobOpaxkarorcs moptel U Wi-Fi-cetn Toukm
JOCTyMa, TOCTYIHBIC i qo0aBineHus B VLAN-ceTb.

HeTermpoBaHHble Jns  noGaBneHHsT Kakoro-auOo 3JIeMEeHTa YCTaHOBUTE (IIakoK,
nopThbl PAacIoNOKEHHBIN ClieBa OT HETO.

I[J'IH YAQJICHUA KaKoro-mu0o 3JeMeHTa CHUMHTE (I)JI&)KOK,
paCHOJ'IOX(CHHHﬁ CJICBa OT HETO.

Breibepute nocTynmHOe 3HaueHHE, 4YTOObI HAa3HAYUTh €ro JJis
TernpoBaHHble NOPTbI | co3naBaemoii VLAN-cetn. [lnst 3toro ycraHoBuTe (IaxoK,
PacIOIOKEHHBIN CIeBa OT COOTBETCTBYIOIIETO ITOPTA.

Haxmute kaonky MPUMEHUTD.

YroObl penakTUpoBaTh cyuiecTByomyo VLAN-ceTb, BbIOEpHTE COOTBETCTBYIOUIYIO CTPOKY
B Tabnuie. 3aTeM Ha OTKpBIBLICHCS CTpaHUIE H3MEHUTE MapaMeTpbl M HA)XXKMHUTE KHOIIKY

NMPUMEHUTD.
UroOsl ynamuts cymectBytomyio VLAN-ceTs, ycTaHOBHTE (PIa’kOK ClieBa OT COOTBETCTBYIOILEH

CTpOKH TabmuIp! 1 Haxmute kHonky YOAJIUTb (le ).
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DDNS

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanunie [JononHutenbHo / DDNS Bwl Mokere HACTpOWTh MapIIPyTH3aTOp IS
ucnonb3oBanusi DDNS-cepsuca.

DDNS-CCpBI/IC HO3BOJIICT 3aJdaTb COOTBCTCTBUC JOMCHHOIO HMMCHH C JMHAMHYCCKHUMH
IP-a,upecaMI/I. I[J'IH HCIIOJIb30BaHUA CCPBHUCA HeO6XOI[I/IMO 3apCruCcTpupoBaTb JOMCHHOC HMA Ha

caiire DDNS-npogaiinepa.

£ DNS DDNS =

Cnincok DDNS

He poGasnexo 11 ogHoro DDNS-cepsuca

OOBABUTb

PucyHok 106. Cmparuuya fJonosiHumesnibHo / DDNS.

UroObl  3amaTh HEOOXOAWMBIE HACTPOWKH  JUISI ~ MapuIpyTH3aTopa, HaXMHTE  KHOIKY

OOBABUTB ().

£ DDNS Do6aeneHne DDNS [

Mma xocta* Mmsa nonbaoBatens*

@ HeofxoduMo ykazame nonHoe JoMeHHos umA. Hanpumep, example.com

DDNS-cepenc®
3322.0rg -
Mepwog o6HoBneHus (B MUHyTax)*

COXPAHUTb

Pucyrok 107. CmpaHuya HacmpouUku mMapuwpymu3amopa 0115 ucrionib3o8aHusi DDNS-cepsuca.
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Ha otkpsiBiIeiics ctpanuie Bel MoxeTe 3a1aTh CIEAYIOIIME MapaMeTphl:

MapameTp OnucaHue

IlonmHoe poMeHHOE WMA V3J1a, 3apeTrHCTPUPOBAHHOE DDNS-
MUmsa xocTa . ysra, 3ap pHp Y
npoBaiiepa.

DDNS-cepBuc B packpsiBaromemcs crircke Beioepute DDNS-npoBaiinepa.

MUma nonb3oBatens Wwms nonp3oBarens ans asropusauuu y DDNS-nposaiinepa.

[Tapone mns aBropuzauum y DDNS-mpoBaitnepa. Haxmure Ha

Maponb
P 3Hauok Moka3aTtb ( & ), uToObl 0TOOPA3UTH BBEJACHHBIN TAPOJIb.

WuTepBan (B MUHYTax) MeEXIy OTIPABKOM IaHHBIX O BHEUIHEM

MNepuon o6HOBRNEHUA .
puoA [P-anpece Touku nocrymna Ha cooTBeTcTBYtomMi DDNS-cepBuc.

[Mocne 3aanus HeoOxoauMbIX apameTpoB HaxkmuTe kHoky COXPAHUTD.

YroObl 3amaTh Jpyrue mapaMmerpbl g cymectByromero DDNS-cepBuca, BbeiOepute
COOTBETCTBYIOILIYI0 CTpPOKy B Tabmuue. Ha oTkpbIBuIelcs cTpaHMIle W3MEHUTE HEOOXOIUMBIE
napametpsl 1 Haxxkmute knonky COXPAHUTD.

Uro6s! ynanute cymectBytonuii DDNS-cepBrc, ycTaHOBUTE ()IaKOK CJIeBa OT COOTBETCTBYIOIIECH

CTpOKH TabmuIp! 1 Haxmute kHonky YOAJIUTb (le ).
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NMepeagpecauunsn

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune [ononHutenbHo / [epeapgpecaumsi Bbl MokeTe BKIHOYHTH (DYHKIUFO
YBEIOMJICHHUS O IPUYUHE OTCYTCTBUS HHTEPHET-COCIMHEHUS. YBEIOMIICHHS OTOOPaXKaIOTCsl B OKHE
Opay3epa npu MONBITKE OOPATUTHCS K KAKOMY-TTHOO0 caldTy B cetn IHTEpHeT.

lNepeappecauuna

O6wue HacTPOMKK [Mpu4mHLI Nepeagpecaumm

@ BinoumTE Nepeagpecaumio @ Oumbka dranueckoro coemMHeHNA

@ YcrpoiicTBo He HacTpoeHo

@ OrcytcTeyeT NopKNKYeHe

Pucyrok 108. CmpaHuya JononHumensHo / lepeadpecayusi.
Jns HacTpoWiku yBemomiieHWit B paszgene OOLME HACTPOMKM CIBHHBTE IEPEKIH0YATelh
Bknounte nepeappecaumiro BrpaBo. 3ateM B pasaene [lpuuMHbI nepeagpecauum
CABUHBTE HEOOXOAMMBIE TIEPEKIIOYATEIH BIIPABO.

MapameTp OnucaHwue

MpuunHbl Nnepeagpecaummn

VBenomiieHUs B CJIydac HCIIOJIAad0K (1)I/I3I/I‘IGCKOFO COCANHCHUA (He

Owunbka PU3M4EeCKOro | moaAKIrYCH Kabesb IpoBaizepa, HE MOJKJIIOUYEHO
coeauHeHuA JIOTIOJTHUTEIBHOE YCTPOMCTBO, HEOOXOIMMOE AJIsl IOCTyIa K CETH
WuTtepHer).
YcTponcTBo He VBenomileHHs B ciayyae, KOIAa YCTpOHCTBO paboTaer ¢
HacTpoeHo 3aBOJICKUMH HaCTPOMKaMH.
VBenomsieHnss B ciydae Henonanok WAN-coeauHeHHs 11O
OTtcyTcTBYeT
yMom4aHuio (omuOKa ayTeHTU(UKAIMKA, HE OTBEYaeT CepBep
noAaknroyeHne

npoBaizaepa, p.)

[Mocne 3apanms HeoOXoAUMBIX TapameTpoB Haxkmute kHonky MPUMEHUTD.

Jlnst OTKIIFOYEHUs YBEIOMIICHU CIBUHBTE TIepekiouaresis BKNOUMTL nepeaapecauuio BieBo
u Haxkmute kHonky MPUMEHUTD.
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MapuwpyTusauus
Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune [ononHutenbHo / MapuwpyTusauma Bel Moxere 3aaaTh CTAaTUYECKHUC
(TIOCTOSIHHBIE) MapIIPYTHI.

£ Kowdburypaums MapuwpyTnsaums

HacTpoika mapLupyTusaunm

He coanaHo HW ogHoro maplupyTa

BOBABWUTb

PucyHok 109. Cmparuya JononHumensHo / Mapwpymu3ayusi.

YroOsl 3a1aTh HOBBIM cTaTH4YeCKuit MapiipyT, HakmuTe kHOKy JIOBABUTD ( -+ ).

[obaeneHne MapLupyTa X

MpoTorkon®

1Pv4 -
WHTepdeirc*

ABTOMaTUYECKN -

CeTb HaaHaJdeHuna*

Macka ceTw HasHaveHwA*

Wnioa*

MeTpuka

COXPAHUTb

PucyHok 110. OkHo dobaesneHust HO8020 Mapuwipyma.
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B otkpriBieMcst okHe Bbl MokeTe 3a7aTh CIEAYIONIUE TapaMeTphl:

MapameTp OnucaHue

MpoTtokon Bepcus [P-niporokona.

B packpsiBatomemcsi cricke BeiOepuTe MHTEpGEic (CoeanHeHue),
yepe3 KOTOPBIH OyleT BBIMOIHATHCS OOMEH JaHHBIMHU C YIaJICHHON
UHTepcenc ceThi0. B ciyuae BeIOOpa 3HaucHHUss ABTOMATUYeCKU uHTepdeiic
OyleT BBIYHCICH TOYKOM IIOCTyla Ha OCHOBAHWU JAaHHBIX O
CYIICCTBYIOIIUX JUHAMUYECKHX MapIIpyTax.

VnanenHast ceTb, JOCTYyl K KOTOpOHl oOecreunBaeT JaHHBINA

MapupyT. Bel Mmoxkete 3anate [Pv4-anpec unu IPv6-anpec.

CeTb HasHa4yeHus
®opmar [Pv6-aapeca y3na — 2001 :db8:1234: :1, [Pv6-agpeca

noncetd — 2001 :db8:1234: : /64.

Macka cetu Tonvko ona npomoxona IPv4.
Ha3Ha4eHusA Macka ceTu, K KOTOPO#t POIHUCHIBAETCS JAHHBIN MapIIpyT.
LLinto3 [P-agpec, uepe3 KOTOPBINA JOCTYIIHA CETh HA3HAYCHHUS.

MeTpuka Metpuka mapuipyta. Uem MeHbIIE 3HAYEHHWE AAHHOTO TOJISI, TEM
BBIIIIE IPUOPUTET MapipyTa. Heobszamenvusiii napamemp.

[Mocre 3amanus HeoOXxoauMbIX mapameTpoB HaxkMuTe kKHOoKy COXPAHUTD.

Urto0b! 3a1aTh ApyTHe MapaMeTphl Ui CYLIECTBYIOLIETO MapIIpyTa, BBIACIUTE COOTBETCTBYIONLYIO
CTPOKY TaOnuibl. B OTKpbIBIIEMCS OKHE U3MEHUTE HEOOXOAMMBIE NMapaMeTphbl U HAKMUTE KHOTIKY

COXPAHUTD.
YroObl yaanuTh CYyIIECTBYIOIIMM MapUIpyT, YCTaHOBUTE (IaKOK CJIeBa OT COOTBETCTBYIOILEH

CTpOKH TabmuIbl 1 Haxmute kHonky YOAJIUTb (ﬁ ).
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KnueHT TR-069

Ora cTpaHMIA [JOCTyNHA, eciM B Macrepe HadajabHOM HAcCTpOMKHM ObUT BBIOpAH PpEXHUM
MapuwpyTtusatop wiu Nosroputens WISP.

Ha crpannne fononHutenbHo /| KnueHT TR-069 Bbi MokeTe HACTPOMTH TOYKY JOCTYIA JIJIst
B3aMMOJICCTBHUS C yIaleHHBIM cepBepoM aBTokoHurypammu (Auto Configuration Server, ACS).

Knuenr TR-069 wucnonb3yercs [uisl yAajJeHHOTO HaOMIofeHHs 3a paboTol ycTpoiicTBa H

yIpaBJICHUS UM.

Knuent TR-069

KnueHt TR-069 HacTpoliku onogeLleHus
Wntepdenc® . BrnoyeHo
ABTOMAaTUYECKINIA -

WMHTepRan (B cekyHaax)

@ BxnounTE KNeHT TR-069 120

HacTpoiiku cepeepa aBTOKOH(UrypaLum HacTtpoiikun ConnectionRequest

URL-agpec MM none3oearens

MmA nonk3oeatens Maponk o
MopT sanpoca

Maponk L3 8999
Myt 3anpoca

PucyHok 111. CmpaHuya Hacmpouku knueHma TR-069.

Bbl MoxeTe 3a1aTh cleayIoUe napameTpsbl:

MapameTp OnucaxHue

KnueHT TR-069

Wutepdeiic, koTopblii OyneT HUCMIONB30BaTh TOYKA JOCTyMa IS
B3aUMOJICHCTBUSI C cepBepoM aBTOKOH(urypammuu. OcraBbTe
UHTepdenc 3HaueHHe ABTOMaTU4€CKUMU, 4ToOBI YCTPOHCTBO CaMO BBHIOMPAITO
uHTepdeiic Ha OCHOBaHMM TAaONWIBI MAapIIPYTH3AIHUH, HITH
BbIOEpUTE Ipyroe 3HaueHue, eciu 3Toro Tpedyer Bamr nposaiinep.
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MapameTp OnucaHwue

Bkniountb KnueHr CaBuHbTE NEpeKIouareilb BIPaBO, UYTOOBI BKIIOYHUTH KIHEHTA
TR-069 TR-069.

HacTtpowku onoBeLieHus

ChaBuHBTE TepeKiroyaTrelb BOpPaBO, YTOOBI TOYKAa JIOCTyHa
BkrntoyeHo OTIpaBisia OTY4eThl (MHPOpPMANHUIO 00 YCTPOWCTBE M CETEBYIO
CTaTUCTUKY) CEpBEPY aBTOKOH(UTypauu.

UHTepBan 3anaiiTe mepuoj BpeMeHH (B CEKYHJIaX ) MEXK/1y OTIPABKON OTYETOB.

HacTpownku cepBepa aBTOKOHUrypaumum

URL-agpec cepBepa aBTOKOH(GUIYpalM{, IIPEA0CTaBICHHBIN
URL-aapec 11p pBep uryp p
MpOBaIepOM.

Nms IIOJIb30BaTCIIA JUI TTOAKIFOYCHUA K CEPBEPY

Nma nonb3oBaTens
ABTOKOH(UTYpaALIH.

Maponb [Tapons 1711 MOAKITIOYSHHS K CEPBEPY aBTOKOH(HUTYpAIHH.

Hactpownku ConnectionRequest

Wms monb3oBarens, UCIOIb3yeMOE CEPBEPOM aBTOKOH(HTYpaIuu
Uma nonb3oBaTens JUIsL  Tepeadyd  TOYKe JOCTyma 3ampoca Ha  COEAMHEHUE
(ConnectionRequest).

Maponb [Taponb, uCTONB3yeMBbIil CEPBEPOM aBTOKOH(UTYPAITHH.

ITopt, wucHoms3yeMbIi  cepBepoM  aBTOKoH(purypamuun. Ilo
MopT 3anpoca P Y PEEP $uryp
YMOJTYaHHIO 3aJ1aH TopT 8999.

MyTb 3anpoca [TyThb, uCTIONB3yEMBII CEpBEPOM aBTOKOH(PUTYpaIIUH.

[Tocie 3amanus HEOOXOMUMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.
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YaaneHHbIn gocTyn

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune [lononHutenbHo / YaaneHHbIM AOCTYN Bbl MoxkeTe co3iarh mpaBWiia JUist
YAAJIEHHOTO JIOCTYIIAa K ToYKe JocTtyna. [Io yMonuaHHI0 JOCTYH K TOYKE JOCTYIa M3 BHEIIHEH CeTH
3akpbIT. Eciu BaM HE0OXOAMMO OTKPBITH JOCTYIT K TOUKE TOCTYIA M3 BHEIIHEH CETH — CO3IanTe
COOTBETCTBYIOIIME IIPaBHIIA.

£ Knuent TR-069 Ypané€HHbln goctyn

MpaBwna yganéHHoro gocryna

He co31aHo HX OAHOro npaswna ana yaaneHHoro gocryna

AOBABUTH

PucyHok 112. Cmpa+uuya JononHumenbHo / YOaneHHbIlU docmyn.

Yt00BbI co3math HOBOE npaBmito, HaxMute kHonky [JJOBABUTD ( + ).

JobaBuTb NpaBuIo

Bepcwua IP
IPv4 -

J© OTKpbLITb AOCTYN C NHOBOTO
BHeLLHero xocra

IP-appec*

Macka nogceTtu*

BHeLHWA nopT*

80

MNpoTokon

HTTP v

PucyHok 113. OkHo dobaeneHus npasusa ydaneHHo20 docmyrna.
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B otkpriBieMcst okHe Bbl MokeTe 3a7aTh CIEAYIONIUE TapaMeTpPhl:

MapameTp OnucaHue

Bepcusi IP-mipotokona, st KOTOpOW OymeT MPUMEHSATHCS JaHHOE
Bepcus IP MIPaBUIIO. Bri6epute COOTBETCTBYIOLIEE 3HAYCHHE u3
PaCKPBIBAIOIIETOCS CITUCKA.

OTKpbITb AOCTYN C CaBUHBTE TEpPEKIIOYaTeNb BIPABO, YTOOBI Pa3peIIUTh JOCTYI K
nboro BHeLWwHero TOYKE J0cTyma s Jjroboro y3ma. Ilpu srom mnons IP-agpec u
XocTa Macka noaceTu He oToOpaXkaroTcsl.

IP-anpec V3en wim moacerb, Il KOTOPOM JaHHOE NPaBUJIO pa3peniaet
noctyn. Bel Mmoxkere 3anares [Pv4-anpec wim IPv6-anpec.

Tonvro 03 npomoxona IPv4.
Macka noaceTtu
Macka noaceTu.

Tonvko onst npomoxona 1Pv4.

BHewwHu nopt Buemrnuii mopt Touku goctyna. Bel MokeTe ykaszaTh TOJBKO OIUH
TOPT.

IIpoTokon, IOCTYHHBIA IS VYOAJICHHOIO VIIPABICHHUS TOYKOU
MpoTokon P ’ s ¥ yrp
JIOCTyIa.

[Tocne 3amanust HeoOxoauMBbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

UroObl 3a7aTh Apyrue MapaMeTpbl JUIs KaKOro-au0O0 MpaBMiia YIAJICHHOTO JOCTYIa, BBIOESpHUTE
HCOOXOIMMOE MPABHIO M HAXKMHTE JIEBYIO KHOIMKY MBIIIA. B OTKPBIBIIEMCS OKHE H3MCHHTE
HeoOxoaumblie nmapamerpsbl 1 Hakmute kHonky COXPAHUTD.

UYroObl ymanuTh Kakoe-THOO MpPaBWIIO YOAJCHHOTO JOCTYIa, yCTAaHOBUTE (hIaxok cieBa OT

COOTBETCTBYIONIEH CTPOKM Tabnuisl 1 HaxkmuTe knonky YOANNUTb ([1]).
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UPnP IGD

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune flononHutenbHo / UPNnP IGD Bei MmoxxeTe pa3pemints HCIONb30BaHHE TPOTOKOIIA
UPnP IGD. Touka noctyna ucnonb3yer nportokon UPnP IGD ngnst aBromarmueckoil HacTponKu
CBOMX MApaMETPOB JUIsI CETEBBIX MPHIOKEHUH, paboTa KOTOPHIX TpeOyeT BXOASIIEe MOAKIIOYCHNE
K TOYKE JIOCTYIIA.

( Kondmrypauus UPNP IGD ||

® BwounTs

IPv4 IGD

MNpoTokon P-appec BHyTpeHHWA nopT BHelHui nopT Onucanue

PucyHok 114. Cmparuuya JononHumensHo / UPnP IGD.

Eciu Bbl XOTHTE BpYYHYIO 3aJaBaTh BCE IapaMeTPbl, HEOOXOAMMBbIE Il pabOThI CETEBBIX
NPUIIOKEHUM, CIBHHBTE IE€peKiIrodareis BKMOUYMTBL BieBo. 3areM ImepelaMTe Ha CTPAHMILY
MexceTeBou 3kpaH / BuptyanbHble cepBepbl u 3aaiiTe HeOOXOAUMbIE HACTPOMKH.

Ecnn Bel xotute paspemnts ucnonb3oBanue nporokosna UPnP IGD B Touke noctymna, ciBUHBTE
nepexiroyarens BKNOYNUTBL Bripago.

[Ipu wucmonp30BaHWM MPOTOKOJIA HA CTPAHHIE OTOOPAKAIOTCS TMapaMeTphl TOYKH JIOCTYTIA,

HAaCTPOCHHBIC aBTOMATHUYCCKU!

MapameTp Onucanue

npOTOKOﬂ HpOTOKO)'I oOMeHa CETEBBIMH ITAKETAMMU.

IP-appec [P-aapec knueHTa, HAXOAAMIETOCS B JIOKAJTBLHOM CETH.

. [Topt IP-agpeca kinueHTa, HA KOTOPBIA OyJeT mepeanpecoBBIBATHCS
BHyTpeHHMM nopT
TpaduK ¢ BHEIIHETO OPTA TOUKH JOCTYyIA.

o Bremmunii mopTr TOYKH AJ0CTyIa, TpapUuK C KOTOPOIro 0 €T
BHewHnU nopTt P yna, Tpag P Y
nepeaapCeCoOBbIBATLCA Ha IP-a,upec KJIMCHTA.

OnucaHue Nudopmarus, nepenaBaemasi KITMEHTCKUM CETEBBIM MPHUIIOKEHUEM.
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UDPXY

Ora cTpaHMIA [JOCTyNHA, eciM B Macrepe HadajabHOM HAcCTpOMKHM ObUT BBIOpAH PpEXHUM
MapuwpyTtusatop wiu Nosroputens WISP.

Ha crpanune flononHutenbHo / UDPXY Bbl MokeTe pa3perinTh TOYKe JOCTyIa HCIOIb30BaTh
BcTpoeHHoe mnpuwioxkenne UDPXY. Ilpunoxenne UDPXY mnpeobpazossiBaet UDP-tpaduk B
HTTP-tpaduk. IT0 mpunokeHue mo3BOJSET MOTYyYUTh TOCTYI K IIOTOKOBOMY BHJIEO YCTPOHCTBAM,
KOTOpPBIE HE MOTYT IIPUHUMATh upokosemarensusie UDP-noToku.

€ Hauano UDPXY B
@ UDPXY - cepaspHoe Npunoxesue (dagmon) ang nepedadu 0aHHbIX U3 CEMEsDa0 NOMOKa MyMeMUKACT KaHana (sewaemoeo no UDP) & HTTP-coeduHeHue
3aNPaLUsaLEes0 KNILEHMA.

® Bouws
MopT* Paamep Gydrepa ANA BX0OAWWK OaHHBIX"
4022 131071
MakcumansHoe KoNMUYECTBO KNeHTos" Paamep Bydepa aadHbIxX ONA Nepenaqi KMeHTy”
3 4096
WAN-uHTEpdERC™
dynamic_Internet -

NPUMEHUTD

PucyHok 115. Cmpa+uua fonosnHumenbHo / UDPXY.
YroObl aKTUBHPOBATH MPHIIOKECHUE, CIBUHBTE MEePEKIItoUaTeslb BKMOYUTB BIipaBo.

HpI/I 9TOM Ha CTpaHUIIC OT06pa)KaIOTC${ CJICAYIOIUC TTOJIA:

MapameTp OnucaHue

[TopT TOUKM mOCTyma, KOTOPBIM OyIeT HCIONb30BATh MPUIIOKEHHE

Mopt UDPXY.

MakcumanbHoe MakcuManbHOE KOJIMYECTBO YCTPOMCTB M3 JIOKAJIBLHOM CETH TOUKU
KONMMMYEeCTBO KNMUEHTOB | JI0CTYyIa, AJsl KOTOPBIX OyzneT paboTaTh MpUIOKEeHHUE.

Pa3mep npomexxyTounoro Oydepa i1 TpUHIMAEMBbIX JaHHBIX.
Pa3smep 6ychepa ansa

BXOAALWMX AaHHbIX IIo YMOJIYaHUTIO YCTaHOBJICHO MHHHMAJIbHOC A0IMYCTUMOC

3HaA4YCHUC.

Pa3mep 6ydepa Pasmep npomexyTtouHoro Oydepa ais nepenaBacMbIX JaHHBIX.

A3HHLIX ANA nepeaavvn | [[p  ymonuaHMi0  YCTAHOBIEHO MUHHMMAIBLHOE  JOIYyCTHMOE
KINUeHTy 3HAYCHUE.

CtpaHuua 146 ns 187



DAP-300P BecnpoBogHasi Todka goctyna / mappyTtudatop N300
¢ noanepxkoi PoE HacTpolika Touku goctyna

PykoBoacTBo nonb3oBarens

MapameTp OnucaHue

B packpsiBaromiemcs criricke Beioepure WAN-coeTMHEHHE, KOTOPOE

WAN-uHTepdenc
6yneT HUCITIOJIB30BATHCA OJId pa60TBI C ITOTOKOBBIM BHJICO.

[Mocne 3aganus HeoOxoauMBIX napameTpoB Haxmute knonky MPUMEHUTD.

YTo0BI 06paTI/ITLC$[ K CTpaHHUIIC CTAaTyCa MPUIIOKCHHA, HAJKMUTC CCBUIKY CTaTyc.

udpxy status:

Server Process ID | Accepting clients on | Multicast address | Active clients
2599 192.168.0.50:4022 192.168.155.143 0

Restart
Available HTTP requests:

Request template Function
http:ifaddress:portiudp/meast_addrmport/ | Relay multicast traffic from mcast_addr:mport
hitp://address:port/status/ Display udpxy status
hitp:/faddress:portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Mon Mar 16 17:34:44 2020]
udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

PucyHok 116. Cmparuya cmamyca nipunoxeHusi UDPXY.
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IGMP

Ora cTpaHMIA [JOCTyNHA, eciM B Macrepe HadajabHOM HAcCTpOMKHM ObUT BBIOpAH PpEXHUM
MapuwpyTtusatop wiu Nosroputens WISP.

Ha crpanunie [lononHutenbHo / IGMP Ber MoxeTe pa3peiints TOYKE JOCTYMa MCIOIB30BaTh
nportokon IGMP.

[Ipotokon IGMP ucnons3yercs ans ynpasieHus: multicast-Tpadukom (nepenaueii JaHHBIX TPyTIIe
ajzipecatoB). DTOT MPOTOKOJI MO3BOJseT Oonee 3(PPEeKTHBHO MCIOIB30BATH PECYpPChl CETH IS
HEKOTOPBIX NPUIOKEHUH, HAIPUMED, I IOTOKOBOTO BUJIEO.

( KoHdpmrypauwms IGMP

IGMP

Internet Group Management Protocol - npoTokon ynpaenenuns rpynnoseoi (multicast) nepenadeil fanHbIX B CETAX, OCHOBaHHbIX Ha npoTokone IP.

® BnounTs
Bepcwur IGMP
IGMPv2 -
HuTepdenc”
dynamic_Internet -

PucyHok 117. CmpaHuua fononHumensHo / IGMP.

Ha ctpanune npeacraBieHsl CAeIyOIINE HIEMEHThI:

MapameTp OnucaHue

BKNIOYUTE ChaBuHbBTE  MEpeKIoYaTesb  BIPaBO,  YTOOBI  pa3pelIuTh
ucnoib3zoBanue nporokosna IGMP.
Bepcusa IGMP B packpsiBatomiemcs civcke Beioepute Bepcuto mporokosna IGMP.
B packpbiBatomeMcsi CHUCKE BBIOGPHTE COCIMHEHHE THUIA
WHTepdeiic Huunamuueckuit IPv4 wmm Craruueckuin [Pv4, mns  xotoporo
HeoOXoauMo paspemuTth multicast-Tpaduk (Hampumep, MOTOKOBOE
BHJICO).

[Tocne 3amanust HeoOXoaUMBIX mapameTpoB Hakmute kHonky MPUMEHUTbD.
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ALG/Passthrough

Ora cTpaHMIA [JOCTyNHA, ecid B Macrepe HadaJdbHOM HAcCTpOMKHM ObUT BBIOpAH PpPEXHUM
MapuwpyTtusatop wiu NosTroputens WISP.

Ha crpanune flononHutenbHo / ALG/Passthrough Ber moxere pasperints TOYKE JOCTyIa

ucnonb3oBare npotokod RTSP, a Takxe aktuBupoBath Mexanmsm SIP ALG u  QyHKIun
PPPoE/PPTP/L2TP/IPsec pass through.

[Ipotokon SIP ncnosnb3yeTcs A opraHu3alnuy, MOAU(UKAMN 1 OKOHYAHHSI CEaHCOB CBSI3U. DTOT
MPOTOKOJI TIO3BOJISIET OCYIIECTBISATh TeIe(POHHBIC BBI3OBBI Yepe3 ceTb VIHTepHeT.

HpOTOKOJ'I RTSP HUCIOJIB3YCTCA IJId IIEpeaadud IMOTOKOBOI'O MYJIbTHUMEIHNA B PCIKHUME PCAJIBHOIO
BPCMCHH. OTO0T IMPOTOKOJI MO3BOJIACT HCKOTOPBIM IMPUIIOKCHUAM ITOJIy4YaTh ITIOTOKOBOC ay,[[I/IO/ BUIACO
Hn3 CCTH I/IHTepHeT.

Oyuknust PPPoE pass through mo3Bonser PPPoE-kinentam KoMmnbIOTEpOB U3 JIOKATbHOW CETH
MOJKJIIOYaThCS K ceTh VIHTEpHET Yepe3 NOAKIIOYEHHS TOYKU JOCTYTIA.

Oynkuuu PPTP pass through, L2TP pass through u IPsec pass through paspemaror Touke nocryna
nponyckate VPN PPTP-, L2TP- u IPsec-Tpaduk, mo3Bojss KIMEHTaM U3 JIOKAJIbHON CETH TOYKU
JIOCTyIa YCTAHABIMBATH COOTBETCTBYIOIINE COSAMHEHUS C YIaJCHHBIMU CETSIMH.

£ Havano ALG/Passthrough

ALG/Passthrough

Bbl MOXETE pa3pelunTs MapLUpYTU3aTopy MCnons30eath NpoTokon RTSP, a Takke akTMBMpOBaTh MexaHuam SIP ALG u hyHELMK
PPPoE/PPTP/L2TP/IPsec passthrough.

) SIP A Mpo6poc PPPoE
® Paspewaem npoxoxderue mpaduka no npomorony SIP ] I'Ipoﬁpoc IPsec
® RTSP ) MMpoBpoc L2TP

® Paspewaem npoxoxdesus mpacura no npomorony RTSP

J Mpo6poc PPTP

PucyHok 118. Cmparuya JononHumenbHo / ALG/Passthrough.
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Ha CTpaHULEC MPEACTABIICHBI CICAYIOMUEC SJICMCHTDI:

MapameTp OnucaHue

CnBuHBTE  TEPEKIIOYATENh  BIOPABO,  YTOOBI  Pa3pelInTh
ucnons3oBanue mnpotokona SIP. Takasg HacTpoiika MO3BOJISIET
SIP ucnons3oBarh  MexaHusM  SIP ALG. JlaHHBII  MeXaHU3M

obecnieunBaeT npoxoxaeHue VolP-tpaduka yepe3 Touky aocTyna,
BBINOJHSIONIYIO TIpeoOpasoBanue ceTeBbix aapecos (NAT)’.

CIBUHBTE  MEpeKiouYaTellb  BIPaBO,  YTOOBI  pa3pelinuTh

ucrnonb3oBanue mpotokona RTSP. Takas HacTpoiika MO3BOJISIET
RTSP YIPaBIATh MMOTOKOM JaHHBIX: BBINOJIHATH NEPEMOTKY ITOTOKOBOTO

ayJino/BHIIEO, OCTaHAaBJIMBAaTh u BO300OHOBIISTH €ero

BOCIIPOU3BE/ICHUE.

ChoBuHbTE  MEpeKIoYaTesb  BIOPaBO,  YTOOBI  pa3pelnTh

1 PPPOE
pobpoc ° ucnonb3oBanue GpyHkimu PPPoE pass through.

C,Z[BI/IHLTC MCPCKIOYATCIIb BITpaBo, YTOOBI Pa3pCIInTb

Mpo6poc IPsec
poop ucnonb3oBanue ¢pyHkiuu [Psec pass through.

Mpo6poc L2TP CIBHHETE  TEpeKIoYaTe]lb  BIPaBO,  YTOOBI  pa3peiinuTh
ucnoip3oBanue Gyakuuu L2TP pass through.

ChaBuHbTE  MEpeKoYaTesb — BIPaBO,  YTOOBI  pa3pelIuTh
ucnois3zoBanue Gynkuuu PPTP pass through.

Mpo6poc PPTP

[Tocie 3aganus HeOOXOMUMBIX TapameTpoB HaxkmuTe kHonky MPUMEHUTDb.

5 Cosnaiite WAN-coenuuenne na crpanune Hactponka coeguHeHun /| WAN, casunsre mepekiodarens SIP
BrpaBo Ha crpanune JononHutenbHo /| ALG/Passthrough, noakmrounte Ethernet-xabenr k LAN-mopry
Touku npoctyna u K IP-temedony. Ha camom IP-temedone 3amaiite mapamerpsl SIP u HacTpoiite ero Ha
aBTOMaTnueckoe nomydenue [P-anpeca (B kaaectse DHCP-kimenTa).
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Mexxcemeeolu 3kpaH

DTOT paszgen JOCTYNeH, ecau B Macrtepe HavaabHOM HACTpOMKHM OBIT BBIOpAaH pEXUM
MapuwpyTtusatop i Nosroputens WISP.

B nanHoMm paznene MeHro Bbl MOXETE HACTPOUTH MEKCETEBOM dKPaH TOUKH JIOCTYIIA:
*  100aBUTH MpaBUiIa Il (QUIIBTPAIIIH CETEBBIX MTAKETOB;
*  CO37aTb BUPTyaJIbHBIE CEPBEPHIL;
* omnpenenuts DMZ-30mny;

*  3a/1aTh OTPAaHUYCHUS HA TIOCEIICHUE HEKOTOPHIX Web-calToB.

IP-cbunbTp

Ha crpannne MexcereBon akpaH / IP-cpunbTp Ber Mokere co3narh npaBuia i 00pabOTKH
CETEBBIX MMAKETOB, a TAK)KE M3MEHHUTH WJIH YIaJIHTh PAHEEe CO3IAHHbIE IIPABHIIA.

& IPsec IP-¢punbTp |

PUNLTPLI

He co3jaHo HI 0JHOTO npaewWna ana IP-qWI,"IprOB

AOBABUTH

PucyHok 119. Cmparuuya Mexxcemesoli akpaH / IP-cpunbmp.

Yrobsl co3aaTh HOBOE MPaBHIO 00pabOTKH ceTeBhIX maketoB, Hakmute KHonky JJOBABUTb

(+).
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& IP-chuneTp IP-connetp/JobaeneHune
[MaBHbIe HACTPOWKK |P-agpec NCTOYHKKA
. BrnounTts npaeuno @ Bul Moxeme yiazams duanason IP-adpecos, odurouHsild IP-adpec unu IP-

adpec nodcemu (Hanpumep, 10.10.10.10/24 dng adpecauuu IPv4 unu
2001:00b8:85a3:08d3:1319:8c2e:0370:7532/64 AnA adpecauuu IPvE)

ma*

3anatb Kkak

[wana3soH UnNu oanHouHbli IP-agpec -
@ Konuyecmeao cumsonos domwto Obime He Bonee 32
OeAcTane
PazpelunTs - HavanbHeli IPv4-agpec -
MpoTokon
TCP/UDP . KoHeuHblit IPv4-agpec e
Bepcus IP
IPv4 -
|P-agpec HazHa4yeHus MopThbl
@ Bur Moweme yxasams duanason IP-adpecos, oduHoyHbil IP-adpec unu IP- @ Bul Moxems yiasams oduH MOpM, HECKONbKO MOMoS Y8pes JamAMy
adpec nodcemu (Hampusmep, 10.10.10. 1024 dna adpecauuu IPv4 unu (rarmpumep, 80,90) unu duanasor Nnopmoe Yyepes dacemovyue (Hanpumep, 80:90)
2001:04b8:85a3:08d3:1319:8c2e:0370:7532/64 dna adpecauuu IPvE)
Sapars kak MopT Ha3HaYeHnA
[wanasoH unn oguHOYHLIA IP-agpec -

) 3anatk NOpPT MCTOYHUKA BPYYHYIO

HauaneHelit [Pv4-agpec -
KoHeuHblit IPv4-agpec -

NPUMEHWUTDb

PucyHok 120. Cmparuya dobasrnieHus npasura 0515t 06pabomku cemesbix nakemos.

Br1 MOXkeTe 3a1aTh cieayrore napaMeTphl:

MapameTp OnucaHwue

MMmaBHble HAaCTPOMKH

Y1051 AKTUBUPOBATH NIPAaBUJIO, CABUHBTC IICPCKIOYATCIIb BIIPABO.
BknounTb npaBuno
Yr100BI OTKIIFOYUTH IpaBUJIO, CABUHBTC IICPCKIIHOIATCIIb BJICBO.

Umsi Haspanue mpaBwia mis ynoOHoW uaeHTH(uKanmu. Moxer OBITh
NIPOU3BOJIHBIM.
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HaCTpOﬁKa TOYKM AocTyna

MapameTp OnucaHwue

I[eﬁCTBHe, KOTOPOC BBIIIOJIHACT JaHHOC IIPaBUJIO.

* Paspewmntb — paspemaer nepemady MaKeTOB B
OencrtBue COOTBETCTBUM C KPUTEPUSAMH, 3aJaHHBIMU IIPABUIIOM.
* 3anpetuTb — 3ampemiaeT Imepeiadyy — MAKeTOB B
COOTBETCTBUH C KPUTEPUSIMHU, 3aJaHHBIMU MTPABUIIOM.
MpoTokon [Iporokon  nmns  mepemaynm  CETEBBIX  MakeToB.  BwiOepute
HEOOXOAMMOE 3HaYE€HHE U3 PACKPBIBAIOLIETOCS CIIHCKA.
Bepcus [P-mipotokona, miast KoTopod OyneT MpUMEHSThCS TaHHOE
Bepcus IP IpaBUIIo. Bribepure COOTBETCTBYIOIIEE  3HAUYEHUE u3
PacKpBIBAOIIETOCS CIIUCKA.
IP-agpec ncrouyHuka
3agaTtb Kak Bri6epute HEOOX0MMOE 3HAYCHHE W3 PACKPBIBAIOIIETOCS CITUCKA.

HavyanbHbi IPv4-
appec /| HayanbHbIN
IPv6-apgpec

Hauanpnsiii [IPv4- unu IPv6-agpec nuanazoHa agpecoB UCTOUHHKA.

Ecan HGO6XOI[I/IMO 3a4aTb O,[[PIHO‘-IHBIﬁ aapecC, OCTaBbBTC IIOJIC
KoHeuHbin IPv4-agpec / KoHeuHbIn IPv6-agpec nycthim.

Ber Moxete BLI6paTB YCTpOﬁCTBO, MOAKIIOUEHHOE K JOKaJIbHOM

Jlist

PAaCKpbIBAOIICMCS CITUCKE BBI6epI/ITC COOTBeTCTBYIOH_II/Iﬁ IPv4- nim

CECTU TOYKM [OOCTylla B HaHHLIfI MOMCHT. 9TOIO0O B

[Pv6-anpec (mpu 3TOM 110JI€ 3aOTHUTCS AaBTOMATUYECKH).

KoHeuHbin IPv4-agpec /

KoHeuHbIn IPV6-appec

Koneunsrit [Pv4- unu IPv6-agpec nuanaszona agpecoB HCTOYHUKA.

IPv4-agpec noacetu /
IPv6-agpec noacetum

IPv4- unmu IPv6-anpec monacetu uctounuka. Ilome oroOpakaercs,
€CJIM B CIIUCKE 3a.anb KaK BBLIJECJICHO 3HAUCHUE I'Io.qceTb.

IP-appec Ha3Ha4yeHUA

3apartb Kak

Bri6epute HEOOX0MMOE 3HAYCHHE U3 PACKPBIBAIOIIETOCS CITUCKA.

HavyanbHbI IPV4-
appec /| HayanbHbIN
IPv6-agpec

Hauanbnsiii [Pv4- unu [Pv6-anpec nuana3zona agpecoB Ha3HAUYEHUS.

Ecmu HCO6XOI[I/IMO 3a1aTb OI[I/IHOIIHBII\/‘I aapec, OCTaBbTC IIOJIC
KoHeuHbin IPv4-agpec /| KoHeuHbIn IPv6-agpec nycteim.

Bbl Moxere BbIOpaTh yCTPOWCTBO, MOJKIIOYEHHOE K JIOKAJIHHOMN
CeTM TOYKH [JOCTylla B JaHHbBIM MOMEHT. Jlug »3TOoro B
PaCKpBIBAIOIIEMCSI CIICKE BhIOEpUTE COOTBETCTBYIOUMA [Pv4 mmm
[Pv6-aapec (pu 3TOM I10JI€ 3aIIOTHUTCS ABTOMATHYECKH).
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MapameTp OnucaHwue

KoHeuHbin IPv4-agpec /

. Koneunsrit [Pv4- unu [IPv6-agpec nuamna3ona aapecoB Ha3HAYEHUS.
KoHeuHbin IPV6-anpec

IPv4-agpec noacetu / | IPv4- win IPv6-anpec moacern nasnauenus. [loje oroOpaxaercs,
IPv6-apgpec noacetn | eciu B ciiucke 3afaTh Kak BoiieneHo 3Hadenue MoaceTb.

MopTbl

ITopt IP-ampeca Ha3HaueHusa. Bbl MoxkeTe ykazarb OAWH TMOPT,
MopT Ha3HavyeHUunA HECKOJIPKO TOPTOB 4Yepe3 3arsaTyl0 WU AHana3oH IMOpPTOB uepe3
JBOETOUHE.

CnBuHBTE MEpEKIIIOUaTeNb BIIPaBO, 4TOOB! yKazarh nmopT [P-aapeca
UCTOYHHMKA BpyuHyro. Ilpm stom otoOpaxkaercs mnone [lopT
MCTOYHMUKA.

3apaTtb nopt
MCTOYHMKA BPYUHYIO

ITopr IP-ampeca wncrouHuka. Bbl MOxeTe ykasaTb OIUH IIOPT,
MopT ncTtouyHuka HECKOJIBKO IIOPTOB 4Yepe3 3alsTyl0 MM AWANa3oH IMOPTOB 4epe3
JIBOCTOUHE.

Haxxmure knonky MPUMEHUTD.

UroObl 3amaTh JApyrue mnapamMeTpsl i Kakoro-au0o IpaBuia, BBHIOEPHTE COOTBETCTBYIOIIYIO

CTpOKy B TaOimie. Ha oTkpbiBIIeics cTpaHUIle H3MEHHTE HEOOXOIUMBIC MapaMeTpbl H HAKMUTE
knonky MPUMEHUTD.

UToO0Bl ymanuTh MPaBUIIO, YCTAHOBUTE (DIaKOK ClieBa OT COOTBETCTBYIONICH CTPOKHU TAONHIBI H

F—N

naxmure kHonky YOANWUTb ( [W ). Ber Takke MokeTe yamMTh NpPAaBHIO HA CTPAHMUIE
W3MEHEHUS TTapaMEeTPOB.
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BupTtyanbHble cepBepbl

Ha crpanunie MexcetreBon 3kpaH /| BupTyanbHble cepBepbl Bbl Moxere co3aarh
BUPTYaJIbHbIE CEPBEPHI, KOTOPHIC IO3BOJIAT IMEPEHANPABIATh BXOMAIINN HHTEPHET-TpadUK Ha

onpeaeneHHsl [P-agpec B TOKaIbHOM CETH.

& P-gunbtp Bu PTYalibHbIE CEPBEPDI

BupTyanbHble cepBepbl

He co3faHo HU OfHOro BWPTYalbHOro cepeepa

AOBABWTbH

PucyHok 121. Cmpa+uya Mexxcemeeoll 3kpaH / BupmyasnbHbie cepgephbil.

UYroObl co31aTh HOBBIN BUPTYyaJibHEIN cepBep, Haxxmute kHonky JJOBABUTD ( -+ ).
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BuptyaneHsle cepeepbl/Co3naHne

OB6WwKre HACTPOMKK HacTpoMkn BHYTpeHHEN CceTH

Maan* BHyTpeHHun 1P -
LllaGnoH

Custom - BHYTpEHHKA NOPT (HadYanbHbI )™

WHrepieic

<Bce> - BHYTpPeHHUA NOPT (KOHEeYHBIN )

MpoTokon

TCcP >

HacTtpoikn nyGnuuHon ceTn

CrefywLHe NopTel MCNONbIYINTCA B KOHGMHIYPaLUmM

y.u'a_neHHb"ﬁ IP YOaneHHoro AOCTYTa K yCTPOWCTaY W B OPYTHX

1", Npasnnax AnA BMpTyankHex cepeepoe: "80, 999"
@ B Moxeme yRa2ame odunonel 1P-adpec wunu (P-adpec modoemu Bkl HE MOMETE MCNONBIOBATH WX ONA OaHHOM
{Hanpume, TO.T0.10010:24) npasuna.
YoaneHHslA [P ®

NOBABUTL YOANEHHLIA IP

BHewHMA nopT (HaYansHbIM)*

BHelwHMA NopT (KOHEYHBIN)

NPUMEHWUTE

PucyHok 122. CmpaHuya dobaerneHusi supmyasibHO20 cepseepa.

Bbl MoxeTe 3a1aTh clieayIoue napameTpsbl:

MapameTp Onucanue

OOLume HaCTPOMKKU

Ha3Banue BHpTyalbHOrO cepBepa JUlsl YJOOHOH HAEHTH(UKALNU.

Nma
MokeT OBITh TPOU3BOIHHBIM.
B paCKpBIBaIOH_IeMCﬂ CITNCKEC BBI6epI/ITe OAUH U3 HpI/IBeJ:[eHHBIX
H_Ia6JIOHOB BH aAJIHBIX CECPBCPOB HIIHN BBIGG HUTC 3HAYCHUC
LLlabnoH pTy PBEp p

Custom (nonv3zo6amenvckuii), 9TOOBI CAMOCTOSATEIILHO OMPEICTUTD
napaMeTpbl BUPTYaJIbHOTO cepBepa.
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HaCTpOﬁKa TOYKM AocTyna

MapameTp Onucanue

. CoenuHenue, K KOTOpoMy OyneT TpuUBA3aH  CO37aBaeMbIid
MHTepdeiic 4 pomy 0¥ P
BUPTYaJIbHBIN cepBep.
[Iporokon,  koTopblii  OyAeT  HMCHONIB30BAaTh  CO3/laBa€MbIA
MpoTtokon BUPTYaJIbHBI cepBep. Bribepute HeoOXoaumoe 3HaueHHUE U3

PacKpbIBAIOIIErOCs CIIUCKA.

HacTtponku nyénuyHom cetu

YpaneHHbIN IP

Brenure IP-anpec cepBepa, HaxXoAsAMIErOCs BO BHEIIHEH CETH.

Yrobsl 100aBHTH emie oauH aapec, Haxmure kHonky [JJOBABUTb
YOANEHHBIW IP u BBeaute ampec B 0TOOPa3UBIIEHCS CTPOKE.

YroObl yIauTh apec, HAKMHUTE Ha 3HAY0K YAANUTb (*) B CTPOKE
ajapeca.

BHewHun nopt
(HayanbHbIN)/

BHewHun nopt
(KoHeYHbIN)

moctyma,  Tpadpuk ¢ Oynet
nepeaapecoBbiBaThcs  Ha I[P-agpec, ompenensieMblidi B ToJie
BHyTpeHHun IP B paznene HacTpomMkum BHYTpeHHen ceTtwm.
3az[a171Te HavYaJIbHOC X1 KOHCUYHOC 3HAUCHUSA JUalla30Ha ITOPTOB. Ecnu

[Topr  TOUKHM KOTOpPOIO

HGOGXOI[I/IMO YKa3aTb TOJIBKO OIWH IIOPT, 38.I[3.I>1T€ €ro B IIOJIC
BHewHMn nopt (HayanbHbIK) u He
BHewHMX NOpT (KOHEYHbLIN).

3aMOJIHIAUTE TIOJIE

HacTtpownku BHyTpeHHeun ceTu

BHyTpeHHun IP

[P-anpec cepBepa, HaxonsIIETOCS B JIOKAJIBHOM ceTH. Bbl moxkere
BBIOpAaTh YCTPOMCTBO, MOAKIIOYEHHOE K JIOKAJIHHOW CETH TOYKHU
JIOCTyIla B JAHHBIA MOMEHT. /[ 3TOro B pacKpbIBAIOIIEMCS CIIUCKE
BbIOEpUTE COOTBETCTBYIOUIMIT [P-anpec (mpu 3TOM mosie 3amoiIHuTCs
ABTOMATUYECKH ).

BHyTpeHHU nopT
(HavanbHbIN)/
BHyTpeHHU nopT
(KOHeuYHbIN)

ITopr IP-agpeca, 3amaBaemoro B moine BHyTpeHHun IP, Ha
KOTOpBI OyleT mepeanpecoBbIBaThCs TpadhUK C TMOpTa TOYKH
BHewHnn nopt. 3anaiite
HAQ4YaJIbHOC W KOHCYHOC 3HAYCHUSA OHallda30Ha IIOPTOB. Ecmu
HEOOXOIMMO YKa3aThb TOJBKO OJWH TMOPT, 3ajaiite ero B Moie
BHyTpeHHU nOpT (HayanbHbIA) U HE 3aloNHSNTE TMOJe
BHyTpeHHUI NOpT (KOHEYHbIN).

AO0CTyIIa, 3aJaBacMOro B TIIOJIC

Haxxmure kHonky MPUMEHUTD.
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PykoBoacTBo nonb3oBarens

YroObl 3a1aTh Apyrue mnapameTpbl sl CYIIECTBYIOIIETO CEpBEpa, BHIOEPUTE COOTBETCTBYIOLIYIO

CTpOKy B TaOimie. Ha OTKpBIBIICHCS CTpaHUIC U3MEHUTE HEOOXOJMMBIC MapaMeTpbl U HAKMHUTE
kHonky MPUMEHUTD.

YroObl ynaiuTh cepBep, YCTAHOBUTE (PIIAXKOK ClieBa OT COOTBETCTBYIOIIEH CTPOKM TaOIULBI U
F—N

naxvute kaonky YOAAJIUTD ( (1] ). Ber Taxoke MokeTe y1aanTh cepBep Ha CTPAaHHIIE H3MEHEHHUS
napameTpoB.
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PykoBoacTBo nonb3oBarens

DMZ

DMZ-30Ha nipeacTaBisieT coOO0# y3el WM CEeTMEHT CeTH, PACTOI0KEHHBIN «MEXy» BHYTPEHHEH
(moxanbHOM) W BHemHed (mioOanbHOM) cersamu. Peanuszanus DMZ-30HBI B TOYKEe JOCTymHa
MOJPa3yMEBAET BOZMOXKHOCTh Tepeaadn 3ampoca, MPUIICAIIET0 U3 BHEITHEH ceTH Ha KaKoW-Tr0o
MOPT TOYKU JTOCTYTIA, HA YKAa3aHHBIA y3€Jl BHYTPEHHEH CETH.

Ha crpanune MexceteBon akpaH / DMZ Ber moxere 3aiate [P-agpec DMZ-y3na B JTOKalbHOM

CCTH.

( KoHcburypauwa

DMZ

® BnounTs

] Brnounte NAT Loopback

NMPUMEHUTE

PucyHok 123. Cmparuua Mexcemeeoli 3kpaH / DMZ.
Jns onpenenenuss DMZ-30Hb1 cIBUHBTE TIepekiouaresis BKNHOYUTB Bripaso.

Beenute IP-agpec y3ma Bamieit nokanpHoit cetn B mosie IP-agpec. Bol mMoxere BBIOpaTh
YCTPOMCTBO, MOAKIIOYEHHOE K JOKAJIBHOM CETH TOYKHM JOCTyla B JAaHHBIM MOMEHT. [list sToro B
pacKpbIBalOIIEMCsI CIIHCKE BbIOepUTe COOTBETCTBYIOmMK [P-ampec (mpu 3TOM TOJ€ 3aroIHUTCS

ABTOMATHUYECKH).

Cnsunbre mnepexmodareis Bknwounte NAT Loopback BmpaBo, uToObI mosib30Barenu
JIOKAJIbHOM CeTH TOYKHM J0CTyla MOIIM oOpauiarbes k DMZ-y3ny, ucnions3ys BHemHui [P-anpec
Touku noctyna win ero DDNS-ums (eciu Hactpoen DDNS-cepsuc). [lonb3oBarenu U3 BHEIIHEH
ceTr o0pamarTcs K TOUYKE I0CTyTa Mo 3ToMy ke anapecy (uiu DDNS-umenn).

Haxxmure knonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBarend

[Tpu axtuBupoBanHoit DMZ-30He Bech Tpaduk, MOCTYMAONMNI Ha HEKOTOPBIM MOPT HHTEpderica
WAN TOukH JocTyma, OyAeT NepeHanpaBisAThCS HAa aHAJIOTWYHBIN MopT ykasanHoro IP-agpeca.
Taxke cnemyer y4WTHIBaTh, YTO OOJBIIMHA MPHOPUTET UMEIOT BHPTYaJbHBIE CEPBEPHI, T.€. €CIHU
CO3/1aH BUPTYaJIbHBIN cepBep ¢ BHelHero nopra 80 Ha KakoW-1MO0 MOPT CETEBOrO YCTPOWCTBA B
JIOKaJbHOM CETH TOYKH JIOCTYTA, TO TOJIH30BATEIH, HAXOASIIUECS B IIOOATLHON CETH, TIPU BBOJE
anpeca http://wan_IP_ ycTpoicTBa B aJpecHOH cTpoke Opaysepa nomnaayT He Ha nopt 80
IP-anpeca, ykasannoro Ha crpanuine MexceteBon 3kpaH /| DMZ, a na mopr u IP-ampec,
3aJJaHHbIE JJI1 COOTBETCTBYIOLIETO BUPTYaIbHOIO CEpBEpA.

Hus ymanenus DMZ-30HbI CABHHBTE IMEpeKItodaTe]i> BKMAKOYMTL BICBO M HAXMHUTE KHOIKY
NMPUMEHUTD.
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PykoBoacTBo nonb3oBarens

URL-cpunbTp

Ha crpanuiie MexceteBon 3kpaH / URL-cpunbTp Bbl MoXxeTe 3aiaTh OrpaHMYCHHS Ha
NOCEIIECHHE HEKOTOPBIX Web-CaiToB.

URL-chuneTtp

URL-cbunetp

Bbl MOMXETe 3a0aTb OrPaHWYEHUA Ha NOCELEHWE HeKOTOPbIX web-caiToB.

Obuwme HacTPOMKK @uneTpsbl

. BKMIOUMTE @ 3dece Be momeme dofaaname, pedaxmuposames u ydanams adpeca.
Hanpumep, Ymofel dofasums & URL-ghunsmp cadm dink.ru, & none 6800a MoXxHo

Twun Hanucams "diitk.ru™ wmu "www.dlink

EJ'IOKHDOBaTb ykasaHHele afpeca v @ URL-ghunsmp npedsasHaver na Gnokuposkuy HTTP-mpadghuka. fns

Brexupoaku mpadhuka, nepedasaemozo Mo ApYaUM MPOMOKONaM, MOXHO

ucnonszosame IP-ghunempet (nepeddumes #Ha cmpaduyy Mexcemesaod skpariP-

ghunsmp)

DOBABWUTb

NMPUMEHUTB

PucyHok 124. Cmparuua Mexcemeeol skpaH / URL-chunbmp.

Yr1o6bl Brm0unTh URL-Gunstp, B pasmene OOWME HACTPOMKW CABHHBTE MEPEKIHOYATENH
BknounTb BpaBo, a 3aTeM BBIOCPUTE HEOOXOIUMBIN PEXKHUM B CIICKE TUM:

* bnokupoBaTb yKasaHHble agpeca — mnpu BBHIOOpE ATOTO 3HAYECHUS] TOYKA JOCTyIa
OJOKMpYET JOCTyNl KO BCeM Wweb-caiiTam, aapeca KOTOPHIX OIpeeNieHbl B pasferne
PuUneTpbI;

+ bBnokupoBaTb BCce agpeca, KpoOMe YKa3aHHbIX — IIpu BBIOOpE STOr0 3HAYEHHs TOUKA
JOCTYTIa pa3peliaeT JOCTYI TOJIbKO K web-caiitam, ajipeca KOTOPBIX ONpEEICHBI B pas/eiie
PUNbLTPbI, 1 OJIOKUPYET JOCTYIT KO BCEM OCTAIBHBIM CaiiTaM.

Haxwmure kaonky MPUMEHUTD.

Urto6n! 3amath ciricok URL-anpecoB, i KOTOPBIX HY)KHO NPUMEHUTH OTpaHHYCHUE, B pasjelie
®dunbTpbl  Haxkmute kHonky JOBABWTb wu BBeaure COOTBETCTBYIONIMI — ajpec B
oroOpasuBieiics cTpoke. 3arem Haxmurte knonky MPUMEHUTD.

UYroObl ynanmuTh Kakoi-mibo aapec u3 cnrcka URL-anpecoB, HaXMUTE HAa KHONKY YAANUTb (*) B
crpoke URL-anpeca. 3atem naxkmute kHonky MPUMEHUTb.
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Cucmema

B JaHHOM pasaciic MCHIO BEI MOXXeTe BEITIOJIHUTH CJICOYIOUINEe )Iel\/'ICTBI/ISII

M3MEHUTh NapoJib AJIs AOCTYNA K HACTPOWKAaM TOYKHU JAOCTYTIIA;

BEPHYTb TOUKY JOCTYIa K 3aBOJICKUM HacTpOIKaMm;

C/IeJaTh Pe3EepPBHYIO KOIUIO KOH(PUTypalMi TOUYKH JOCTYIIa;

BOCCTAaHOBMTbH HACTPOUKU U3 KOH(PUTypallMOHHOTO (aiina;

COXPaHUTh TEKYIIME HACTPOMKH B DJHEPrOHE3aBUCUMOM NTaMSTH;

nepe3arpy3uTb TOUKY JIOCTYIIa;

M3MEHUTH S3bIK Web-unTepdetica;

O0OHOBUTH MPOrPaMMHOE 00eCII€YeHNEe TOUKHU JT0CTYIa;

HACTPOUTh ABTOMATUYECKOE YBEIOMJIEHUE O HAIIMYMHU HOBOM Bepcuu 110;
IIPOCMOTPETH KypHAaJl COOBITUI U HACTPOUTH Nepesiady >KypHaja Ha yIaJeHHbIN y3e;

IPOBEPUTH JTOCTYHMHOCTh KaKOro-IH0O y3j7a CETH HEMOCPEACTBEHHO M3 web-uHTepdeiica
HAaCTPOWKU U yNPABIICHUS;

OTpeJIeNINTh MapILIPYT 0 KAaKOro-1uoo ys3ia;
Pa3peIINTh WM 3alPETUTH JOCTYII K TOUKE focTtyIa 1o nporokony TELNET;

HAaCTPOUTH aBTOMATHUYCCKYIO CMHXPOHU3AIIUI0 CUCTEMHOI'0O BPEMCHH WJIM BPYUYHYIO 3a414aTb
Jary v BpEMs 1JIA TOUKH JOCTYIIA.
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Kondurypauums

Ha crpanune Cuctema / KoHdmrypaumsa Bel moxkere W3MEHHTh Mapoib YYETHOW 3amucu
aJIMAHUCTpATOpa JJIsl TOCTyTa K web-uHTepdeiicy TOUKH TOCTyTa U JJIsl TOCTyNa K HaCTPOWKaM 1o
nporokosry TELNET, BOCCTaHOBHUTH 3aBOJICKME HACTPOMKH TOYKH JIOCTYIA, CO3/ATh PE3ECPBHYIO
KOITMIO TEKyIleHd KOH(HTypaluyd WM BOCCTAHOBUTH paHEE COXPAHEHHYIO KOH(MUTYpALUIO M3
daiina, cOXpaHUTh H3MEHEHHBIC HACTPOWKM B HSHEPrOHE3aBHUCHMON MaMsTH, Iepe3arpy3uTh
YCTPOICTBO, a TAK)KE U3MEHUTH S3bIK Web-uHTepdeiica.

{ OBHoenenve MO KoHdurypauus | )

3aBofcKkWe HacTPOMKK
lNonb3oBarens o

KIMA none3oeaTens
Pe3epBHan konusa
admin : e Te .
BocctaHoBHUTE
. L
CoxpaHnTb
® Anuna napons domsna Goims om 1 do 31 ASCH ; )

cumMeona

MNepesarpyanTs

Bpems GeapeAcTans (B MUHYTax)*

5

Asbik

Pyccrunia -

PucyHok 125. Cmparuya Cucmema / Konghuaypayusi.

Juist Toro 4ToOBl M3MEHHUTH MAPOJIb YUETHOH 3alKcy aJIMUHUCTpaTopa, B paszeine lNonb3oBaTensb
BBE/IMTE HOBBIHM mapoib B nosii HOBbIM naponb u MoarBepxaeHue napons. Mcnons3syiite
udpsl, JTaTHHCKUE OYKBBI BEPXHEr0 M HIIKHETO PETHCTpPa U APYyTrUe CHUMBOJBI, JOCTYIHBIC B
aMEpMKaHCKOM packnagke Kinapuarypel’. Haxmumre Ha 3madok [MokasaTb ( & ), uTo6BI
otobpa3uTh BBeIeHHbBIE 3HaYeHus. 3aTeM HaxkmuTe kHonky COXPAHUTD.

3allOMHUTE WM 3alWIIHATS HOBBIU napoJjb aJIMUHHUCTPATOPA. B cJaydac yTepu HOBOTO

napoas agMuHUCTparopa BEI cMOXkeTe mONVYWTh AOCTYH K HACTPOWKAM TOYKH JIOCTYIIA

TOJBKO TIOCJIEC BOCCTAHOBJICHUA 3aBOACKHWX HACTPOCK MO YMOJIYAHHWIO TPU THOMOMIH

anmaparaod kHonkn RESET. Takasg 1mporlenvpa VHHYTOXHT Bce 3aJlaHHBIe Bamu
HACTPOWMKHK TOYKH JOCTYNA.

Jnst Toro 4To0OBbl M3MEHHTH SI3bIK Web-uHTep(eiica, B packpbiBatonieMcs crrcke A3bIK BeiOepuTe

HGO6XOI[I/IMOC 3HAUYCHUC.

6 0-9, A-Z, a-z, ipobem, I"#$%&' () +,-./;<=>2@[\]* " {

I~
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PykoBoacTBo nonb3oBarens

Tax>ke Ha TaHHOM CTpaHULE AOCTYIIHBI CIECAYIONINE KHOIIKH:

AnemMeHT OnucaHue

Knonka nns cOpoca HacTpoeK TOYKM JAOCTyNa K 3aBOACKUM
ycTaHoBKaMm. Jlpyrum BapuaHTOM cOpoca HAacTPOEK SBISETCS
ucnosnb3zoBanue kHonku RESET (cM. pasnen 3aousaa nauens, ctp.
12).

3aBoacKkue HaCTPOMKMU

Knonka anst coxpanenus: kKoHpUTypanun (BceX MapaMeTpoB TOYKH
JIOCTYTIa) Ha JIOKAJLHOM JHCKE KOMIbloTepa. PesepBHas Komws
Pe3sepBHas konus ~
HAcTpoek OyJeT HaXOAUTHCA B IMAIKe 3arpyKeHHbIX (aiinos Baero

Opay3epa.

Knonka s BeIOOpa paHee COXpaHEHHON KOH(HTrypanuu (Bcex
napamMeTpoB TOUKH JIOCTYIa) Ha JIOKAJLHOM JIMCKE KOMIBbIOTEpa U
BoccraHoBUTb 3
ee 3arpy3kd. HaxxmMure KHONKY M CIEAyWTe€ WHCTPYKLUSAM

JINAJIOTOBOTO OKHA.

Knomnka JJIs1 COXpaHCHUA HACTPOCK B 3Hepr0HeBaBHCHMOﬁ IHaMsATH.

Touka HOCTyma COXpaHsET M3MCHCHHUsSI HACTPOECK aBTOMATHYECKH.
CoxpaHutb Eciau m3MeHeHHbIC HACTPOWKH HE COXPAaHCHBI aBTOMAaTHYECCKH, B
IPaBOM BEPXHEM YIIy CTPAHHUIIBI OTOOPA3HTCS COOTBETCTBYIOIICE
yBEIOMJICHHE.

Knonka mia mepesarpy3ku ycrtpoiictBa. Ilpu mepesarpyske Bce

Mepe3arpy3nTb .
HECOXPAHEHHbIE HACTPOUKU OyyT yTEPSHBI.

B moie Bpemsi 6e3nencTBUA 3amaiite Bpems mpoctosi (B MHHYTax), [0 MCTEYCHUH KOTOPOTO
TOYKa JIOCTYIA 3aBEPIINT ceaHCc paboThl nHTepdeiica. [To ymomuanuto 3amaHo 3HaueHue 5. 3arem
Haxxmure knonky COXPAHUTD.
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O6HoBneHune NO

Ha crpanuiie Cucrtema /| O6HoBneHue MO Bor MoxeTe 00HOBHTH BHYTPEHHEE MPOTPAMMHOE
obecrieueHre TOYKH JIOCTyIa, a TakXKe HACTPOUTh aBTOMATHUYCCKYIO TPOBEPKY HAJIHUUSL
oOHonenuit 1y [10 ycrpoiicTsa.

' O6HoBnenre BHyTpeHHEro 110 TOYKM JI0CTyna PEKOMEH/IYETCS BBINOJIHSATH TOJBKO MPHU
u IPOBOJHOM MOAKIIOYCHUHN TOYKH JOCTYIId K KOMIILIOTCPY.

< Havano O6HoeneHue MO =]

JlokanbHoe obHoBNEeHWe YnaneHHoe obHoBNeHue
@ Tekywan eepcua [10: 3.0.2 Apnpec cepeepa obHoBNEHWA

fwupdate.dlink.ru
BbIEPATE ®AWN... Paiin He BriOpaH

@ AstomaTueckn NpoBepATL 0GHOBNEHNA

NPOBEPUTL OBHOBNEHUA  Wuldll =01 Th =N, Xyl

PucyHok 126. CmpaHuya Cucmema / O6HoeneHue [10.
Tekymas Bepcust BuyTpennero I10 ycrpoiictBa oToOpaskaercs B mojie Tekywaa Bepcus MO.

[To ymomuyaHMIO B CHCTEME HACTpOEHa AaBTOMATMYECKas IPOBEpKa HaJIW4Msg OOHOBIICHHM
BHyTpeHHero 10 touku nocryna. Eciau o6GHOBIEHHE JOCTYITHO, B IPAaBOM BEPXHEM YINIy CTPaHUIIBI
0TOOpPA3UTCs COOTBETCTBYIOIIEE YBEAOMIICHHE.

YT1oOBl OTKJIIOYMTH aBTOMATHYECKYH) MPOBEPKY OOHOBJICHHIA, B pasuene YAaneHHoe
OOHOBMEHMe caBHHbTE Mepekioyarer ABTOMaTUYECKM NPOBepsATbL OOHOBMNEHUS BICBO U
naxvute kaornky MIPUMEHUTb HACTPOUKMU.

UroObl BKJIFOYHTH aABTOMATHUYCCKYIO TPOBEPKY OOHOBJICHHWI, B pasnerne YAaneHHoe
OOHOBIEHUe c/BHHBTE MepekirdaTei> ABTOMaTUYECKN NPOBEPATbL OOHOBMEHUSA BIIPaBo
u Haxxmute kHornky MIPUMEHUTb HACTPOWKMW. B none Aapec cepBepa 0GHOBREHUI 1o
YMOJIUaHUIO yKa3aH ajpec cepepa ooHoBneHuil D-Link — fwupdate.dlink. ru.

Bb1 Mmoxxete 06HOBUTH BHyTpeHHee 110 Touku 10cTyna JIOKaabHO (C KECTKOTO JIMCKa KOMIBbIOTEPa)
WM yIAJIEHHO (C cepBepa OOHOBIECHUH).
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JlokanbHoe o6Hoe81eHuUe

' Buumvanue! Bo Bpems 0OHOBIEGHHS MNPOTrPaMMHOrO 0OE€CHeYeHHs HE OTKIIUYanTe

u IUTAHUE TOYKH JIOCTYHA. DTO MOXKET ITOBJIEYh 32 COOOM BHIXOJ VCTPOUCTBA U3 CTPOS.

Jis nokaneHOTO 06HOBIEHHUS 11O TOUKM TOCTYTa BHINOIHUTE NEPEUNCICHHBIC HIKE ICHCTBHUS.

CkauaiiTe (haiin ¢ HOBOI Bepcueit mporpaMmMHoro obecreuenus Ha caiite www.dlink.ru.

2. Ha crpanunie Cucrtema / O6HoBneHue MO B pasnenc JlokanbHoe oGHOBRNEHue
naxvute kHonky BbIBPATb ®AMWMI, uToGbI ompenenuTh MecTOMonokeHne haiina ¢
HoBoM Bepcueit [10.

3. Haxwmure kuonky OBHOBUTbD MO.

Joxaurech nepe3arpy3ky TOUKHU JA0CTYMa (TIOATOPHI-IBE MUHYTHI).

Beenute nms monb3oBarens aAMUHUCTparopa (admin) U TeKylIui maposib IS TOCTyma K

web-unTepdeiicy.
Ecnu nmocne o6HoBnenust BuyTpenHero I10 Touka noctyma He paboTaeT KOPPEKTHO, HEOOXOIMMO
BOCCTAaHOBHUTH 3aBOJICKHE HACTPOWKM ycrpoiictBa. Jlius storo Ha crpanune Cucrtema /
KoHdurypauma naxmure kHOnky 3aBOACKUE HACTPOMUKU. JoxauTech mepe3arpy3ku TOYKH
JIOCTYyTIA.
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YOaneHHoe o6HOB/1I€HUE

' Buumvanue! Bo Bpems 0OHOBIEGHHS MNPOTrPaMMHOrO 0OE€CHeYeHHs HE OTKIIUYanTe

u IUTAHUE TOYKH JIOCTYHA. DTO MOXKET ITOBJIEYh 32 COOOM BHIXOJ VCTPOUCTBA U3 CTPOS.

s ynanennoro o6HoBieHus 110 ToYKM 10CTya BHIMOITHUTE NEPEUNCICHHBIC HIDKE JICHCTBUS.

1. Ha crpanunie Cucrtema / O6HoBneHue MO B pasnene YoaneHHoe OGHOBMeHue
naxxmute kuonky MPOBEPUTb OBHOBIJIEHUA, uto6s! y3Hath, cymiecTByeT Jin HOBas
Bepcus 110.

2. Haxwmure kHonky OBHOBWUTb MO (kHomka oToOpaskaeTcst MpH HAJIWYHKM HOBOM BEPCHU
MIPOrPaMMHOTO 00ECTICUECHHS ).

3. Jloxautech mepe3arpy3Kd TOUKHU JOCTyNa (MOJATOPHI-IBE MUHYTHI).

4. Beenmute UMs MoJb30BaTelNs aqMUHHUCTpaTopa (admin) U TEKyIIHiA Mapoib s TOCTyNa K
web-unTepdeiicy.

Ecnu nmocnie o6HoBeHust BHyTpeHHero [10 Touka moctymna He paboTaeT KOPPEeKTHO, HEOOXOIMMO
BOCCTAaHOBHTh 3aBOJCKHE HACTPOWKH ycTpoictBa. [lns storo Ha crpanuie Cuctema [/
KoHdumrypaumsa maxmvure kHonky 3aBOACKUE HACTPOMKMU. JloxauTech mepe3arpy3kd TOUKH
JOCTYyTIA.
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XXypHan cobbiTun

Ha crpanuniie Cuctema / XXypHan coObITUMA Bbl MoXkeTe HACTPOHTH HMapaMeTphbl JKypHaia
COOBITHIA, @ TAKXKE HACTPOHTH Mepeady KypHaia Ha BHEIIHUH y3el.

£ O6Hoenenne NO »KypHan cobbeITuia
HacTtpownku
»KypHanupoBaHue
Bkl MoXeTe HAaCTPOWTL NapaMeTphl KypHana cobbiThi.
® BwiounTs
Tun YpoBeHb
ToKkanbHLBIA U yaaneHHbIR - WHdopmaumoHHble cooblueHus -

@ Mypran cofbimul XpaHUmcs & MaMAmy Maplwpymuiamopa u mepedasmcy

Ha y3ei, 3adaqHnlld 8 none "Cepeep”

NPUMEHWTD

PucyHok 127. Cmparuya Cucmema / XypHan cobbimull. Bknadka Hacmpolku.

YroObl pa3pemmuTh (HOPMHPOBAHUE KypHAda COOBITHIA, mepeiauTe Ha BKiIaaky HacTpounku u
C/IBHHBTE Tiepekitouareb BKNHOUYNTB BpaBo. 3arem 3aaiiTe HEOOXOAUMBIC TTApAMETPHI.
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MapameTp OnucanHune

XypHanupoBaHue

B packpsiBatomemMcsi CHHMCKe BbIOEpUTE HEOOXOMUMBIA  THUII
KYpHaITUPOBAHMUS.

* JlokanbHbIW — KypHAJI COOBITHI XPAHUTCS B MAMSTH TOYKH
noctyna. Ilpu BeIOOpe 3TOrOo 3HaucHus moias CepBep u

MopT He oToOpaxaroTCs.
Tun .
* YpaneHHbIW — >xypHal COOBITUH TiepenaeTcs Ha y3ell,

3amanublii B moiae CepBep.

* JlokanbHbIN U yAanNeHHbIN — XypHall COOBITHI XPaHUTCS
B IIaMATHU TOYKHK JOCTYyIIa U MECPEAACTCA Ha y3€II, Sa)IaHHI)IfI B
nojie CepBep.

Tun cooOleHuii U OpeayIIpeKICHUN, KOTOPbIE OYAYT 3aHOCUTHCSA B
YpoBeHb 3 peaynp s P yay
KYPHAJ COOBITHIA.

IP- wmu URL-anpec y371a U3 JIOKaqbHON WM T100aIbHOM CETH, Ha
KOTOPBIH OyZIeT mepeaaBaThes KypHall COOBITHIA.

CepBep

ITopr y3na, 3aganHoro B moje CepBep, Ha KOTOpbIA Oymer
MopT nepeaaBaThbesl KypHall coObiTuii. [lo ymMonyaHuio 3ajaHO 3HaYCHHE
514.

[Mocne 3apanmst HeOOXOAUMBIX 3HaYeHUH HaxkmuTe KHOonKky MPUMEHUTD.

Yr1oObl 3ampeTuTh (HOPMUPOBAHUE JKypHajda COOBITHH, COBUHBTE MEpeKiIrovaresib BKAYUTB
BiieBo u Haxkmute kHonky MPUMEHUTD.
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YToObI MPOCMOTPETH XKypHAI COOBITHIL, TIepeliauTe Ha BKiIaaky XKypHan.
£ O6HoeneHve N0 XypHan cobbITUiA (|

XypHan

OBHOBWUTbL  3KCMOPT B ©ANN

PucyHok 128. CmpaHuya Cucmema / XypHan cobbimul. Bknadka XKypHan.
Jist oToOpaxkeHust caMbIX TOCIIeAHUX coObIThii Haxkmute kHonky OBHOBWUTD.

Jis 3anmcu KypHana coObITHH B (haill Ha JIOKAJbHOM JIUCKE KOMITBIOTEpAa HaXMHTE KHOIIKY
AKCIOPT B ®PAWIJI. daiin Oyaer HaXOAUTHCS B MMAIKe 3arpykaeMbix (aiiinoB Barrero Opaysepa.
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Muur

Ha crtpanunie Cuctema / MNMUHr Bei MoxeTe MPOBEPUTH JOCTYIHOCTh KAaKOrO-IMOO y3ia B
JIOKaJIbHOM MJIH I100abHON CETH C TIOMOIIIBIO YTHIUTHI Ping.

VYrunura Ping oTmpaBisieT 3X0-3alpoChl yKa3aHHOMY Y3Jy CETH U (UKCHPYET MOCTyHaroliue

OTBCTHI.

£ Kypuan coburtmii [MuHr =]

3 J IPv6 BONbLUE HACTPOEK

PucyHok 129. Cmparuuya Cucmema / lNMuHe.

JIist IpOBEpKU TOCTYITHOCTH Kakoro-nubo y3na BBeaute I[P-agpec mimm mmst 3TOro ysna B mose
XOoCT u 3ajaiiTe KOJIMYECTBO 3alPOCOB, KOTOPBIE OYAyT OTIPaBICHBI ISl MPOBEPKH JOCTYITHOCTH,
B niosie Ynucno nakeToB. Eciu jist MpoBepKH JOCTYITHOCTH HEOOXOAUMO UCIIOIB30BaTh MPOTOKOJ
[Pv6, cneunbTe nepexitouarens IPV6 Bipago.

YToObl 33aTh TOMOJIHUTEIbHBIC HacTpoiiku, HaxxmuTe kHonky BOJIBLUE HACTPOEK.
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Pasmep naxera (8 GaATax)”

56

neo Galm danHeIX, kKomopoe

Bpema oxuaaHua oTeeTa (B cekyHoax)*

3

(D 3ma onyus patomaem monsio & cywae

OMCYMCMAaUR OMAEeMa, UHaqe ping oxudasm apems

pasHoe deolHomy RTT.

PucyHok 130. Cmparuuya Cucmema / lNMuHea. OKHO 0ornonTHUMeErbHbIX HaCMpPOEeK.

B ortkpeiBmieMcss okHe B mone Pa3mep naketa 3anmaiite o0beMm naHHbIX (B OaiiTax),
nepenaBaeMbIX B 3ampoce. B mone Bpemsi oxXumaaHusa oTBeTa ykaxuTe MEpPHOA OXKHIAHHS
OTBETa Ha 3ampoc B ceKyHAaX. YToObl BOCCTAHOBUTH 3HAUEHUS MOJIEH, 3aJaHHBIE TI0O YMOIYaHHUIO,

naxvute kaonky HACTPOUKU MO YMONYAHMUIO.
[Mocie 3aaHust JONOJIHUTEIBHBIX ApaMeTPOB HaxkxMuTe KHONKY OK.

YroObl 3amyctuTh mpoBepky, Haxmure kHonky CTAPT. Uepe3 HexoTopoe BpeMsi Ha CTpaHHIIC
0TOOPA3UTCS PE3yJbTAT MPOBEPKHU.

YToObl ynanuth pe3yibrar npoBepku, Haxxkmure kHonky OYUCTUTD.
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TpaccupoBKa MapLupyTa

Ha crpanunie Cuctema / TpaccupoBKka MapuupyTa Bbl Moxkere ONpeAeiuTh MapIipyT
CJIEZIOBaHMSl JAHHBIX 10 KAKOTO-IHOO0 y3J1a CETH C MIOMOIIBIO YTUIIMTEHI traceroute.

< Koxdpurypauus TpaccupoBKka mapLupyTa =

IPvE BONbLWE HACTPOEK

PucyHok 131. CmpaHuya Cucmema / Tpaccupoeka mapwpyma.

Jns onpenenenusi Mapuipyta BBenute ums win [P-anpec xakoro-nmubo ysia B mone XocT. Eciu
JUIs  ONpeNeNieHus MaplipyTa HeoOXOOUMO  HCMOJb30BaTh  mpoTokon IPv6,  caBuHbTe
nepekitouarens IPv6 Bipago.
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PykoBoacTBo nonb3oBarens

YroObl 3a/1aTh TOTOTHUTENBHBIC HAcTpoiKky, HakmuTe kHOKy BOJIBLUE HACTPOEK.

MakciManehoe aHavexme TTL*

@ MakcumMansHoe KOMUYEcman NpoMEeXxyimosHeIX
yanos

KonuwuacTeo nonkImor*

(D Konusecmeo nonimor obpaueHus K
POMENYITIONHOMY YTy

Bpema oxuparva (B cexyHpax)*

O Bpesma oxudanus omasma om MpoMes ymovHoao
yana

PucyHok 132. CmpaHuua Cucmema / Tpaccupoeka mapuwipyma. OkHO O0NONHUMENbHbIX HACMPOEK.

B otkpriBlieMcst okHe Bbl MokeTe 3a1aTh CIEAYIONIUE TapaMeTpPhl:

MapameTp OnucanHune

MakcumanbHoe 3anaiite mMakcumanbHoe 3HadeHue mapamerpa TTL (Time to live,
3Ha4yeHue TTL epemsi Jcusnu). 3HaYeHUE 10 yMordaHuio — 30.

KonuyecTtBo nonbIToK | KonndecTBO MOMBITOK 00OpaIIeHns K IPOMEKYTOUHOMY Y3y CETH.

BpeMﬂ oXunaaHusa HepI/IOI[ OXUJaHUA OTBCTA OT IIPOMCIKKYTOUYHOI'O y3Jia CCTH.

YUToOBI BOCCTAHOBUTHL 3HAYCHHS noneﬁ, 3aaHHBIC 110 YMOJYaHUIO, HAXMUTC KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Mocrne 3aganus AOMOTHATENBHBIX MTapaMeTpoB HaxxmuTe KHonky OK.

Yr1ob6bl 3amycTuTh mpoBepky, Haxmute kHonky CTAPT. Uepe3 HekoTopoe BpeMsl Ha CTpPaHHUIIE
0TOOpPa3UTCs PE3yabTAT IPOBEPKH.

YT00BI yIamuTh pe3ysbTar mpoBepku, Haxxmute kHonky OYUCTUTD.
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TenHer

Ha crpanune Cuctema / Telnet Bor MoxeTe BKIIOUHTH WM BBIKIIOYHTH JOCTYI K HACTPOHKaM
Touku aocrtyna 1o nporokony TELNET wu3 nokanenoii cetu. Ilo ymomuanuto nocryn no TELNET
OTKJIFOUYEH.

EGE

Telnet

Bbl MOKETE BKIHOYUTL MNK BEIKMIOYMTE OCTYN K HACTPOWKaM MaplupyTuaatopa no npotokony TELNET M3 nokansHoi ceTu.

@ BxnounTs Telnet

MopT*

23

NPUMEHUTB

Pucyrok 133. CmpaHuya Cucmema / Telnet.

YroOs! paspemuth goctyn o TELNET, cnBunbTe nepekimouarens Bknrountb Telnet srnparo. B
nosiie MOPT BBeguTE HOMEP MOPTAa TOYKU JOCTYIA, Yepe3 KOTOPBIA OylaeT paspeimieH AoCTyn (1o
yMmourganuio 3afan mopt 23). 3arem Haxxmure knonky MPUMEHUTD.

Yrober cHoBa 3amperuth goctynm mo TELNET, casunbre mepexmodarens Bknrountb Telnet
BiieBo U Haxkmute kHonky MPUMEHUTD.
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CucremMHoe BpeMs

Ha crpannne Cuctema /| CuctemHoe BpeMs Bol MokeTe BpPydYHYIO YCTaHOBHTH CHCTEMHOE
BpeMsl TOUKH JOCTyIa WM HACTPOUTHh aBTOMATHUYECKYI0 CHMHXPOHHU3AIUI0 CUCTEMHOTO BPEMEHHU C

cepBepoM BpeMeHH u3 ceTu HTepHeT.

£ Havano CucteMHoe Bpems i)

CuctemHoe Bpemsi

Bbl MOXETE HACTPOUTHL ABTOMATMYECKYID CUHXPOHM3ALIMI0 CUCTEMHOTO BDEMEHW C CEpBEPOM BPeMeHW U3 ceTH MHTEpHET.

@ BinounTL NTP OCHOBHOI! UaCOBO NOSAC -

GMT+03:00 Barnan
KyseiiT, 3p-Puag
Mockea, CarnkT-IeTepbypr, Bonrorpag
A Mony4nTe agpeca cepeepoB Bpemeny no DHCP Haitpobu
TerepaH
Baxpeitt, Typums, Upak, Memen, Katap, Kyseiir,
Caynosckan Apasua

) Mepexon Ha neTHee Bpema

] 3anycTuTh B KauecTee cepeepa Ana NoKansHoW ceTu

CucTemHan garta: 01.01.2016

CMCTEMHOE BpEMSA: 03:02 ONPEOENUTL YACOBOW NoAC

Cepeepbl BpeMeHU

pool.ntp.org x

AOBABWTbL CEPBEP

PucyHok 134. Cmpa+uua Cucmema / CucmemMHoe epemsi.

I[J'Iﬂ HaCTpOﬁKH JaCOB TOYKHU JOCTYyIIa BPYYHYIO BBIIIOJHUTEC IICPCUNCIICHHBIC HUXKC JIeHCTBUAL.

1.
2.

Cnsunbte nepekiitouaresis Bkrnountb NTP Bieso.

B paznene HacTponku BpeMeHu 3ajaiite HeoOXxomumble 3HaueHusA. UTOOBI 3a/1aTh BpeMs,
YCTaHOBJICHHOE Ha Balem KoMmbloTepe WM MOPTaTUBHOM yCTPOMCTBE, HAKMUTE KHOIKY

CKOIMNMUPOBATb JTOKAJIbHOE BPEMAI.

Haxxmute kHonky MPUMEHWTD. Tlpu stom monss CuctemHas paata u CucrtemHoe
BPEMS 3aroHsITCS aBTOMATHYCCKH.
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JIyisi aBTOMaTHYeCKON CHHXPOHHW3AIWKA YacOB TOYKH JOCTYIA C KAaKUM-JIMOO CEpBEPOM BPEMCHH
BBITIOJTHUTE MEPEUUCIICHHBIEC HUKE ICUCTBUA.

1. Cnsunsre nepekmodaresns Bknounts NTP Bmpaso.

2. B paznene CepBepbl BpeMeHU 3anaiite apyroii NTP-cepBep win octaBbTe 3HAYCHHE,
3aJaHHOE MO yMmomyaHuto. Ecnu HeoOxonmMo 3a7aTh HECKOJIIBKO CEpBEPOB, HAXKMUTE

knonky JOBABUTb CEPBEP.

3. B packpsiBaromiemcs ciiicke OCHOBHOW 4acOBOW MOSIC BuiOepuTe Bain yacoBoii mosic.

UYroObl yKka3aTh 4acOBOM MOSC, COOTBETCTBYIOLIMI HacTpoiikam Baiiero kommbrorepa miu
IOPTAaTHBHOTO YCTpoiicTBa, Haxkmute kuonky ONMPEAENIUTbL YACOBOM MOSAC.

4. Haxwmure xnonky MPUMEHWUTb. Ilpu stom monss CuctemHasa pata u CucremHoe
BPEMSA 3aroHITCSA aBTOMATHUCCKH.

YroObl HACTPOUTH ABTOMATHUYECKHU TEPEXOJ YaCOB TOUYKU JIOCTYMa Ha JICTHEE BPEMs, CIABHHBTC
nepexirouaress epexon Ha neTHee BpeMsA BnpaBo. B packpeiBaromiemcs crincke 4YacoBou
NosIC fIeTHero BPeMeHMW BhIOepHTE 4aCOBOM MOSC, KOTOPBINA OyIeT HMCIOIBb30BaThCs B TCUCHHE
JIETHETO BPEMCHH, H 3a/aiiTe HeoOXoauMbIe 3HaYeHHUs B pasaenax Havyano neTtHero BpemMeHu u
KoHeu netHero BpemeHun. Haxmure knonky MTPUMEHUTD.

B HEKOTOpBIX Cliydasx MpoBaiiiep caM MpeAOoCTaBIsIeT ajpeca CepBEpOB BpeMeHH. B aToMm cirydae
cnBuHBTe mnepekimodarenas [MonyuynTb agpeca cepBepoB BpemMeHM no DHCP smnparo u
Haxxmure kHonky NMPUMEHWTb. VYrtounute y Bamero mnposaiinepa, TpeOyercs v JaHHas
Hactpoiika. Ecnu mepexmiouatens [Monyuutb apgpeca cepBepoB BpemeHu no DHCP
CIBUHYT BIpaBo, pasaen CepBepbl BPEMEHU He 0ToOpaxaeTcs.

UToOBl pa3pemuTh MOAKIIOUEHHBIM YCTPOWCTBaM HCIIOJb30BaTh B KayeCTBE CepBEpa BpPEMEHU
IP—aL[pec TOYKHU [JOCTyIla B JIOKaIbHOM moAcCeTH, CABUHBTC TICPCKIIHOYATCIIb 3al'|yCTVITb B
KayecTBe cepBepa Ans NnokanbHOW ceTu snpaso u Haxkmute knonky MTPUMEHUTDb.

H[!I/I BBIKJTIOYCHUHW NMUTAHWA WIH NEPE3arpy3ke TOYKH AOCTYIIA MPOUCXOANT 06[200 JaTbl
M__BpPEMEHU ycTpoWcTBa. Ecau Toyka J0CTyna HACcTpPOEHA Ha aBTOMATHYECKYIO

' CUHXPOHM3AIINKO BPEMCHH, TO IIPpHU CTAaHOBKE COCJIMHEHMS C ceThio HMHTEepHeT
|

HOKa3aHWdA YacOB YCT[QOﬁCTBa aBTOMAaTHYECKM BOCCTAHOBATCI. EcIu dYachkl TOYKH
A0CTyIla ObLIH HACTPOCHLI BPYYHYVYIO, HeO6XOZII/IMO CHOBA 3a4aTh JIaTy M BpEM:A (CM.

BBIIIIC ).
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SAHOekc.DNS

DTOT paszgen JOCTYNeH, ecau B Macrtepe HavaabHOM HACTpOMKHM OBIT BBIOpAaH pEXUM
MapuwpyTtusatop i Nosroputens WISP.

B nannom pasznene Bl MoxkeTe HacTpouTh padoty cepsuca SAnmexc. DNS.

SAnnexkc.DNS — 310 cepBHUC KOHTEHTHOW (MIIBTpaIlK, KOTOpBI oOecmeunBaeT padbory DNS-
cepBepa, 3alUIIAcT KOMIBIOTEP OT BPEAOHOCHBIX CAHTOB M OJNIOKHpPYeT AOCTYI K pecypcam,
HEXKEJaTeIbHBIM JIJISl IPOCMOTPA JIETHMH.

HacTtpowku

Ha crpanuiie SAHpekc.DNS / Hactponku Boi moxere Bkarounth cepBuc SAumekc.DNS u
HACTPOMTH PEKUM €ro paboThI.

£ Konthurypauus HacTtpoiiku

Anpekc.DNS

g H ﬂeKc BroicTpbiit DNS-ceperc 0T AHOekca ¢ ononNHUTENBHBIMK dyHKLMAMKY BelonacHocTi

Y7o Takoe Angexc.DNS

® BounTs

F%»KHMIK}yMDnHaHHm

@ Bce Hogkle yompolcmeaa Gydym Nodkmioyamscs & SbIBpaHHOM DERLME
() Bea zawuTsl

(® BezonacHblit

(O Dertcwwin

@ B GesonacHomM pexume Gydym 3afnokuposads! calimal, KOMOPBIE NbIMAaMCs YKpacms Bawu naponu, HanpuMep, O COUUanbHbLIX Cemel, 8 MaKMe calimbl, KOmopbie

MO2ym 3apasums Bal KoMisomep aupycamu. 3mom pexum peroveHdosaH dna BonbWUHCMEa NonNs3oaamened

@ fna yempodems & demckom pexumMe dononsumensso Gydym 3abnokuposaHs! calims) "dna 83pocnesix”. PEKoMeHOYEMCS SXMHONAMBb 3MOM pexuM 9na yompoldcma,

KOMOpLIMU MOMB3YIOMcR Gemu.

NPUMEHUTb

PucyHok 135. Cmparuya 5SIHdekc.DNS / Hacmpoliku.

YroObl MOAy4nTh OOJiee MOAPOOHYI0 HH(OPMAIUIO O CEpBHCE, HAXMHUTE CChUIKY YTO Takoe
Anpekc.DNS.

YroOsl BITIOUNTE cepBuc Sumexkc. DNS, ciBunbTe nepekitouareis BKNHOYNTB Bripago.
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[Ipu BxaroueHHoMm cepBuce Sumekc.DNS Ha crpanune jgoctyneH pasgen Pexum no
yMonyaHu. UtoObl HAcTpoWTh (GUIBTPALMIO ISl BCEX YCTPOMCTB JIOKAJIBHOW CETH TOYKHU
JIOCTyIIa, BHIOEpUTE HEOOXOIMMOE 3HAYEHHE B CIIHCKE:

* bBe3 3awumTbl — npu BEIOOPE 3TOTO 3HAUCHHS cepBUC obecrieunBaeT padoty DNS-cepsepa,
HO HE OIPAHUYMBAET JOCTYII K OMACHBIM CalTaM;

* bBe3onacHbIN — mpu BEIOOpE ITOrO 3HAYEHHS CEPBUC OJIOKUPYET JAOCTYI K BPEIOHOCHBIM
U MOIIIEHHHYECKUM web-caiitam;

* J[eTCKUM — mpu BHIOOpPE ITOrO 3HAYEHHS CEPBUC OJOKHPYET MOCTYN K BPEJOHOCHBIM H
MOIIICHHUYECKUM web-caiiTaMm, a Takke OJOKHPYET JOCTYH K pecypcam, HeXelnaTelbHbIM
JUISL IPOCMOTPA JETbMH.

BriOpanublii pesxxuM (UIBTpaliuu Takke OyaeT NeHWCTBOBATH U BCEX BHOBH MOAKIIOYEHHBIX K
CETH TOYKH JIOCTYTa YCTPOMUCTB.

[Tocie 3aganus HeOOXOMUMBIX TapameTpoB HakmuTe kHonky MPUMEHUTDb.

Yt00s! oTKIIIOUKNTE cepBuc SHaekc.DNS, ciBuHbTe nepekiodaresis BKIIOYUTD BIIeBO 1 HAKMHUTE
kHonky MPUMEHUTD.
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YcTpoucTBa M npaBuna

Ha crpanuiie AHaekc.DNS / YcTponctBa M npaBuna Bol MoxeTe Ha3HAuYUTh KaKOMY-THOO
YCTPOUCTBY JIOKAJIbHOW CETH OTAEIBHBIN PEXKUM (UIBTPALHH.

£ Hacrpoiikun YcTpoicTBa U npaeuna

N3BecTHLIE KITWEHTbI

P-agpec MAC-agpec Wms Mpaswno

192.168.0.2 00:13:46:62:2F:4C - Mo ymoruaruio (Besonacubiil)

Mpaguna +

P-appec MAC-agpec Mms Pesxiam

PucyHok 136. Cmparuuya SIHOekc.DNS / Ycmpolicmea u npasuna.

B paznene U3BeCTHbIe KNMMEHTbl 0TOOpaXKaroTCs YCTPOMCTBA, MOIKIIOYEHHBIC K JIOKAILHOW
CETH TOYKH JOCTyIa B HACTOSIILIUH MOMEHT, U COOTBETCTBYIOIIUN UM PEXUM (QUIBTPALIUU.

YT06BI CO31aTh’ HOBOE MPABMIIO (PUIIBTPALUK IS KAKOTO-ITH0O yCTpoiicTsa, B pasaene [paBuna

naxxmute kHonky [JJOBABUTb (+ ) win B paszeiic U3BeCTHbIe KIIMEHTbI IICIKHATE JICBOU

KHONKOM MBIIIA Ha Ha3BaHUU pPeKUMa (I)I/IJ'IBTpaI_II/II/I B CTPOKE YCTpOﬁCTBa, AJIL KOTOPOro
HCO6XOI[I/IMO CO30aThb IIpaBHJIO.

7 Tlpu co3manuu HOBOro mpaBmia (uusrpanuu Ha crpanune Hactpowka coeguHenun /| LAN oroGpaxaercs
cBsizka MAC-anpeca u [P-anpeca. Co3maHHas CBsI3Ka YOAISIETCS BMECTE C COOTBETCTBYIOIINM ITPABHIIIOM.
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Hosoe npaguno

MAC-appec*

|P-appect

NOBABWUTbH

(O Bea aawuTel
(® BesonacHbiit

O Rercxmin

COXPAHUTB

PucyHok 137. [JobaeneHue npasuna 0ns cepsuca SHOekc.DNS.

B otkpeiBiiemcst okHe Bbl MoxeTe 3a1aTh cleayIole napameTpsl:

MapameTp OnucaHue

MAC-aznpec ycTpoilcTBa M3 JIOKaJbHOM CETU TOUKH AOCTyma. Bbl
MOKETe BbIOpaTh YCTPOWMCTBO, MOJKIIOYEHHOE K JIOKAJbHOW CETH
MAC-appec TOYKHM JIOCTyIIa B JAHHBIA MOMEHT. [l 3TOro B pacKpbIBAKOLIEMCS
CIUCKE BBIOEPUTE COOTBETCTBYIOLIEE YCTPOWUCTBO (IIPH TOM MOJE
3aIOJIHUTCS] aBTOMATUYECKH ).

[P-anpec ycTpolicTBa U3 TOKaJIbHOM CETH TOYKH JOCTYIIA.

Ecnu Bbl xoTWTE Ha3HAUYUTh HECKOJIBKO MOCTOSHHBIX [P-agpecos
YCTpOMCTBY C ompeaesieHHbIM MAC-anipecoMm, HaKMHUTE KHOTMKY
NOBABUTb u B otobOpasusiieiicss cTtpoke BBeaute IP-ampec.

IP-agpec . .
VYCTpOKCTBO JIOKAJBbHOM CETH MOXET MMeTh oauH [Pv4-anpec u
Heckonbko [Pv6-aapecos.
UYToObI yIamuTh ajJpec, HAKMHUTE Ha 3Ha40K YAANMUTb (*) B CTPOKE
azapeca.
Umsi 3amaiiTe Ha3BaHUE IS yCTPOWCTBA B CETH JUIA  YIAOOHOM

uneHTuUKaIuu (Heoos3amenvublil napamemp).
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MapameTp OnucaHue

Bribepute pexxkum pabotel cepBuca Srmekc.DNS nmns maHHOTO
YCTPOUCTBA.

 be3 3awmTbl — mpu BBIOOpE STOTO 3HAYEHHS CEPBUC
oOecnieunBaer pabory DNS-cepBepa, HO He OrpaHHMYUBAET
JIOCTYII K OITACHBIM CalTaM.

 bBe3onacHbIn — mpu BBIOOpPE 3TOr0 3HAYCHHS CEPBHC
OJOKHpYeT AOCTYNl K BPEIOHOCHBIM M MOIIEHHUYECKUM

Pexum

web-caiitam.

* [1eTCKMM — nipu BHIOOPE ITOTO 3HAYCHUS CEPBUC OJIOKUPYET
JOCTYHI K BPEIOHOCHBIM M MOIIICHHUYECKUM Wweb-calitam, a
TaKoke OJIOKHPYeT JOCTYI K pecypcaM, HexenaTelbHbIM JUTs
[IPOCMOTpa AETHMH.

I[Tocrne 3aganus HeoOxoAUMbIX apamerpoB HaxkmuTe kKHoky COXPAHUTD.

YT1o06BI 3aaaTb JApPYTHUC TMAapaMCTpbl IS KaKOTI™ 0-J1100 IpaBujia, BBI6CpI/ITe COOTBCTCTBYIOLIYIO
CTPOKY B Ta6J'II/II_Ie, B OTKPBIBHICMCA OKHE U3MCHUTC HCO6XOI[I/IMLIC napaMeTpbl 1 HAXKMHUTE KHOIIKY

COXPAHUTD.
YroObl yaamuTh Kakoe-Tu0o MpaBuwiIo (UIBTPAILH, YCTAHOBUTE (DIaXKOK, PACIIONOKEHHBIN ClIeBa

F—3
OT COOTBETCTBYIOIIEro npasuna, u Haxmute kaonky YAATUTb ([1]). Brr Takxke moxere ynamuts
NPaBUJIO B OKHE M3MEHEHUS MapaMeTpOB.

[Mocne 3aBepiieHus padboThl ¢ mpaBuiamu Haxkmute kHonky MPUMEHUTD.
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MABA 5. PEKOMEHOAUMX 1O WCMNOJNIb3OBAHUIO
TOYKU OOCTYINA

lMpaeuna u ycnoesusi 6e3onacHol aKkcnayamauuu

BauMarenbHO mpoyMTaiTe AAHHBIA pas3iesl Mepel yCTAaHOBKOW M TMOAKIIOYEHHUEM YCTPOMCTBA.
Ybeautech, 4TO YCTPOMCTBO, aanTep MATAHUS U KaOeIu HE UMEIOT MEXaHMYECKUX MTOBPEKICHUM.
YCTpoicTBO JOMKHO OBITH  HCIIONB30BAHO TOJBKO IO HA3HAYEHUIO, B COOTBETCTBUU C
JIOKYMEHTAIMEH.

VYeTpoicTBO mpeaHa3Ha4yeHo JUIsl AKCIUTyaTallkd B CYXOM, YHCTOM, HE3albUICHHOM U XOpOIIO
IIPOBETPUBAEMOM IOMEIIEHUN C HOPMAaJIbHOM BIIAXXHOCTHIO, B CTOPOHE OT MOIIHBIX MCTOYHHUKOB
temia. He ucnonb3yiiTe €ro Ha yluIe ¥ B MECTaX € MOBBIIICHHONW BIAXXHOCTHIO. He pazMemniaiite Ha
YCTPOICTBE MOCTOPOHHUE NPEAMEThl. BEHTUISLMOHHBIE OTBEPCTUS YCTPOWCTBA JOJKHBI OBITH
OTKpBITHL. TeMmmeparypa OKpyKarolleld cpelbl B HEMOCPEACTBEHHOM OIM30CTH OT YCTpOWCTBA U
BHYTPH €ro Kopiryca jaoinkHa ObITh B ipeaenax ot 0 °C go +40 °C.

He Bxmrouaiite amantep NMUTaHUS, €CIW €r0 KOPIyC WM Kabenb moBpexaeHbl. [loakirodaiite
ajjanTep MUTAHUS TOJIBKO K HMCIPAaBHBIM pPO3ETKaM C MapaMeTpaMH, YKa3aHHBIMH Ha ajanTepe
MUTaHUS.

He BckpoiBaiite kopryc ycrpoiictBa! Ilepea ouumcTkodl ycTpoiicTBa OT 3arps3HEHUN M TBUIN
OTKJIFOYUTE IHUTAaHUE YCTpPOWCTBA. YhausiiTe MbUIb € IOMOIIbIO BiaxkHOW canderku. He
UCTIONIB3YHTE >KHUIKHE/a3pO30JIbHBIE OYMCTHUTENIN WM MarHUTHBIE/CTaTHUECKUE YCTpOMCTBa s
OouuCTKH. M30eraiiTe nonananus Bjiard B yCTpOMCTBO U aJjanTep MUTaHMUS.

Cpoxk ciyx0bl ycTpoiicTBa — 2 Tofa.
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PyKOBO,EI,CTBO nonb3oBarend

PekomeHOdayuu no ycmaHoeke 6ecripogodHbIx ycmpolucme

becnpoBoanas Touka qoctyma DAP-300P mo3BosseT momyduTs 10CTyM K Barteii cetu ¢ moMoIisto

0eCIpOBOAHOTO COEAMHEHHs MPAKTHYECKH M3 JII00O0W TOYKM B pajnyce NEHCTBHS OECHpOBOIHOM

cetu. OnHAKO cleqyeT Y4YUThIBaTh, YTO KOJUYECTBO CTEH M MEPEKpPHITHH, KOTOpble Oyner
MIPEOJI0JIeBAaTh CUTHAJ, UX TOJIIIMHA M PACTIOJIOKEHUE MOTYT YMEHBIIUTh PAguyC JACHCTBHUS CETH.

Pa,I[I/ch 0XBaTa CETH B OOJIBIION CTENEHU 3aBUCUT OT TUIIOB Marepuajia 1 YPpOBHS COIIYTCTBYIOIIUX
paanovYacTOTHBIX IMYMOB B IOMC HJIN O(bI/ICG. YTo0OBI MaKCHMAaJILHO YBCIUYUTE panycC }Iel\/’ICTBI/ISI

Bameii 6CCHpOB0I[HOI71 CCTHU, BBIIIOJHUTE IEPCUHHUCICHHBIC HUKC PCKOMCHAAINH.

1.

PacnionoxuTe TOUKy A0CTyna Tak, YTOObI KOJUYECTBO MPEMSITCTBUM (CTEH, MEPEKPBHITUN U
T. I1.) MEXJy TOYKOM JOCTyIa M JIPYTMM CETEBbIM O0OpYJOBaHHUEM ObUIO MUHHMAJIbHBIM.
Kaxnoe mpensrcTBue COKpallaeT paauyc JIEHCTBUS OECIPOBOAHON CETH Ha HECKOJIBKO
MeTpoB (ot 1 10 30 m).

MBICIEHHO MPOBEINUTE JHUHUIO MEXKIY TOYKOW JOCTyla W CETEBBIM YCTPOWCTBOM.
Pexomenmyercs pacmoiioKWUTh yCTPOMCTBA Tak, YTOOBI JTa JIMHHS MPOXOJUIIA
MEPIICHINKYJAPHO CTEHAM WJIM MEPEKPBITHAM, HAXOASAIIMMCS MEXKIYy TOYKOW JOCTymna U
CETEBBIM YCTPOMCTBOM (JJIsi CUTHANA, MPOXOASAIIEro MPEMsTCTBHE MOJ YIJIOM, TOJNIIUHA
MPENSATCTBUS TOPaA3I0 OOJIBIIE).

OOparute BHHUMaHUE Ha Marepual, U3 KOTOPOIO CJEJIaHO MpensTcTBhe. MaccuBHas
JKeNe3Hasi IBEpb WM aJIOMHHUEBBIC OajKd, OKa3aBIIMECS B 30HE OECIPOBOJHON CETH,
YMEHBIIAIOT ee paauyc nercteus. Iloctapaiiteck pacnonoxuts Bamry Touky noctyna u
OecIpoBOIHBIE CETEBBIE YCTPOHCTBA TaK, YTOOBI CHTHAJ MPOXOIWI Yepe3 TOHKUE CTEHBI
WIM ABEpHbIE NMpoeMbl. Ha CUrHam HEraTMBHO BIMSIOT CTEKIJIO, CTajb, METaUl, CTEHBI C
M30JIIMEH, Bo/la (aKBapuyMbl), 3epKajia, mKadbl, KAPIUYHBIC U OETOHHBIC CTCHBI.

Jepxute TOUKy JocTyna Baanu (Kak MHUHHMYM, Ha pacctosHuM 1-2 wmerpa) or
ANEKTPUUECKUX MTPUOOPOB WIIH YCTPOMCTB, CO3AAIOIINX PAJHOYACTOTHBIE IOMEXH.

Panuorenedonnt ¢ Hecymeit wactoro 2,4 I'Tu umum obopymoBanue cranmapra X-10
(GecripoBOIHBIE YCTPOMCTBA THIIA MOTOJIOUYHBIX BEHTUJISTOPOB, OCBETUTENBHBIX MPUOOPOB
WM JIOMAaIllHEed CHCTEMBbI O€30MacCHOCTH) MOTYT OKa3aTh HETaTUBHOE BIMsAHHE Ha Barie
OecrpoBoHOE coenuHeHHe. YOenurtech, uro 0Oaza Bamiero pamuorenedona ¢ Hecymiei
yactoroit 2,4 I'T'1 MmakcuManbHO ynaneHa oT Bammux GecripoBogHBIX ycTpoicTB. OOpaTute
BHUMaHUe, 4To 0a3a paguoTenedoHa IMepenaeT CHrHall Jaxke Torna, kKorga TenedoH He
UCIIOJB3YyEeTCS.
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MABA 6. ABBPEBUATYPbI U COKPALLUEHUA

AC Access Category Kareropus nocryna
AES Advanced Encryption Standard ViyunieHHbI CTaHaapT WUPPOBAHUS
ARP Address Resolution Protocol [TpoTokon pa3pelieHus aIipecoB
. . . ba3oBslii uieHTU(PUKATO
BSSID Basic Service Set Identifier a N ¢ p
0OecrpOBOIHOM CETH
) [IpoBepka mpu MOMOIIH LUKINYECKOTO
CRC Cyclic Redundancy Check POBEpKA [Ip i
U30BITOYHOTO KOZIA
. . MHAMHAYECKasi CHCTEMa JIOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o . . Pacnpenenennas araka Tuna oTkas B
DDoS Distributed Denial of Service bea
00CITy>)KUBaHUH
) ) [TpoTOKON AMHAMHUYECKON HACTPONKH
DHCP Dynamic Host Configuration Protocol 3p . A P
Y3
DMZ DeMilitarized Zone Jlemunurapu3oBaHHas 30Ha
DNS Domain Name System Cucrema TOMEHHBIX UMEH
. . Coo0b1enne ¢ yBeOMIICHHEM O
DTIM Delivery Traffic Indication Message o e
niepenade Tpaduka
. ) Cpennee Bpems 1o I puHBHUYCKOM
GMT Greenwich Mean Time pelt P P Y
MepUIrany
«MHTEpHET-ILTI03)», TPOTOKOJ
IGD Internet Gateway Device yIpaBJICHUS YCTPOUCTBAMH Yepe3
WUHTEPHET-IILTIO3
[IpoTokon ynpasiieHUs TpyMIaMu B
IGMP Internet Group Management Protocol P yip by
cetu MHTEpHET
IIporokon MHTEpHETA, MEKCETEBOM
IP Internet Protocol
HPOTOKOJ
[Iporokon muist obecrieyeHns 3aIUThI
IPsec Internet Protocol Security JIAHHBIX, TIEPEIaBaEMbIX 110

MEXCETEBOMY IpOTOKOIy [P
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TyHHEIBHBIN POTOKOJI BTOPOTO

L2TP Layer 2 Tunneling Protocol
YPOBHSI
LAN Local Area Network JlokanbHas ceTh
. [Tpotoxkoin yrpapieHHs KaHAIOM
LCP Link Control Protocol P yp
neperayu JaHHBIX
. VYnpasieHue T0CTyIIOM K cpelie
MAC Media Access Control P HOCLY P
(mepenaun JaHHBIX)
. . ) MaxkcumalbHBIN pazMe
MTU Maximum Transmission Unit P p
nepeIaBaeMoro makera
NAT Network Address Translation IIpeoOpazoBaHUEe CETEBBIX aJPECOB
NTP Network Time Protocol CeTeBol MPOTOKOJ CITY>KOBI BPEMEHU
o MyIIBTUILIEKCUPOBAHUE C
Orthogonal Frequency Division Y P
OFDM . OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pasleieHueM CUTHAJIOB
. Hacrpoiika ¢ TOMOLIbIO Ha)KaTUs Ha
PBC Push Button Configuration P B
KHOITKY
PIN Personal Identification Number JlmuHbIi HIeHTH()UKAMOHHBIA HOMED
. . [TpoTOKOI THIIA «TOYKA — TOYKAY» T10
PPPoE Point-to-point protocol over Ethernet P
Ethernet
) ) ) TyHHEJIbHBIN TPOTOKOJI THUIA «TOYKA-
PPTP Point-to-point tunneling protocol Y P
TOYKa
PSK Pre-shared key OO0t KoY
QoS Quality of Service KauectBo yciyr
RADIUS Remote Authentication in Dial-In User | Ciyx0a ynaneHHOH ayTeHTH(PHUKALUN
Service TI0JIb30BATENS] KOMMYTHPYEMO# CeTH
. . ITpoTokon oOMeHa JaHHBIMU IS
RIP Routing Information Protocol P A 8
MapIIpy TU3AIUH
RTS Request To Send 3anpoc Ha OTHpPaBKY
) ) [TpoTokoI NOTOKOBO#I Mepenavyn B
RTSP Real Time Streaming Protocol P bt

peKUME peaIbHOTO BPEMEHHU
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SIP Session Initiation Protocol ITpoTOKON yCcTaHOBIIEHHUS CE€aHca
SSID Service Set Identifier Wnentudukarop OecripoBOAHOM ceTH
. IIpoTOKON BpEMEHHOM LIEIIOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KJTFOUCH
[TpoToKOIT OTB30BaTEITBCKUX
UDP User Datagram Protocol P
JararpaMmm
. VHHUBEpCATLHBINA PEKUM «BKITFOYH U
UPnP Universal Plug and Play pu P
paboTaii»
URL Uniform Resource Locator Enunbii ykazarens pecypcoB
VLAN Virtual Local Area Network BupryanbHas okanbHas CeTh
VPN Virtual Private Network BuptyansHast yactHas ceTh
WAN Wide Area Network ['moGanbHas ceTh
) . . besomacHoCTh, aHAJIOTHYHAS 3aIlUTE
WEP Wired Equivalent Privacy . o
NPOBOHBIX CeTer
— . - «becnpoBoiHas TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOA . Aap
0OecrpoBOAHOM CBSI3U
WISP Wireless Internet Service Provider becnpoBognoit Mutepuer-mipoBaiinep
WLAN Wireless Local Area Network becnpoBogHas 0KkanbHasl CETh
- . . [Tepenava MybTUMEAUUHBIX TaHHBIX
WMM Wi-Fi Multimedia P H . Y % %
o Wi-Fi-cetn
— 3aluIleHHbI JOCTYII IO
WPA Wi-Fi Protected Access i VH Y
0ecrpoBOHOM CeTH
R besomnacHas HacTpoiika 6ecrpoBOaHOM
WPS Wi-Fi Protected Setup P POBOA
ceTH
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